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Introductions and Standards

• Course Virtual Machines
• Definitions and Disclaimers
• Mourning Our Destiny, Leaving Youth and Childhood Behind
• Lab: Bad Guy Defenses
• Basics and Fundamentals (or, Don’t Get Owned Doing This) ****
• Kansa
• Lab: Kansa
• Segmentation
• Self-Assessment
• Playing with Advanced Backdoors
• Software Restriction Policies
• Lab: AppLocker
• Legal Issues
• Venom and Poison
• Annoyance
• Attribution
• Attack!
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Course Virtual Machines

• The course VMs were exported into OVF format to facilitate importation
– Open Virtual Machine Format (OVF)

• VMware’s Player/Workstation/Fusion are officially supported
– Other VMEs should work as well (e.g., VirtualBox)

• To begin, File -> Import (or Open) the .ovf file for each VM
– You should allocate 2 GB+ of RAM to each VM
– Configure the virtual networking to Bridged (wired adapter)
– Acquire a DHCP address from the classroom’s DHCP server (wired network)

• Open the usage_docs.html file on the desktop
– The browser should open to a convenient web-based menu system
– Most lab instructions are within these neatly organized web pages

• Screen resolution can be adjusted using the menu
– Blue icon in upper-left corner -> Settings -> Display (adjust to your liking)
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This Course Is Different

• This course is different from other courses…
– The concepts, the approach, the labs
– Most of the labs are not in the slides (because we like you :-))
– This makes them more accessible after class, when you need them most
– All labs using the VM are inside the VM, within usage_docs.html
– This means you do not have to dig through hundreds of pages to figure 

out how something works later
– There are also prerecorded video walkthroughs of each lab on the USB 

and embedded in the usage_docs.html on the desktop!

• You’re welcome! Enjoy! ;-)
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Disclaimer

• The tactics covered in this course could get you into 
trouble
– But so can most activities, if not done properly (e.g., 

driving)
• The masses will impulsively state that this is a bad idea…

– But the masses continue to fail miserably
– If you want different results, you have to do 

something differently
• Make sure you vet all tactics with your legal team, 

human resources, and upper management first
• Get a warrant whenever appropriate
• Maintain high ethical (and legal) standards
• Don’t become what you’re defending against…
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What Is Active Defense?

• Active Defense
– The employment of limited offensive action and 

counterattacks to deny a contested area or position to 
the enemy

– Proactive, anticipatory, and reactionary actions against 
aggressors

– The adversaries are already inside your gates…
• Passive Defense

– Measures taken to reduce the probability of and to 
minimize the effects of damage caused by hostile action 
without the intention of taking the initiative

– Traditional static defenses (i.e., hope for the best)
• Prevent | Detection | Respond

– Prevention is ideal, but detection is a must, and 
detection without response is of little value…
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What Are Offensive Countermeasures?

• Offensive countermeasures employ offensive techniques 
as aggressors attack … but with a defensive posture
– Aikido provides an excellent analogy
– Aikido focuses on redirecting and blocking 

opponents’ attacks while taking considerable care not 
to harm them in the process

– Aikido practitioners respond to attacks; they do not 
initiate attacks

• Think poison, not venom
– Poison is taken then consumed, whereas venom is 

injected
– Lay traps inside your systems, but don’t attack theirs

• Always ensure solid legal footing
– Proper authorization, warrant, written approval, etc.
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What Is Cyber Deception?

• Cyber deception is the deliberate and calculated process of 
deceiving attackers in an effort to wage a better defense
– Slow them down, confuse them, deceive them … make 

them work harder
– Serves to significantly increase your chances of detection
– Designed to make Detectiont + Reactiont < Attackt (Dt + 

Rt < At)
• Cyber deception does not replace other efforts or layers of 

defense
• It should complement and feed the other layers
• Militaries have employed deception strategies since the 

beginning of time. Why don’t we?

8



John Strand |  Active Defense, Offensive Countermeasures, and Cyber Deception

“Know Thy Enemy” —Sun Tzu
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https://en.wikipedia.org/wiki/Advanced_persistent_threat

Make no mistake, 
APTs hunt 

administrators 
without mercy“it’s all just electrons…” – 

Cosmo from Sneakers

Post-exploitation actions 
are adroitly executed 

under valid user context 
using normal OS features

Key logging, 
RAM-scraping, SAT 

impersonation, 
password managers, 

etc.

The most advanced 
adversaries the world has 

ever known

Entire teams 
dedicated to 

attacking your 
organization

0-days, undisclosed exploits, 
advanced malware, backdoors, 
supply chain infiltration, spies, 

coercion, lawfare, etc.

You!

They have turned the entire 
telecommunications infrastructure 

into a surveillance and attack 
platform

They’ll ensure it bypasses 
detection by current strategies 

before they ever deploy
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The OODA Loop
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Disrupting the OODA Loop
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Warning Banners

• It is, however, illegal to set up lethal traps for trespassers
– And this isn’t our goal anyway (remember the Aikido 

analogy)
• You can, however, warn them of “evil” things on the network
• Access checks, authentication verification, geo-location, etc.
• Consult with a lawyer and get a warrant
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Why These Skills Are Critical 

• Eventually, you will need these skills
• Attackers are getting more and more brazen

– There is very little perceived risk on their part
– We have rules; they don’t

• You might need to figure out what 
an attacker is seeking

• You might need to gather 
information about an attacker
– Attacking from a bot-net
– Attacking through TOR or I2P
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These Are Just The Ones We Know About…

Verizon Data Breach Investigations 
Report
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Why Current Strategies Are Not Working

• Go back a few years in your minds...
• What were the recommendations then?

– Patch, strong passwords, anti-malware, 
firewalls/proxies, etc.

• What are they saying now?
– Same things with Next-Gen in front!
– Next-Gen firewall, Next-Gen anti-malware, 

and so on…
– It’s gotten better (arguably), but it’s 

reactionary by nature
• Do you see a pattern?
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Top Security Product Vendors?

• What are the top three or four AV companies?
• What are the top three or four IDS companies?
• What are the top three or four firewall companies?
• What is their total market share?
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Behold, the Next-Gen Gate! (Accepting Orders Now)
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Advanced Persistent Thieves (APTs)

• So who’s after your electrons?
– China?
– Russia?
– The Five Eyes?
– Other nation-states?
– Organized crime?
– Insiders?
– All of the above!?
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Consider Their Capabilities

• Virtually unlimited resources (via taxpayers)
• Direct access to your electrons
• Never-ending exploits/backdoors
• Elaborate anonymization and C2
• Immunity from prosecution

– Plausible deniability (i.e., lies)
– Laws are for their subjects, not them…

• Highly motivated/conditioned
– Feel it is their right/obligation/duty
– “We do it for [insert reasons here]”
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We Should Not Be Surprised

• Most good testing firms are not thwarted by 
traditional defenses
– Black Hills Information Security, Layered Security, 

TrustedSec, and SecureIdeas bypass these defenses as 
a course of business

• We know nation-states are at least as capable 
(understatement)

• And their budgets eclipse security firms (thanks 
to taxpayers)

• It’s safe to say that nation-states run circles 
around most defenses
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Lab: Bad Guy Defenses

• What OSes are they likely to use and why?
• What obfuscation techniques?
• What about persistence mechanisms?
• What about command and control (C2)?
• What about exfiltration techniques?
• Spend the next few moments and come up 

with a list…

Layers are not always 
awesome.
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Introductions and Standards

• Course Virtual Machines
• Definitions and Disclaimers
• Mourning Our Destiny, Leaving Youth and Childhood Behind
• Lab: Bad Guy Defenses
• Basics and Fundamentals (or, Don’t Get Owned Doing This) ****
• Kansa
• Lab: Kansa
• Segmentation
• Self-Assessment
• Playing with Advanced Backdoors
• Software Restriction Policies
• Lab: Software Restriction Policies

• Legal Issues
• Venom and Poison
• Annoyance
• Attribution
• Attack!
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Susan v. Absolute

• Substitute teacher buys a stolen laptop
• The laptop has tracking software and software to “spy” on 

the potential “thief”
• Embarrassing pictures are taken

– "It is one thing to cause a stolen computer to report its 
IP address or its geographical location in an effort to 
track it down," Rice wrote in his decision. "It is 
something entirely different to violate federal 
wiretapping laws by intercepting the electronic 
communications of the person using the stolen laptop.“ 
–Judge Walter Rice

• Absolute settled out of court
• Just because they do something bad to you, it does not give 

you the right to violate their rights
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Protecting Your Intellectual Property

• Callbacks
– Software updates

• Software that checks license keys
– Microsoft Genuine Advantage

• Tracking software in phones
– Just look at Android. Does chess really need access to 

my contact list and call history?

• We are not necessarily talking about “hacking” 
per se; we are talking about getting attribution 
or stuff we see everyday 
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Reality Check

• How could this go wrong?
– Mistakes or unintended consequences
– Easily accessible malware
– Full attacks of attacker IP addresses
– Crashing systems
– Persistent long-term access

• This is about having a number of options to 
work with
– Annoyance
– Attribution
– Attack
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Hallmarks of Legality

• Discuss
• Document
• Plan
• Consult with others
• Do not hide

– Hiding may be interpreted as what you think you are 
doing is "wrong”

• Don’t be evil
– Although it seems like fun, it can get you in trouble
– And, you just became one of them
– Remember ethics, too (it is not always the same as legal)
– Don’t become the people you’re defending against
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Poison 

● Think of something that 
needs to be taken

● A frog
● A plant
● We can apply this to IT 

as well
● An attacker has to 

“steal” something
● Then, it can trigger

Don’t ever bring them home with you.
Not even once.
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Venom (or Strike Back)

● Is usually injected 
● Think a snake or a platypus
● In IT, this would be the 

equivalent of attacking an 
attacker

● But, remember! Many 
“Attacker” systems are actually 
other victims

● Yes, breaking the law to catch 
a lawbreaker is not cool

● It is against the law 
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Annoyance
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Commercial Cyber Deception

• Javelin Networks
• Cymmetria
• Illusive Networks
• Attivo Networks
• TrapX
• Acalvio
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Why are we doing this?

• Because free will prime the pump
• Get the ideas flowing
• We need a fundamental change in security
• What we are doing is not working
• This can be done quickly and cheaply
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Goals

• Set up a set of cyber deception and attribution components in 
under half a day

• Many ways to do the exact same thing
• Quick and dirty
• Odd, these quick things usually get picked up the fastest
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Active Directory 
HoneyAdmin
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Go on..  Be obvious!
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 Disable Logon Hours
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Set up Snare



John Strand |  Active Defense, Offensive Countermeasures, and Cyber Deception

Set up Kiwi
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Password Spray
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 Alerts!
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Lab: Cheating with honeyports

• Paul from Security Weekly created a “wicked” 
cool Python script that does all of this…easily

• It is in the /opt/honeyports directory
• There is a cheat sheet for it as well
• Set up honeyports and test it
• For an added challenge, add logging to the script
• Objective: See how easy it is to deploy cross 

platform honeyports
• This lab should take roughly 15 minutes
• https://github.com/gchetrick/honeyports
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What Do Honeyports Buy You?

• They give you visibility
• Current IDS IPS technologies fail at detecting attackers communicating with 

open ports over normal protocols
– SMB, SSH, HTTP, and HTTPS

• Also, IPS/IDS technologies are effectively blind at detecting 0-day attacks
• However, if anyone, for any reason, interacts with a honeyport, it can trigger 

an alert and/or create a dynamic blacklist entry
• Flexibility, you can run them from the command line, and you can run them 

as Python, PowerShell, and Ruby scripts
• This makes them an effective defense for air-gaped/high-security networks 41
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Honeyports in the Enterprise

• Why not run these everywhere?
• They are simple
• They cause little to no impact on production
• They are low interaction
• Potential issues

– Messing with VA scanning: You can create exceptions 
and do authenticated scanning

– It is possible, though very unlikely, that an attacker will 
use these scripts to block legitimate systems:

• Requires DoS and TCP sequence number prediction
• And a full established connection
• Very hard to do with a live system
• No greater risk than anything else online
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Annoyance

• Definitions and Standards
• Annoyance
• OSfuscate, DNS, and Other Oddities
• Lab: OSfuscate
• Fuzzing Attackers
• Lab: DOM-Hanoi
• Evil Web Servers
• Lab: SpiderTrap
• Not Getting Shot Is Important (or How to Set 

This Up at Work)
• Lab: Thug
• Recon on Bad Servers and Bad People
• Remux.py
• Lab: Evil
• Honeypots

• Lab: Dionaea
• Honeyports
• Lab: Honeyports

• Portspoof
• Lab: Portspoof
• Kippo
• Lab: Kippo
• Artillery
• Artillery
• More Evil Web Servers
• Lab: Weblabyrinth
• Cryptolocked
• Lab: Cryptolocked
• Application-Specific Honeypots
• Lab: Conpot
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Evil Honeyports: Portspoof

• In addition to our “tripwires,” why not create 
white noise and chaff as well?

• Portspoof does this
• It generates random responses to service 

identification requests
• Basically, the ports that get scanned never come 

back the same
• It can take hours to run a simple service 

identification scan
44
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Portspoof in Action

45
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Annoyance

• Definitions and Standards
• Annoyance
• OSfuscate, DNS, and Other Oddities
• Lab: OSfuscate
• Fuzzing Attackers
• Lab: DOM-Hanoi
• Evil Web Servers
• Lab: SpiderTrap
• Not Getting Shot Is Important (or How to Set 

This Up at Work)
• Lab: Thug
• Recon on Bad Servers and Bad People
• Remux.py
• Lab: Evil
• Honeypots

• Lab: Dionaea
• Honeyports
• Lab: Honeyports
• Portspoof

• Lab: 
Portspoof

• Kippo
• Lab: Kippo
• Artillery
• Artillery
• More Evil Web Servers
• Lab: Weblabyrinth
• Cryptolocked
• Lab: Cryptolocked
• Application-Specific Honeypots
• Lab: Conpot
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Lab: Portspoof

• Now, it is your turn
• Follow the directions on the class ADHD VM 

and run portspoof on your own system
• The scans can take a very long time to run
• Objective: To confuse service and vulnerability 

scanners
• This lab should take roughly 20 minutes
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Attribution

• Dealing with TOR

• Honeytokens
• Lab: Canarytokens
• Word Web Bugs (or Honeydocs)
• Lab: Word Web Bugs
• Nova
• Lab: Nova
• Infinitely Recursive Windows Directories
• Attack
• Capstone Exercise! 48
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Implementing the Canarytoken Engine 

• You can use its servers
– Generate a MD5 string based on the attacker/victim’s 

information
– Embed an iframe directing him/her to the 

Canarytokens site
– Recover the information gathered from 

Canarytokens.net

• You can also implement its APIs on your servers
– Implement a custom DNS server
– Create a database for the results
– Embed the Java and Flash applications from 

Canarytokens.net
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Scenario: Recon

• Let's go through the attack 
phases and cover how we 
can disrupt an attacker 
attempting recon on an 
environment

• All attack methodologies are 
based on information 
gathered during this phase

• It is possible to trick an 
attacker at this phase
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AWS Keys
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Trigger
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Alert
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Context

• Attackers love looking into 
Github for exposed AWS 
keys

• So do security researchers



John Strand |  Active Defense, Offensive Countermeasures, and Cyber Deception

.exe

• How would we ever 
get an attacker to 
run a .exe?

• Easy
• vpnconfig.exe
• Sysprep.exe
• Oh..  So many ways
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Setup
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Trigger
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Why not make it real?



John Strand |  Active Defense, Offensive Countermeasures, and Cyber Deception

How To Do This

• Well..  robots.txt
• Also, this can go so much further

– Full netsh wlan
– More on this in a moment…..
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Cloned Websites!
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Trigger
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History
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Word Docs!!!

• Word docs are great because 
we can put them on: 

• Shares
• Compromised systems
• Websites (Robots.txt)
• Email to spammers!
• However, there are some 

things to keep in mind!
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Family...



John Strand |  Active Defense, Offensive Countermeasures, and Cyber Deception

Yes! CanaryTokens!
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Not bad..
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But we can do better...
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Enhance
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But!

• It does not work all that well with Linux document processors
• We will need ADHD and Word Web Bugs for that!!
• Also, this can be extended to the point where we can have full 

macro scripts
• However, that would be far cooler for .xlsx files 
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Word Web Bugs
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Tracking!
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One Step Forward...
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Important!
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Kerberoasting
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We Love Adding This...

• We love it when testers cry.  I collect their tears…  It makes 
the best wine.
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Attribution

• Dealing with TOR
• Canarytokens

• Lab: Canarytokens
• Word Web Bugs (or Honeydocs)
• Lab: Word Web Bugs
• Nova
• Lab: Nova
• Infinitely Recursive Windows Directories
• Attack
• Capstone Exercise! 77


