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User Training
• Look at how we currently handle vulnerability assessments
• Regular and scheduled tests of technical assets
• We need to do the same with people
• Regular testing
• The 20% rule

• But! Who is consistently in the 20%?
• Address these people with additional training

• Reward people who spot the tests, and real attacks
• Lets talk of % 
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6https://attack.mitre.org/ 
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But, We Should Be Emulating

• A lot…
• Like all the time
• With many, many different tools
• Believe it or not, this is Threat Intel
• Using tools and hiring testers is applied threat intelligence

• But it requires repetition and understanding of the attacks

• It gives you the ability to see how your organization will react 
to a dynamic attack
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Open Source Tool Example: Caldera
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Open Source Tool Example: Atomic Red Team
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Open Source Tool Example: Bloodhound
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Threat Emulation Warning

• One of the traps of the MITRE framework and threat 
emulation is we train or systems to detect specific 
attacks

• Most of the attacks in Atomic Red Team and MITRE 
are representations of classes of attacks

• We are seeing vendors simply detect those attacks
• More on this later!

• A few modifications and you can easily bypass 
detection
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Commercial Offerings
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PlumHound
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Checks
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Don't Focus On Just One Product

• The key is overlapping fields of visibility
• Endpoint
• SIEM/UBEA
• Network Monitoring
• Sandboxing
• Internal Segmentation
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Paying

• If you pay, you can negotiate

• Sometimes, for more than 50% off

• A couple of tactics

• Don’t contact as your own company

• Contact as a consulting firm

• Negotiate your cost minus the cost of the payout

• All the above is “bad” advice
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Takeaways… Go back to work and..

• Check backups and ask, “how could an attacker break 
this?”

• Revisit user awareness training
• Test principle of least privilege
• Enable workstation firewalls
• Talk about paying and not paying with management
• Start emulating attackers…  Now.
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Questions?


