Your New 5 Year Plan-NG!

Well.. This is lazy, it is pretty much the same webcast as last time. But, here is the deal. | was half-dead last time. Some kind of 28
Days-like plague that took out half our intern pool. Thats OK... They were weak. No, that sounds awful. The interns were
(mostly) fine. | just don't remember much of it. This is my attempt to do “better.”

But seriously, if you were at the last one and you expect me to do better than when | was on 1 gallon of quuil.. Boy, are you about
to be disappointed. People love me when | am high on cold medication. Which just further confirms that people, as a whole,
generally make poor life decisions. Sometimes, they come up to me and | can tell if they are sniffing for Jagermeister-like
desperation on my breath. Seriously, Jagermeister is almost exactlt like Nyquil. Awful. Who thought that was a good idea? Really?
Then they mixed it with Redbull and Vodka. So many bad ideas rolled into one.

Nothing like this webcast. No sir! This is nothing but a good idea that will never get off track.

Ever.

Did | mention we are going to do audience participation this time?

Nope, nothing will get us off track.
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My Background m

*College

* Accenture

* Northrup Grumman
* SANS

* BHIS

>
accenture

NORTHROP GRUMMAN

——

W © Black Hills Information Security | @BHinfoSecurity




What Kickstarted It All?

*__A uan Trust Settlement
‘ e 4 7 M Y . v, ——

Home Important Dates FAQs Notices Court Documents Media

January 27, 2017 Help Locate Your Record
Important Update: Final Deadline To o g
Submit Documents Set For Payment In 8 28 = Liyls
The Cobell Settlement And Court N s
Approval Of Initial Scholarship . o ama ¢
Payment: ‘ ‘
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Year One

* Focus on core concepts

* Windows
* Linux
* Networking :
° Python CIS.Benchmarks Examples:
{Jubuntu BR Windows
* Also start looking at security standards o

* NIST 800 documents

* Most of this is worthless . '

* But, people will ask questions Lll’ll;lz
ARAERR AN
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Windows TechNet Evaluation

TechNet Evaluation Center My Evaluations | Evaluate Now + Tech Journeys ~ Explore  Try  Learn

nces My Actions + My Profile +

m

aluations Virtual Labs Tech Journeys




Networking

* First, get your stuff at home to work
* Know what it is doing

* Next, get some simulators
e http://www.brianlinkletter.com/open-so

urce-network-simulators/

* Finally, get some gear
* Old Cisco on ebay

* MikroTik is cheap and very powerful
* Full crazy router for ~ S60
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Step 1 el < o gaogie.com O
Visit google.com
Step 2
Type your question. o O g e
Step 3
Click the button.
learn linux online
' .
That's it! Google goarch 'm Feeling Lucky

<
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Let’s Be A bit More Specific..

$2043 c350c
* There are other shells '
*Bash is the only one that or
matters = nd Shell Scripting Bib
* Anyone who tells you e
otherwise is not someone oo
you want to hang with in ‘27 o
parties
* They are also not your
friend -
$]2‘35
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ademy Catalog | Logm

Learn to code interactively, for free.

SIGN UP AND START CODING IN
SECONDS.

SIGN UP

& A
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Year One.... NG

e 20 Critical Controls..

e | b gt

Critical Security Controls

: -

The CIS Critical Security Controls

This stuff will make you an Infosec Trex.. Just like me.
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* This is going to take a while WQekly
* Keep up on security news ‘ | ’

BLACK HILLS

Year Two m

* Time to start projects
* |t is possible you started some already
*That is fine

*You should also start the following:
* Start a security group

Q GitHub

* At work Microsoft
+ At school PowerShell
« Start learning PowerShell Security
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And... Henry Rollins...
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Year Two.. NG

“At least | don't let my kids watch American Idol”
This guy sucks at parenting!
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That’s better...
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1l am an arse...

“So, like, | don't have a TV and it frees me from the
shackles of a consumerist capitalist society.”
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Holy Crap!! Dragons you guys!!
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Year Three m

* The year of web apps

* Start with PHP and ASP.NET N
* Don’t get distracted with ' . .

other crap just yet o \% \

* Feel free to branch out to AS P N ET ‘

networked iOS and Android
Apps
* But develop something

* Learn to code badly * '
* Trust me.. You will suck. |
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Year Four

* Time to start hacking stuff e =

e Learn IDA and Immunity s = e
Debugger .

* Pick a protocol -
* Understand that protocol i
* Hit online challenges

* | know you would have
played with Metasploit the
whole time...

* ZAP from OWASP

€8 DEBUGGER

BLACK HILLS
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SANS Ultimate Pentest Poster m

* https://www.sans. org/securlty resources/posters/pen-testing
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Year Five... Present.

Security

BSides

INFOSEC CON

§ Deadwood, South Dakota

PEF SO
S

Y
X
W © Black Hills Information Security | @BHinfoSecurity




In Closing

* Feel free to do the fO”OWing. i * Do not do the fo”owing_ L
* Indulge in distractions * Sink into video games
* Stick to my plan * Waste your time figuring out the
* Ignore my plan cube
* Develop your own plan * Binge watch shows on Netflix
* Get good at just one thing * Use Bing for anything
* Get a degree * Just barely learn Metasploit to
* Don’t get a degree impress women/men
e Get certifications * Spend more time on the hacker
- Don’t get certified “look” than learning
* Get angry

* Blame others
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