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Just type “‘Demo,<script>alert(document.cookie);</script>
  or ‘ 1=1;--” into the Questions box

DEMO will work fine too….
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Brought To You By!

https://www.blackhat.com/us-19/training/schedule/index.html#a-guide-to-
active-defense-cyber-deception-and-hacking-back-14124
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Problem Statement 
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JPcert to the rescue…  Sort of..
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A helpful diagram

Forensics

Testing Defense
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Executive Problem Statement

Basic Questions:
● Are our tools working?
● What can we detect?
● How can we test this?
● What are our gaps?
● What existing tools can fill them?
● What do we have to buy?
● Can we buy ourselves out of this 

problem?
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Trying to tie it all togetherA helpful diagram

Forensics

Testing Defense
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Adventures in (just enabling proper) Windows Event Logging

Important Event IDs
● 4624 and 4634 (Logon / Logoff)
● 4662 (ACL’d object access - Audit req.)
● 4688 (process launch and usage)
● 4698 and 4702 (tasks + XML)
● 4740 and 4625 (Acct Lockout + Src IP)
● 5152, 5154, 5156, 5157 (FW - Noisy)
● 4648, 4672, 4673 (Special Privileges)
● 4769, 4771 (Kerberoasting)
● 5140 with \\*\IPC$ and so many more….

Wouldn’t it just be easier if SysMon?
Yes. We’ll get to that later. 
Here come the sysAdmin comments.
“You guys seriously don’t know how to do this?”
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Command Line Logging is Easy

You must have Audit Process Creation auditing enabled
You must enable the policy setting: Include command line in process creation events
“When you use Advanced Audit Policy Configuration settings, you need to confirm that 
these settings are not overwritten by basic audit policy settings.” (cit. *MSFT, see links)
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Command Line Logging is Easy

Max log file size is small by default.
Command line logging is off by default.

“To see the effects of this update, you will need to enable two policy settings”
1. Admin. Templates > System > Audit Process Creation
2. Policies > Windows > Security > Advanced Audit > Detailed Tracking

Yeah, and one last thing: The second setting will likely be overwritten.
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Command Line Logging is Easy

To avoid the overwriting of Advanced Audit settings, a third setting is req’d.

Def. Domain Policy > Computers > Security > Local > Security > Audit



© Black Hills Information Security 
     @BHInfoSecurity

Command Line Logging is WORKING!!!!

net user /domain
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PowerShell Logging is Easy. Some useful commands.

WevtUtil gl "Windows PowerShell" (list configuration)
WevtUtil sl "Windows PowerShell" /ms:512000000
WevtUtil sl "Windows PowerShell" /rt:false
WevtUtil gl "Microsoft-Windows-PowerShell/Operational" (list configuration)
WevtUtil sl "Microsoft-Windows-PowerShell/Operational" /ms:512000000
WevtUtil sl "Microsoft-Windows-PowerShell/Operational" /rt:false 
We will talk about Get-WinEvent a bit later

But….the profile.ps1 file below is where it’s at.
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But, now we have PS logs.
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Generating Events and Finding Them

Invoke-expression? Yeah - we caught that. 
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Group Policy Configuration for PS Transcription

Admin Templates > Windows Components > Windows PowerShell

Can also configure:
● Module Logging
● Block Logging
● Script Execution
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What About Exchange Logging? 

Yeah, that’s not on by default either.
LogFiles (text) written by default…
Nothing to event log. 

Enable:
● Both log file and ETW event
● Maximum file size
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Sysmon - Install

SwiftOnSecurity’s default config is installed below.
It’s easy, like 10 seconds easy. 
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Sysmon - Usage, and Results

Sysmon produces results, immediately. Event Viewer below. 

Versus the complexity of configuring Windows logging….
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Generating Events and Finding Them

BloodHound - Now we are seeing events on our workstations.

WS -->
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Generating Events and Finding Them

net user /domain? Yeah...sysmon caught this
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Generating Events and Finding Them

Meterpreter? 
Yeah fam, we gotchu.

Source IP? Yup
Dest IP? Yup
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Generating Events and Finding Them

LSASS Dump? This one turned out to be wayyyy more difficult.

The crackmapexec implementation was based on SMBExec 
from impacket.

Utilizes a win32 net rpc call over SMB. Hard to detect.
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DeepBlueCLI



© Black Hills Information Security 
     @BHInfoSecurity

DeepBlueCLI

For live analysis, we can also use 
Get-EventLog on local and 
remote systems
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LogonTracer
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Questions?

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing 
https://github.com/MotiBa/Sysmon/ 
https://github.com/SwiftOnSecurity/sysmon-config 
https://www.malwarearchaeology.com/cheat-sheets 
https://adsecurity.org/?p=3458
http://www.stuffithoughtiknew.com/2019/02/detecting-bloodhound.html 

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing
https://github.com/MotiBa/Sysmon/
https://github.com/SwiftOnSecurity/sysmon-config
https://www.malwarearchaeology.com/cheat-sheets
https://adsecurity.org/?p=3458
http://www.stuffithoughtiknew.com/2019/02/detecting-bloodhound.html
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