
Threat Intel:
Yet Another Useless Rant With John Yelling At Clouds



Let’s Talk About Bad Ideas



Why I Hate Threat Intel



Some Companies..



For Reference..



Credit Where Credit is Due



Quick! Can You Spot the Problem?



Let’s Try Again



Conversations with John..



Conversation #1

Them: “So, we are going to take intel feeds from multiple sources 
and correlate hashes and IP addresses to find evil in our network.”

Me:  “You mean like your AV/IDS/IPS/Firewall/Proxy Vendors?”

Them: “Yes, but we will do it better.” 



Conversation #2

Them: “I know you hate threat intel feeds, but one time, last year, 
we caught an attacker with them!”

Me: “Good for you!  Your skills are unparalleled and amazing.  You 
are truly a credit to the industry.  However, does that not speak 
more to the failure of your AV/IDS/IPS/Firewall vendor than your 
great and righteous success?”



Trying to Make Hacking Easy.

• For years, vendors have been 
trying to make “hacking” easy

• “We can automate a pentest!”
• “We can automate a Red 

Team”
• This leads us to the MITRE 

Problem
• MITRE ATT&CK is one of the 

best things to happen to the 
industry..

• But..



We Have a Problem.



But, We Should Be Emulating

• A lot…
• Like all the time
• With many, many different tools
• Believe it or not, this is Threat Intel
• Using tools and hiring testers is applied threat intelligence

• But it requires repetition and understanding of the attacks
• It gives you the ability to see how your organization will react 

to a dynamic attack



Open Source Tool Example: Caldera

© Copyright 2020 IANS. All rights reserved. 15



Open Source Tool Example: Atomic Red Team
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Open Source Tool Example: Bloodhound
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Threat Emulation Warning

• One of the traps of the MITRE framework and threat 
emulation is we train or systems to detect specific 
attacks

• Most of the attacks in Atomic Red Team and MITRE 
are representations of classes of attacks

• We are seeing vendors simply detect those attacks
• More on this later!

• A few modifications and you can easily bypass 
detection
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Commercial Offerings

© Copyright 2020 IANS. All rights reserved. 20



Everyone's a Winner!



Detection Categories



Or not?



What Does This Mean?

• Turns out…  Not a lot
• It seems that some vendors possibly, maybe, kind of did better?

• Does the MSSP detect count?
• Does logging without alerting count?
• Testing was not geared to an analyst sitting at a desk
• Far too many ways to say “We caught it!”
• What does the real world say?



Red Team Perspective

• Many of these products are very, very solid at detecting 
attacks

• They are very good at detecting lateral movement
• They can all be bypassed
• There is the problem
• If a tool can be bypassed, is it worthless?
• How hard is it?
• Does this test reflect reality?





DeTT&CT



DeTT&CT

• Why just focus on the attacks?
• The goal of any assessment is to improve blue
• Every pentest report should have detection opportunities

• But, is this not a given?
• Importance of data sources
• Integration with ATT&CK Navigator
• Gap analysis is the goal



Durable: Sigma



Durable: Sigma!



Sigma



Atomic Threat Coverage





PlumHound



Checks



PlumHound



RITA



A Note on Honeypots



Questions?






