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https://pastebin.com/alerts
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https://www.google.com/alerts
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https://sslmate.com/console/monitoring/

https://github.com/SSLMate/certspotter
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https://monitor.shodan.io/
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https://hackertarget.com/scheduled-nmap/

https://hackertarget.com/dashboard/

https://hackertarget.com/scheduled-nmap/
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https://mxtoolbox.com/Pro/#/monitor/



Black Hills Information Security 

@BHInfoSecurity

© Defensive Origins

@DefensiveOrigins



Black Hills Information Security 

@BHInfoSecurity

© Defensive Origins

@DefensiveOrigins

WHY NOT MONITOR THE TYPO SQUATS?

ALSO LEGAL RECOURSE, ALBEIT PAINFUL...
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https://haveibeenpwned.com/DomainSearch
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https://www.blackhillsinfosec.com/offensive-spf-how-to-automate-anti-phishing-

reconnaissance-using-sender-policy-framework/

https://github.com/Relkci/AutoSPFRecon
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"https://buckets.grayhatwarfare.com/api/v1/files[/keywords[/start[/limit]]]

?access_token=api-key[&order=size&direction=asc|desc]"

https://buckets.grayhatwarfare.com/

https://github.com/toniblyx/my-arsenal-of-aws-security-tools
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Zabbix Items Tied to Zabbix Templates.  

Example: Search GrayHatWarfare for all 

buckets with the Host’s hostname.
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Creates historical record of 

each API call and its 

contents.  Can be broken 

out into more objects, can 

download the S3 files…

Alert any time a new file is 

discovered…
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Re-iterative Recon could look like:

Zabbix gets email addresses from  API call.  Creates a new Item for each email address.

Each email address record then gets searched for OSINT, S3 buckets, HIBP…

Everything stored historical.  OSINT Profiles checked daily, hourly…  etc

Alerts are sent when changes are seen. 
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