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EXECUTIVE PROBLEM STATEMENT

SO MUCH INFORMATION ON THE INTERNET
« ORGANIZATION

« EMPLOYEES

 |EADERSHIP

 TECHNOLOGIES

e SECURITY

e PARTNERSHIPS, VENDORS, CLIENTS

Black Hills Information Security © Defensive Origins “
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RECON YOU SAYe

WHAT CAN BE FOUND ABOUT YOUR...
* ORGANIZATION

e EMPLOYEES

» LEADERSHIP

¢ TECHNOLOGIES

e SECURITY

e PARTNERSHIPS, VENDORS, CLIENTS

Black Hills Information Security © Defensive Origins “
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Black Hills Information Security
@BHInfoSecurity

© Defensive Origins
@DefensiveOrigins

i

*OSINT

OPENSOURCE INTELLIGENCE

USING PUBLICLY AVAILABLE DATA WITH CONTEXT TO
ABSTRACT USEFUL INFORMATION

MEDIA, INTERNET, PUBLIC GOVERNMENT DATA
PROFESSIONAL / ACADEMIC PUBLICATIONS
COMMERCIAL DATA," GREY LITERATURE"
UNINTENTIONAL OTHER DISCLOSURES



& .|: ) amazon
CONTROL OF OSINT IS DIFFICULT
SOURCES CAN BE DIFFICULT TO CONTROL
BESODIFFICULT #99

« SOCIAL MEDIA OF EMPLOYEES. LEADERSHIP
e POSTS TO 3RP PART SERVICES MAY REQUIRE LEGAL INTERVENTION
e (CAN BE UNINTENTIONAL SLIPS BY MARKETING, HUMAN RESOURCES, DEVELOPMENT

Black Hills Information Security © Defensive Origins
@BHInfoSecurity @DefensiveOrigins ]



INTERNALLY, HR IS YOUR FRIEND... SOMETIMES

POLICIES?

o (CAN WE REALLY TELL AN EMPLOYEE WHAT THEY CAN'T DO ON
THEIR PERSONAL PROFILE?

« COMPANY HADNBOOK LAYS SOME GROUND RULES

AND...

e DID WE MENTION HIRING MANAGERS TOO OFTEN ADD SPECIFIC
TECHNOLOGY REQUIREMENTS TO JOB POSTINGS ¢

Cagg
7 i
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INTERNALLY, MARKETING IS YOUR FRIEND... SOMETIMES

ALL THAT COMMUNICATION MANAGEMENT!

e MARKETING SETS THE FEEL FOR THE ORGANIZATION. THEY CAN
MANAGE PR AND BE YOUR GOTO SME ON SOCIAL MEDIA

e (CAN HELP COORDINATE REDUCTION OF OSINT RELATED TO THE PUBLIC
WEBSITE AND EXTERNAL COMMUNICATION PLATFORMS.

AND...

* MARKETING DOESN'T ALWAYS THINK THAT THE LATEST POST MIGHT
DISCLOSE SOMETHING SENSNSTIVE.

 EXAMPLE: PHOTO OF EMPLOYEE'S INDUSTRY RECOGNITION , BADGES
VISIBLE AND ALL.

Black Hills Information Security © Defensive Origins “
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BUT WHAT CAN A BLUE PURPLE TEAM DO¢

HUNTING (YOURSELF) ALONE IS EXPENSIVE AND TIME
CONSUMING... IT DOES GET RESULTS.

HIRING SOMEONE ELSE MAY BE EFFICIENT, BUT ALSO
EXPENSIVE... IT DOES GER RESULTS

BLUETEAM ALREADY KNOWS, RIGHT? YES, IF THEY ARE
LOOKING.

CAN WE JUST AUTOMATE THE ENTIRE THING ¢

YES.. WELL.. NO.... ERR...

Black Hills Information Security © Defensive Origins
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LETS TALK ABOUT THOSE SOURCES

e PASTEBIN — EMAIL DUMPS, HASH DUMPS, PROPRIETARY KNOWLEDGE, LOGGING, CODE

e GITHUB — TYPICALLY SOURCE CODE, RE-USED CODE. SOMETIMES PRIVATE KEYS/STATIC PASSWORDS
« SHODAN — NETWORK TOPOLOGY

e BEEN VERIFIED & THE LIKES — TOO MUCH PERSONAL INFO ON ANYONE.

 FACEBOOK, TWITTER, INSTAGRAM, REDDIT — RELATIONSHIP INFORMATION, PROJECTS, VENDORS...
* MONSTER, LINKEDIN — TECHNOLOGIES LISTED IN JOB POSTING ¢

e PUBLIC WEBSITE AND PORTALS — EMPLOYEE NAMES, EMAIL ADDRESSES, TECHNOLOGIES

Black Hills Information Security © Defensive Origins H
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PASTEBIN APl AND ALERTS

. | Pastebin.com Alerts Notification, keyword: blackhillsinfosec.com

MY PASTEBIN

Pastebin.com

to pastebin -

MY MESSAGES [0]

MY ALERTS

EDIT PROFILE Hi |

EDIT SETTINGS . . . .
You are currently subscribed to the Pastebin Alerts service.

CHANGE PASSWORD

e We found pastes online that matched your alerts keyword: "blackhillsinfosec.com’.

https:/ bin.com

If you want to cancel this alerts service, please login to your Pastebin account, and remove this keyword from your Alerts page.

https://pastebin.com/alerts

Kind regards,

The Pastebin Team

Black Hills Information Security © Defensive Origins
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Google Alerts <googlealerts-noreply@go ogle.com:= Unsub s Thu, Feb 6, 2:18 AM (6 days a

A|ert8 to Kentlckler -

Monitor the web for interesting new content

Google Alerts

Ickler

This will create an email alert for

UNK student experiences donating bone marrow to a stranger

t pr M

There are no recent results for your search query. Below are existing results that
match your search query.

See more resulis Edit this alert
y Framework

d to Google Alerts.

Black Hills Information Security © Defensive Origins
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CERTIFICATE TRANSPARENCY LOGS - SSLMATE

Monitored Domains This certificate is unknown

Cert Spotter monitors the following domains for expiring and unauthorized certificates:

« Not issued through your SSLMate account
+ sub-domains Remove

+ sub-domains Remove » Let's Encrypt is not an authorized certificate authority Authorize
+ sub-domains Remove « The public key is unknown Mark as known

« Manually acknowledge certificate

Monitor & domain: # Also monitor sub-domains | Add to Watch List

SEARCHING CERTIFICATE TRANSPARENCY LOGS FOR UNAUTHORIZED CERTIFICATES

https://github.com/SSLMate/certspotter
h’r’rps://sslmo’re.com/console/moni’roring/

Black Hills Information Security © Defensive Origins
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SHODAN MONITORING AND ALERTS

Shodan no-reply
SHODAN ‘ Monitor Dashboard Manage Assets Settings

re, open_da , iot, internet_scanner,
. vuln

canner,
{Ubuntu)
ol

Canner,

.. https://monitor.shodan.io/

Black Hills Information Security © Defensive Origins
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HACKERTARGET.COM

scanbot(@auto.hackertarget.com <scanbot@auto. hackertarget.coms>
to systems -

Currently Schedule Nmap Port Scans

Your Nmap Results are Ready

A change has been detected in the last Nmap scan result.
Testing a total of 16 IP Addresses per week out of a weekly quota of 96.
Scan Target: . .

Scan Time: Wed Feb 12 09:52:54 2020 UTC

Showing 1to 1 of 1 entries search.. Most Recent Scan
Nmap scan report for
Host is up (0.056s latency).
Not shown: 65533 closed ports
Status Run Now View IPvd /6 Send Email Remove PORT STATE SERVICE
4737/tcp open ipdr-sp
8190/tcp open gep-rphy

Nmap scan report for
On Chanae Host is up (0.061s latency).
N Not shown: 65534 filtered ports
PORT STATE SERVICE
443/tcp open https
Previous Nmap scan report for §
Host is up (0.061s latency).
Not shown: 65527 closed ports
PORT STATE SERVICE
67/tcp filtered dhcps
135/tcp filtered msrpc
136/tcp filtered profile
137/tcp filtered netbios-ns
. 138/tcp filtered netbios-dgm
hTT S. hOCkerTOr eT.Com SCh@dUled—an 139/tcp filtered netbios-ssn
8834/tcp filtered nessus-xmirpe

hitps.//hackertarget.com/dashboard/ 27374 1cp ftered sbecven

# Nmap done at Wed Feb 12 10:00:57 2020 -- 16 IP addresses (3 hosts up) scanned in
482.33 seconds

Black Hills Information Security © Defensive Origins
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https://hackertarget.com/scheduled-nmap/

MX TOOLBOX — DOMAIN, WHOIS, DNS, TCP

A:BLACKHILLSINFOSEC.COM #

oreply via BHIS System Administrators

™ Images are not displayed. Display images below - Al

b
DMARC Record Published at 10/25/2019 6:10:20 AM (UTC-06:00) Central Time (US &
a | blackhillsinfosec.com Canada) after being down for 44 minutes, 47 seconds

HOSTNAME:

Name: a:blackhillsinfosec.com
Get more information:

Learn more about this problem: C 1C rd-Published
Current Checks failing: 1

Email Sent On: 10/25/2019 6:10:22 AM (UTC-06:00:00)
NOTIFICATION POLICIES

le-problem icon DMARC Protection Active

Click here to

https://mxtoolbox.com/Pro/#/monitor/

Black Hills Information Security © Defensive Origins
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#> urlcrazy -f csv -o bhis.csv blackhillsinfosec.com
/usr/share/urlcrazy/tld.rb:81:
/usr/share/urlcrazy/tld.rb:89:
/usr/share/urlcrazy/tld.rb:91:

Typo Type, Typo,DNS-A,CC-A, Country-A, DNS-MX, Extn

Character
Character
Character
Character
Character
Character
Character
Character
Character
Character
Character
Character
Character

NTharamtar

Black Hills Information Security
@BHInfoSecurity

Omission,backhillsinfosec.
Omission,blachillsinfosec.
Omission,blackhillinfosec.
Omission,blackhillsifosec.
Omission,blackhillsinfoec.
Omission,blackhillsinfosc.
Omission,blackhillsinfose.

com, ,
com, ,
com, ,
com, ,
com, ,
com, ,
com, ,

Omission,blackhillsinfosec.cm, ,

Omission,blackhillsinfsec.
Omission,blackhillsinosec.
Omission,blackhillsnfosec.
Omission,blackhilsinfosec.
Omission,blackhllsinfosec.

Mmiceinn hlamrkilleinfAacan

© Defensive Origins
@DefensiveOrigins

com, ,
com, ,
com, ,

com,184.168.221.38,

com, ,

MaAam

?,,com,
?,,com,
?,,com,
?, ,com,
?,,com,
?,,com,
?,,com,
?,,cm,

?,,com,
?,,com,
?,,com,
?,,com,
? M Aam

Jordan

iome =

Drysdale

@krelkci - yo, the dev crew just dropped a new site!

URLCRAZY — PRHISHY PHISHY __

Systems Crew
Black Hills Info Sec (yasrslybbq)

@184.168.221.38

Country
Organization
ISP

Last Update

Hostnames

ASN

warning: key "2nd_level registration" is duplicated and overwritten on line 81
warning: key "2nd level_ registration" is duplicated and overwritten on line 89
warning: key "2nd level_ registration" is duplicated and overwritten on line 91

Scottsdale
United States

GoDaddy.com, LLC

GoDaddy.com, LLC

2020-02-13T02:19:49.612225
Ip-184-168-221-38.Ip.secureserver.net

AS26496




URLCRAZY — PRHISHY PHISHY

A:BLACKHILSINFOSEC.COM ~

a:blackhilsinfosec.com

100% Down: 0 seconds A

ys Up Z[l}[] Down: 0 seconds A
WHY NOT MONITOR THE TYPO SQUATS ¢

ALSO LEGAL RECOURSE, ALBEIT PAINFUL... o

History Edit

HISTORY

A BLACKHILSINFOSEC.CON

NAME TEST RESULT
a:blackhilsinfosec.com DMS Record

Black Hills Information Security

© Defensive Origins
@BHInfoSecurity

@DefensiveOrigins
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MONSTER, GLASSDOOR, ETC

CREATE USER ACCOUNTS TO MONITOR JOB POSTINGS (BOTH EXPECTED AND UNEXPECTED)
CREATE EMPLOYER ACCOUNT TO MONITOR REVIEWS / POSTINGS ABOUT ORGANIZATION

Company Alerts

Alerts with the latest salary and review information for the companies you follow

Apple

Black Hills Information Security © Defensive Origins
@BHInfoSecurity @DefensiveOrigins TERmR



BEEN VERIFIED, AND THE LIKE

Weaponizing Corporate Intel
This Time, It's Personal!

» THE DATA BROKERS KNOW JUST ABOUT EVERYTHING

* AND CAN MONITOR THINGS TOO

Turn monitoring on to
« CORPORATE INTEL: THIS TIME ITS PERSONAL (WEBCAST) ‘ e _
receive alerts if we identify

e HIBP HTTPS://HAVEIBEENPWNED.COM/DOMAINSEARCH

your email in a data breach

Domain search

: : : N Monitor email address
Search for pwned accounts across an entire domain and receive future notifications

Black Hills Information Security © Defensive Origins
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TWITTER, FACEBOOK, INSTAGRAM, REDDIT

* YOU WOULDN'T BELIEVE WHAT PEOPLE POST

* YES, YES YOU WOULD.

e H#CISCOSYSTEMS
e H#NICEBADGE

#workplace

Black Hills Information Security © Defensive Origins u
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HUNTER.IO

blackhillsinfosec.com Find email addresses

Most commen pattern: {first}@blackhillsinfosec.com 11 email addresses

APl CALLS, BUT NO ALERTING...

b an@blackhillsinfosec.com »

m t@blackhillsinfosec.com @

r rrie@blackhillsinfosec.com »

e

Black Hills Information Security © Defensive Origins
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HIBPe PROBABLY. [DOMAIN MONITOR]

eply@haveibee

Home  Notify me Domain search Nho's been pwned  Passwords APl About Donate B P

Domain search
Search for pwned accounts across an entire domain and receive future notifications C;——h ave | bee n pwned ?J

Domain search allows you to find all email addresses on a particular domain that have been caught up in any of the data
breaches currently in the system. You can also receive nofifications if they appear in future breaches by providing a
notification email. Before you can perform a domain search, you need to verify that you control the domain you're searching.
If you cannot verify that you control the domain, you will not be able to search for breached email addresses on it.

An email on a domain you're monitoring has been pwned

You signed up for notifications when emails on were

Domain name — pwned in a data breach and unfortunately, it's happened. Here's what's known
about the breach:

Would you like to be notified of any future breaches of accounts on this domain? After the verification process is complete,
you'll receive a summary email regarding impacted accounts if anything on this domain shows up again in the future. You Breach: Chegg
will only be notified of breaches after you successfully complete the domain verification process.

Subscribe me Date of breach: 28 Apr

Notification email — Accounts found: 39,721,127

Are you a robot? Your accounts:

I'm not a robot

Compromised Email addresses, Names, Passwords, Usernames
data:

Description: In April 2018, the textbook rental service Chegg

suffered a data breach that impacted 40 million
subscribers. The exposed data included email
addresses, usernames, names and passwords stored
as unsalted MD5 hashes. The data was provided to
HIBP by a source who requested it be attributed to

https://haveibeenpwned.com/DomainSearch

You can see which of the accounts you're monitoring were com|
Y2 running another domain search.

Black Hills Information Security © Defensive Origins
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EMAIL: RE-ACTIVE SPFE AUTO-RECON

JSopt/AutoSPFRecond#t . /AutoReconSPF.sh

Running AutoReconSPF
Initializing Shodan API

Running Report for 286.189.

Emailing

Sopt/AutoSPFRecond

https://github.com/Relkci/AutoSPFRecon

https://www.blackhillsinfosec.com/offensive-spf-how-to-automate-anti-phishing-
reconnaissance-using-sender-policy-framework/

Black Hills Information Security © Defensive Origins
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DMARC REPORTS AND AGGREGATE DATA

'DMARC Analyzer' via Bl il LI ! q Ty Forensic

Emails Failing Authorization are Returned IN FULL to

This XML file does not appear to have any style information associated w Mail headers Domain Owner/ DMARC Admin!

(© DMARCAnalyzer

g_nam
ahoo. coi ; Weekly DMARC rep

01
omain>

: Mon, 10 Feb :

isposition=

Teedb:
list-id:

‘domain=

within the *Ales

DMARC Analyzer
Mail message

Copy the ent nd decrypt with your private PGP key and

Black Hills Information Security © Defensive Origins
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AMAZON S32 GRAYHATWAREFARE

TrRAYHAT
WARFARE

S e oo [ ¢ v v e https://buckets.grayhatwarfare.com/

Results For "Bis"

1-10f 1 results

"https://buckets.grayhatwarfare.com/api/v1 /files[/keywords[/start[/limit]]]
caccess_token=api-key[&order=size&direction=asc | desc]"

https://github.com/toniblyx/my-arsenal-of-aws-security-tools

Black Hills Information Security © Defensive Origins
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TIE ALL THOSE APIS .... WHAT IF...

e ALMOST ALL THESE SERVICES OFFERED APl ACCESS TO THE DATA INSTEAD OF EMAIL ALERTS.

e |STHERE A PLATFORM THAT CAN MANAGE ALL THIS OSINT AND ONLY ALERT ON CHANGES?

« AUTOMATE ALL THE THINGS

Black Hills Information Security © Defensive Origins u
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LABBIX TEMPLATES, ITEMS, DISCOVERY,
TRIGGERS...

Iltems

"j’": — Zabbix Items Tied to Zabbix Templates.

L e e comlapviteihstos pars Example: Search GrayHatWarfare for all
buckets with the Host's hosthname.

Black Hills Information Security © Defensive Origins H
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LABBIX RESULT

Creates historical record of

; ZABBIX Monitoring
each APl call and its

Inventory Reports  Configuration

Dashboard Problems  Owverview Web Latestdata Graphs

contents. Can be broken
out info more objects, can
download the S3 files...

Latest data

Host groups

Hosts

Alert any fime a new file is Appicaton
discovered...

domai .

domai = meem— -

Black Hills Information Security © Defensive Origins H

@BHinfoSecurity @DefensiveOrigins £

type here to search

type here to search

Recon-OSINT

I Recon-OSINT (1 liem)
Recon-S3Bucket-HostSearch
Recon-OSINT (1 liem)
Recon-S3Bucket-HostSearch
Recon-OSINT (1 ltem)
Recon-S3Bucket-HostSearch
Recon-OSINT (1 ltem)

Recon-S3Bucket-HostSearch

Administration

Discovery

Services

Mame

Show items without data

Show details

2020-02-12 10:50:15

2020-02-12 11:01:15

2020-02-12 11:00:55

2020-02-12 11:00:46

Q. @3 Support

T keywonds™ " essme———

T'keywords™ "ol "=

{keywords™: e stes

{keywords™"\g8 By

H Share

?

)e
G

Filter ¥



A BIGGER PICTURE ABOUT AUTOMATION

Re-iterative Recon could look like:

Zabbix gets email addresses from API call. Creates a new Item for each email address.
Each email address record then gets searched for OSINT, S3 buckets, HIBP...
Everything stored historical. OSINT Profiles checked daily, hourly... etc

Alerts are sent when changes are seen.

Black Hills Information Security © Defensive Origins u
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The attack
ors hii
s hijack the order in which DL
Lsare

loaded. This j
Jaded. This is usual
directory/filg Dermislzig?ige {roughinsecure

DETECTION

Endpoint S
It Secur )
Endpoint Analy s'lfsy Protection Analysis

Attackers
i USe S0Cia) enginean
Inta running matware. 10 trick 3 usee

— DETECTIO
Endpoint Securi -ILUTION
curity Protection Anolysis

User Awareness T,

—To0LS

Aninternal d'\sgrumled user exfiltrates
information from your network.
Agaal
#da dream
Peoplo trusting of evil

DETECTION

——

Userand Entity Behavior Analytics
DLP (Ha! Ha! Kidding. OLP never works)

Working with HR

_,,ﬂ_,;ﬁﬁﬂéi,_,,,,,_ﬂ,
Being considered 8 fullTime Expenditure (FTE)
Long Hours
Addiction

ZIN

v/ v Backd
N\ oors

BLACK HILLS

Information Security

addxcb,on;e'\zefwg

hitps:/lamerncan



PENETRATION TESTING

/
B Y 4 RED TEAMING
/5 i K THREAT HUNTING
| ' WEBCASTS
BLACK HILLS
Information Security OPEN'SOU RCE TOOLS
BLOGS

bhis.co
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Network Threat Hunting Solution

Oa
Network Traffic (? EII%AIEE_IDLIES
Compromised Systems
g DEEP DIVE
—~ MODULE

Menacing Threats

LONG CONNECTIONS
MODULE

\lz

Q ALERTING
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WiLB WEST .c.(o W2

=HACKIN FEST=
—=& T'wo-Day Training —esw——-

NETWORK THREAT HUNTING
wirs SEGURITY ONION

Instructor: Chris Brenton
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WiLp WEST

=HACKIN FEST=
—=&¢- Two-Day Training —esp——m-

an INTROBUCGTION 7o BEVELOPING
PHISHING MALWARE

Instructors: Christopher Truncer & Matt Grandy
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