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"Web 2.0" is 20 Years Old

The term "Web 2.0" was coined by Darcy DiNucci, an information architecture consultant, in her 
January 1999 article "Fragmented Future":[6]

The Web we know now, which loads into a browser window in essentially static screenfuls, is only an embryo 
of the Web to come. The first glimmerings of Web 2.0 are beginning to appear, and we are just starting to see 
how that embryo might develop. The Web will be understood not as screenfuls of text and graphics but as a 
transport mechanism, the ether through which interactivity happens. It will [...] appear on your computer 
screen, [...] on your TV set [...] your car dashboard [...] your cell phone [...] hand-held game machines [...] maybe 
even your microwave oven. 

https://en.wikipedia.org/wiki/Web_2.0

https://en.wikipedia.org/wiki/Darcy_DiNucci
https://en.wikipedia.org/wiki/Information_architecture
https://en.wikipedia.org/wiki/Web_2.0#cite_note-DiNucci-6
https://en.wikipedia.org/wiki/Web_browser


2011 "50 Websites that Make the Web Great"

Science Daily Techmeme Kickstarter Health Grades

http://content.time.com/time/specials/packages/0,28757,2087815,00.html



Same Webapps in 2020

Science Daily
Responsive!
And Pictures!

Techmeme
Columns Are Fine!

Kickstarter
More Pictures!

Health Grades
Psychology!

http://content.time.com/time/specials/packages/0,28757,2087815,00.html



Webapps in 2011

Map My Run Google+ launches! Klout Pinterest

http://content.time.com/time/specials/packages/0,28757,2087815,00.html



Webapps in 2011

Map My Run
Sync With Yer Shoes!

Google+
sadtrombone.wav

Klout
sadtrombone.wav

Pinterest
sadtrom... wait.

https://www.canva.com/learn/404-page-design/



BHIS in 2011, in case you were wondering...



Webapps in 2011

Newspapers "E-Commerce" Proto-Social

Largely single-domain.

Analytics? That's ga.js, right?

HTML 5 was a draft, for three more years

CORS was a draft, for three more years

Java applets, Flash, Silverlight, ActiveX, XHR

https://en.wikipedia.org/wiki/HTML5#Timeline

https://en.wikipedia.org/wiki/Cross-origin_resource_sharing#History





...this is still

the best book

I know of...

Also 2011...

https://portswigger.net/web-security/web-application-hackers-handbook



Testing Requires Understanding

If you don't know how it works...

You're not gonna break it in interesting ways.

You gotta keep up.

"Changes aren't permanent, but change is."

-- Rush, Tom Sawyer, 1981



Keeping Up
is just Learning



How'd They Do That?

1. View Source (1993 - Mosaic)

...still here, but less useful

2. Greasemonkey (2005)

...still here...

3. Firebug (2006)

...paved the way...

4. Developer Tools



How Does This Website Work?

Idea: Share Images.

How complicated can that be?

How do you learn how "they" did it?

Try "View Source" on imgur.com for fun.



What Can You Do With Developer Tools?

● Understand how a page is built.
● See what hosts it's talking to, what content it's bringing in.
● Extract useful information.
● Change the app's behavior.
● Different browsers have similar tools.

● Firefox docs: https://developer.mozilla.org/en-US/docs/Tools

● Chrome docs: https://developers.google.com/web/tools/chrome-devtools/
○ Chrome Dev tools for ... actual developers...
○ https://bit.ly/wickedweapons (Greg Malcolm's "Raiding the Armory" talk and tools)



How Now?

● F12 ... Ctrl-Shift-i ... Cmd-Opt-i

● Console: what's going on.
● Inspector: how it's put together.
● DOM: top-down view.
● Storage: little databases...
● Network: where's it all coming from.
● Debugger: do that again, but slower.





Display area is 
always limited so...



To the Tools!
Console & 
Separate Window



Keep the Console Visible!



Console

● Its own pane, yes
● But put it everywhere:

○ ...tap Esc on any pane
○ ...except the console 

pane...



Console

● HTTP Requests (and responses)
○ Summary and detail
○ References for status codes & headers
○ HTTP version

● Calls to console.log();
● !!  \o/  !!
● Browser errors & warnings



What Kinds of Warnings?

● CSP
● Privacy Blocks
● Mixed Content
● TLS Errors
● Deprecation
● "Learn More" !



Network

● Every request & response
○ ...kind of like the console on first look

● Still has links to header documentation
● Adds filters by content-type
● Adds freeform text filter box
● Adds "Edit and Resend" box!



Network Tab: List



Network Tab:
Details



To The Tools!
Network



Storage

● Cache
○ ...not the disk cache: the Cache interface from the Web APIs
○ usually empty

● Cookies (add, view, edit, delete)
○ 4k per cookie, 20 or so per origin

● Indexed DB
○ At least 10MB and no more than 2GB (or 10% of hard disk).
○ Database. Structured data. (also usually empty)

● Local Storage (view and edit)
○ 5MB per origin. Persistent.

● Session Storage
○ 5MB per origin. Purged when browser closes (as with "session cookies")

● This stuff won't show up in your proxy!
○ Well, the cookies will might.



Storage: Cookies

Add, Edit, Delete.

No browser extension needed.



To The Tools!
Storage



Inspector (and the Console)

● Like "View Source" (Ctrl-U) but better
● Same as right-click, inspect element

○ shows current state, not just "as-received" from server
○ live view (mouseover to get highlights)
○ live view (can edit: edits show in rendered view)

■ This is a great source for practical jokes, by the way.



Inspector & Console For Useful Things

Reveal text in "password" fields.

Execute functions...

https://www.npmjs.com/package/crypto-js



To The Tools!
Inspector



How to Get Fired By Using Inspector



Debugger (and the Console)

● Can set breakpoints in scripts
● Check variable values
● Reveal function arguments
● Find logic in JS-set cookies



Debugger Example

yoyo



Customizing The Tools

● F1 (Settings)
○ Enable/disable panes
○ Dark. mode.
○ Screenshot Button!



Console Tricks - What's Available?

What can I ask the console about?

Ask the console!

console.log(top);

console.log(top === window)

top === document

window === document



Console Tricks

Get every anchor link on a page.

var links = document.getElementsByTagName("A");

const links = document.links;

document.links;  // ...actually...

Get every image on a page.

document.images;



Console Tricks - Modify Links

Add an "admin=true" to all the links.

That could work, right?

for(link of document.links) {
  link.href  = link.href + "&admin=true";
  link.style = "border: 5px solid blue";
}



Console Tricks - Collect Identifiers

Get the URL of Every Image

const pic_urls = [];
for(pic of document.images){
  pic_urls.push(pic.src);
}
console.log(pic_urls);

(or, filter the "Network" tab by "Images")



Free Tools.


