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Problem Statement 
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Executive Problem Statement

Basic Questions:
● Are our tools working?
● What can we detect?
● What are our gaps?
● Why does M$ logging suck so 

bad?
● What existing tools can fill them?
● What do we have to buy?
● Do we need to buy something 

expensive?
“Maybe, I can take the Sequel Police’s ship to 
Command headquarters to get a TimePod…” 
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Sysmon

● Basically…
○ Windows logging is just bad.
○ Finding anything is tough

● Sysmon makes it better
○ In like..  Five minutes
○ Like Heroin! 

● Demo!

Sysmon…  Is a great drug..
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These were the logs you were looking for!
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Implementing Sysmon Via GPO

● Great Article via Syspanda
○ https://www.syspanda.com/index.php/2017/02/28/deploying-sysmon-t

hrough-gpo/

https://www.syspanda.com/index.php/2017/02/28/deploying-sysmon-through-gpo/
https://www.syspanda.com/index.php/2017/02/28/deploying-sysmon-through-gpo/
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AppLocker

● Let’s create a very basic 
AppLocker profile
○ Just the Defaults

● And let’s push it out via GPO
● Need the OU, the Policy and 

the Service configured
● Demo
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AppLocker Bypass

● Pretty much any bypass 
technique will work
○ Rundll32, EvilGrade-ISR, 

Service exploits, .sct files, 
etc. 

● But 95%+ of the drive-by 
download attacks will fail
○ (That’s most attacks BTW)

Bypasses never seem to end.
They just go on and on my friends!

SubTee, started hacking and not knowing what it was..
Now we will just keep on hacking it forever

Just because..
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Implementation Principles

● Start small.  With your own 
team

● Start in Audit mode!
● Roll out in stages to other 

“techy” teams
● No need to go super detailed to 

start

Roll it out to these people first.
They know things..
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Questions?
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Answer!!
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