Introducing the RITA Framework

BLACK HILLS

Hunting For Bad Guys On Your
Network For Free Using Math!

Math. The only place

where people buy 60

watermelons and no
one wonders why.
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Breakdown

»Introduction — John Strand

»Hunting using DNS logs — Joff Thyer
»Hunting for C2 Beacons — Brian Fehrman
» Testing and Validation — Derek Banks

» Conclusions — John Strand
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Why Current Strategies Are Not

Working

Offensive: You will need to attack
Defensive: Know our limitations
Go back 5 or 6 years... What were
they saying to defend networks?
— Patch

— AV

— IDS/IPS
What are they saying now?

— Patch

— AV

— IDS/IPS

Do you see the beginning of a bad
pattern?

This section is good for defense and
for your attacks against the bad guys

Insanity: doing the
same thing over and
over again and
expecting different
results.
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Albert Einstein

German Theoretical-Physicist
(1879-1955)
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Just a Few Questions
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Just a Few More Questions

Who are your main adversaries?

China?

Russia?

The NSA?

* Organized crime?

BLACK HILLS
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One Last Question

* Do you think these adversaries have
the ability to bypass the limited
technologies we just mentioned?
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THIs!!

Hunt Teaming

Actively looking for advanced attackers

If we can bypass AV/IDS/IPS.. Attackers can
too!

We are looking for beaconing activity

Involves close coordination with customer
team

Lots of logs and data to analyze
Oh... And math, there is lots of math as well
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In Short...

Pictured.... Not Hunting. m

formation Se
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Hunting using DNS Logs
Joff Thyer
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C2 hunting using DNS logs

 Compare peer workstation traffic

— Majority of query types should be of type “A”,
“CNAME”, and some “SVC”.

 What if we had an device that exhibited
unusual behavior?
— Receiving many NXDomain responses
— Producing many TXT queries
— Querying with a specific name pattern
- BLACK HIllS
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Intefaces | Forwardes | Advanced | RootHints |
Debug Logging | Event Logging | Trust Anchors | Monitoring | Securty |

To assist with debugging. you can record the packets sent and received by
the DNS serverto a log file. Debug logging is disabled by default

[V Log packets for debugging

Packet direction Transport protocol

IV Outgoing 1 selectat ¥ UDP 1 selectat

[V Incoming § leastone [V TCP J leastone

Packet contents Packet type:

[V Queries/Transfers [V Request | selectat

IV Updates L selectat [T pogoonse §  leastone
§ leastone

I~ Notifications

Other options

[~ Log unmatched incoming response packets

™ Details

I Fiter packets by IP address

Log file
File path and name:

Maximum size (bytes):
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C2 hunting using DNS logs

* Sub-total all queries by
— Response code
* Examples: NOERROR, NXDOMAIN
— Query and Response Types
* A, CNAME, SRV, SOA, TXT, NS
* Create means, and standard deviations across
whole dataset

— An outlier differs from the mean by two standard

— deviations. T
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C2 hunting using DNS logs

192.168.1.21
+] ———————————
[+] NOERROR:
[+] NXDOMAIN:
+] ————————————
[+] :
[+] —————————————————

[+] Query TYPeS svvussnnss

j+] [

[+] [ SRV];

[+] Response Types
[+]
[+]
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Visualizing raw DNS stats

Top 4 srcraw s Q Top 5§ qType.raw s Q
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Visualizing Analyzed DNS Data




Hunting for Domain Name
Generation Algorithms (DGA)

e “train” a classifier model using

— Known good domains
* OpenDNS top 10,000 domains
* OpenDNS 10,000 random domain names
* Alexatop 1 million domain names

— Known DGA domain lists
* Cryptolocker, and Game over Zeus botnets

— About 500,000 known words
* Based on some published work from Click
Security BLACK HILLS
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DGA Hunt Feature Engineering

* Calculate
— Length, and entropy

— N-grams (3,4,5), and distance from legitimate domains and
dictionary words

— Difference between two n-gram distances

* Feed output data into a Random Decision Tree
model, and serialize trained data to disk

et BLACK HILLS
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Hunting for DGA

* Can re-train the classifier at any time with updated
datasets

* Python script checks the classification of a domain
for “dga”
— If “dga” found, then update ElasticSearch variable to
“behavior: dga”.
* Further experimentation with other feature
engineering
— Eg: Ratios of numbers to vowels/consonents
— Proportion of domain matching dictionary word BLACK HILLS
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Hunting for C2 Beacons
Brian Fehrman
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Beaconing

* Not to be confused with baconing...

=g ] Equally Awesome B‘I-Ac‘i ""-ls
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Beaconing

* Many types of malware call home
* Particularly C2 Channels

 Calls typically happen at predefined intervals

e | guess you could say... BLACK HILLS

It was a dangerous callback.
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Beaconing

* Bring on the math
* Network connections are time-varying signals

 Signal processing can be applied

)

(v (=shit))

SHIT JUST GOT REAL
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Beaconing

C .. . SF\ Bk TR,
* Two domains in signal processing ,

* Time Domain
e Connections happening over time

* Frequency Domain
* The frequency at which the connections occur

- BLACK HILLS
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Beaconing

* How can we determine frequency?

* Enter...Fast Fourier Transforms (FFT)
 technically DFT but lets not go there now

* Transforms signals from time/spatial domain to
frequency domain

H;, Dr. Elizabeth?
Yech, vh... T a(c}dm{c‘\b Yook
the gur:er transform of @y cat ..

p Meow
- BLACK HILLS
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Beaconing

So what?

Most users interact randomly

Most software does not...including malware

If something happens at regular intervals, this
sticks out in the frequency domain
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Beaconing
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Beaconing

amplitude

0.4 0.6
time (s)

RastegperiodiclSignal

1Y(freq)!

freq (Hz)
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Beaconing
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Testing and Validation
Derek Banks
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Test Environment

* VirtualBox on single host

* Bridged interface to sniff
traffic with Bro

e Python Script to simulate
additional traffic

— “BLACKHILLS
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HTTP Beaconing

Sre: 192.168.56.72 Dst: 107.170.48.146 Dpt: 80 Proto: http
d Max Peak: 0.189794
* Powershell Empire -
200 —

{ max peak .189794

— C2 over HTTP

— Default Five Second
Interval Configuration

- T=1/f (Hz)
* 5.3 seconds

BLACK HILLS
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HTTP Beaconing

* VSAgent
— Custom written malware
— C2 via HTTP Viewstate

— T=1/f (Hz)
* 10.2 seconds

=

max peak .098613

4
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HTTPS Beaconing

dst: 24.111.1.136 Dpt: 443 Proto: hups
Max Peak: 0.099885

* Meterpreter @ max peak .099885

— reverse_https module

— TLS Encrypted C2
Channel

— T=1/f (Hz)

* 10 seconds

56,721
|
!
|
|
|
|
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DNS Beaconing

Src: 192.168.56.70 Dst: mooo.com Dpt: 53 Proto: udp
Max Peak: 0.119740

e DNSCat
— C2 via DNS TXT records
— One Second Interval

w.cn BLACK HILLS
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Conclusions
John Strand

Lz JANS
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What did you think security was
going to be?

o HRLKED | e
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What did you get?

Pl ar
A o ¢
fsc egne pooped
i ‘h& hallway!

N A

¥ ¥

Cleanup... Aisle 3
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Come and Play

RITA Download
— https://github.com/blackhillsinfosec/rita.git xy
You will need... e
— A Debian Based Distrobution
— ELK Stack
— SciPy Libraries
— Flask
| will be releasing videos next week on the framework
— Because that and PowerPoint is what| do...
This is an invitation
— Something sucks? Make a recommendation
— This is the beginning of a framework
— dev-hunt@blackhillsinfosec.com
We have a great group working on this
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