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You Are Compromised? 
What Now?

John Strand
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Why?

• First steps are tough..
• Mistakes and paralysis
• Need to keep moving 
• Need to have a plan 
• I want to cover some basic first 

steps



© Black Hills Information Security | @BHInfoSecurity 

The Wrong Way...
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The Right Way
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IR “Legos”
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Don't Panic

• First step…  Don’t freak out
• I said DON’T FREAK OUT
• DON’T FREAK OUT!!!!!!!
• This only comes with practice 
• Think weapons training
• Don't wait for an incident to try 

tools you have read about
• Memory forensics, Deep Blue CLI, 

IR Scripts, Logontracer, etc.
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Let’s Get Some Things Out Of The Way

• Secure the area
• Notify appropriate officials

• We are not covering IR comms
• Check out CyberCPR

• Start recording everything in a log book
• Pull together the right team
• There is a lot of structural stuff
• All for another webcast
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Where Are Your Logs?

• Time to pull your logs
• I mean all of them
• Systems, Servers, Services
• Network logs
• Log, Log, Log

• But… 
• Getting the right log is a pain 
• Drill baby, drill….
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AD Logs

• Time to tie  an account (or 
accounts) to activity

• UEBA is your friend
• “But it’s noisy..”  Yes, security 

is hard
• You know what is harder? 

Doing this without UEBA
• Activity path
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LogonTracer
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LogonTracer
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LogonTracer
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DeepBlueCLI
• https://github.com/sans-blue-team/DeepBlueCLI

https://github.com/sans-blue-team/DeepBlueCLI
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DeepBlueCLI
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DeepWhiteCLI
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Baseline Whitelisting

PS C:\> Get-ChildItem 
c:\windows\system32 -Include 
'*.exe','*.dll','*.sys','*.com' 
-Recurse | Get-FileHash| 
Export-Csv -Path whitelist.csv
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Network

You really need:
• Security Onion
• Suricata
• Bro/Zeek
• RITA
• Access to firewall logs
• Possibly Ntop
• Coffee
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Security Onion
• Security Onion is free and kicks most commercial tools to the curb
• They offer training
• Zeek, Suricata and so much more are included
• Works with RITA!!!
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RITA
• You knew this was going to be here
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RITA
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RITA
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Memory Forensics

• Memory forensics is key
• Volatility
• Rekall

• Start practicing
• Start with network connections
• Work backwards
• https://www.blackhillsinfosec.com/webcast-windows-m

emory-forensics/

https://www.blackhillsinfosec.com/webcast-windows-memory-forensics/
https://www.blackhillsinfosec.com/webcast-windows-memory-forensics/
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Cheat Sheets!!!

• Soo..  Command line and Powershell logging is kind of important..
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html

•
• https://zeltser.com/cheat-sheets/

• https://digital-forensics.sans.org/community/cheat-sheets

• https://www.sans.org/blog/4-cheat-sheets-for-malware-analysis/

• https://cheatography.com/tag/ir/

• https://www.malwarearchaeology.com/cheat-sheets

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://zeltser.com/cheat-sheets/
https://digital-forensics.sans.org/community/cheat-sheets
https://www.sans.org/blog/4-cheat-sheets-for-malware-analysis/
https://cheatography.com/tag/ir/
https://www.malwarearchaeology.com/cheat-sheets
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Overlap

Logs

NetworkMemory

Live
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