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You Are Compromised?
What Now?

John Strand
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Why?

5
Trying is
the first step
* First steps are tough.. st
 Mistakes and paralysis
* Need to keep moving
 Need to have a plan
* | want to cover some basic first
steps
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The Wrong Way... @f N

THE GRAND SCHEME oF THINGS:
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The Right Way » ,f Q\
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IR “Legos”
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ENDPOINT ANALYSIS

This is where the defenders use their SANS IR . NETFLOW, ZEEK/BRO, REAL INTELLIGENCE

o ~ THREAT ANALYTICS (RITA) ANALYSIS

BNB_
NJ- CARDS_INJ-
10.png

Your Legal and Management Teams have

procedures for effectively and ethically notifying
impacted victims of compromises. USElRauEY?rCTSIT({JEEB%VI OR

NO

based on geography, unus
passwords sprays, and mi

ISOLATION

ENDPOINT SECURITY - ——
a 45%
PROTECTION ANALYSIS casly slate nfe U
We know, you have AV. Great! Do you actually get LogonTracer further harm,

alerts and logs? Do you immediately review ENEECARDSEROSOTT. W
them? Or, do you simply turn it on and walk away INTERNAL SEGM ENTATION
while the network explodes like you're in a bad
action movie?

e e N N R n

Turn on your host-based firewalls. Segment

SERVER ANALYS|S different organizational units. Treat the internal
network as hostile, because it is.
The ability to baseline a system and verify that it




Don't Panic

* First step... Don’t freak out
* |said DON'T FREAK OUT

e DON’'T FREAK OQUT!III KEEP
* This only comes with practice CALM
 Think weapons training

* Don't wait for an incident to try =\
tools you have read about NO. PANIC
* Memory forensics, Deep Blue CLI, DEF|N|'|:ELY PANIC

IR Scripts, Logontracer, etc.

A
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Let’s Get Some Things Out Of The Way

Secure the area —

Notify appropriate officials
* We are not covering IR comms
e Check out CyberCPR

Start recording everything in a log book
Pull together the right team

There is a lot of structural stuff

All for another webcast

“
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Where Are Your Logs?

* Time to pull your logs
* | mean all of them
* Systems, Servers, Services
 Network logs
* Log, Log, Log
* But...
e Getting the right log is a pain
* Drill baby, drill....
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AD Logs

* Time to tie an account (or
accounts) to activity

 UEBA is your friend

e “Butit’s noisy..” Yes, security
is hard

* You know what is harder?
Doing this without UEBA

. Activity path s <MICHAEL CRICHTON
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LogonTracer

@,LognnTracer Username ¢  administrator ..[ search H search path ] Export I '] Dark Mode

>
All Users User

SYSTEM Privileges administrator

NTLM Remote Logon 7t chiyoda.tokyo

RDP Logon ‘ machida.kanagawa

Network Logon yokohama.kanagawg

adrfisthtor
N

urayasu.chiba

Batch Logon urayasu.chiba

Node Details
Service Logon Name: administrator Back Next
Privilege: SYSTEM

MS14-068 Exploit Failure SID: S-1-5-21-1524084746-
3249201829-3114449661-500 Rank Host
Status: -

Ls Fail .
ogon Failure win7_64jp_01

Detect
DCSync/DCShadow

win7_64jp_02
win7_64jp_03
Add/Delete Users

192.168.16.102
Domain Check

Audit Policy Change Back Next

Diff Graph

" . chiyoda.tokyo machida kanagawa yokohama kanagawa
Create Timeline
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LogonTracer

Rank User
administrator
machida.kanagawa
yokohama. kanagawa

urayasu.chiba

chiyoda.tokyo win7_64jp

JV_Y

- C-‘). 2 - ‘: [(:l .: - {"’ /_;
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LogonTracer

Timeline Username J administrator + - ‘ search all Download ~

9
29(Fri) 30(Ssat)
Username 15 16 17 18 19 20 21 22 012 12 13 14 15 16 17 18 19 20 21 22 23
ama.kanagawa 4 08 4 4 4 5 5 4 0 (4 |0 |4
204 36 2 (1 |3
utsunomiya_tochigi
urayasu.chiba

nagoya.aichi

chiyoda.tokyo

urawa.saitama
sapporo.hokkaido
naha.okinawa
sakai.osaka

hakata.fukuoka

mito.ibaraki
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DeepBlueCLlI 4’ N

(]
Detected events
« Suspicious account behavior ?Y\ SAN-S A Blue Team Summit

o User creation } 5 Tac
o User added to local/global/universal groups
o Password guessing (multiple logon failures, one account)

Threat Hunting
via Sysmon

- Eric Conrad

o Password spraying via failed logon (multiple logon failures, multiple accounts)

o Password spraying via explicit credentials

o Bloodhound (admin privileges assigned to the same account with multiple Security IDs)

>

« Command line/Sysmon/PowerShell auditing
o Long command lines

-
N
£ Y

o Regex searches

o Obfuscated commands

e

o PowerShell launched via WMIC or PsExec

: g;nlv

o PowerShell Net.WebClient Downloadstring
o Compressed/Base64 encoded commands (with automatic decompression/decoding) / A
o Unsigned EXEs or DLLs

« Service auditing
o Suspicious service creation

o Service creation errors
o Stopping/starting the Windows Event Log service (potential event log manipulation)
« Mimikatz

« EMET & Aplcker ks o g‘%%ggﬁg

...and more



https://github.com/sans-blue-team/DeepBlueCLI

o

i iﬁ’
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DeepBlueCLI @f N

A Blue Team Summit

Thre t Hunting
via Sysmon

- Eric Conrad
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DeepWhiteCLI

DeepWhite

Detective whitelisting using Sysmon event logs.

Parses the Sysmon event logs, grabbing the SHA256 hashes from process creation (event 1), driver load (event 6, sys),
and image load (event 7, DLL) events.

VirusTotal and Whitelisting setup

Setting up VirusTotal hash submissions and whitelisting:
The hash checker requires Post-VirusTotal:

« https://github.com/darkoperator/Posh-VirusTotal
It also requires a VirusTotal API key:

o https://www.virustotal.com/en/documentation/public-api/

Then configure your VirusTotal API key:

set-VTAPIKey -APIKey <API Key>

LACK HILLS Backdoors
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Baseline Whitelisting @f N

PS C:\> Get-ChildItem
c:\windows\system32 -Include
'*.exe', "*.dll', "*.sys', "*.com’
-Recurse | Get-FileHash|
Export-Csv -Path whitelist.csv

v

»’\\
4 @ Backdoors

Clcenr AL L Nedts XZ &BreaCheS




Network @f \&\

* Security Onion

* Suricata

* Bro/Zeek

 RITA

* Access to firewall logs
* Possibly Ntop

* Coffee 'l' n“ /
v/ 41\ (I‘(I 4 /
. THINK |
\ y AT AN
% A o
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Security Onion @f N

Security Onion is free and kicks most commercial tools to the curb
* They offer training

Zeek, Suricata and so much more are included
 Works with RITA!!!
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RITA

* You knew this was going to be here

Interval

Con time
Data Size

/ \\
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RITA (% AR

thunt@thunt-one-day:~/1labl$ rita show-long-connections labl | head
Source IP,Destination IP,Port:Protocol:Service,Duration
10.55 100.100; 65.52.108.225,;443:cp: —86222..4

T10% 55 :100:1T07; 1171 :221:29:. 113,443t &ps—386220:1

10%55 1001105 4077 :229;:82:;443:1L6D:—; 861601

1055 :100:109;65.52:108:233;443:LEp:388]1 ;721761
10.55.100.105;65.52.108.195;443:L¢p:s81,66599

1055 .100.103; 131 .253..34.243,443:teps=,64698 .4

1058 100 .104, 131 25334 . 246,443 skepess 5141343

1055 100411, L1]1 .221.29.114 443 steps=,46638.5

10255 100108, 65..52.108 .220,443stcp: =,44615.2
thunt@thunt one-day:~/labl$

r»’f\\
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RITA

thunt@thunt-one-day:~/1abl$ rita show-beacons labl | head

Score, Source 1IP,Destination IP,Connections,Avg Bytes,Intvl Range,Size Range,

Top Intvl,Top Size,Top Intvl Count,Top Size Count,Intvl Skew,Size Skew, Intvl

Dispersion, Size Dispersion

1,492.168.88.2,165.227.88.157108858, 199,860,230,1,89,53341,108319,0,0,0,0

] f1.0:.55.100 111,165 227 .216.1394.,20054492,29,52.,1,52,17174,20053,0, , 0
0

0,0
0.838;10.55.200.10,205.251.194.62,;210,308,29398;4,300,70,109;205;0;0,0,0
0,0

283971 0:909:200:11 #205:5250 219727171 ;69; 3084 1197:::4;:300:,;: 10738, 68:; 0:0;

.834,192.168.88.2,13.107.5.2,27,198,2,33,12601,73,4,15,0,0.,0,0

«1034.,-1:0:.55.100:.131,34..239:.169.214,:34 708 .5, 451741+ 156,15,;30, 0,0:0,0

.833,10.55.100.106,23.52.161.212,27, 940, 38031,52,1800,505,19,19,0,0,0, 0

«8334;10.55.100.111,23.52.162.184,27,2246,31828,;52;1800,467;23,;25;0,0:0;0

«833,10.55.100.100,23.52.161.212,26,79},36042,52,1800,505,16,25,0,0,0,0
thunt@thunt-one-day:~/1labl$
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Memory Forensics

[E¥ Command Prompt - rekal -f 504_full_Pivotdmp
1] 504_full_ dmp 07:18:15> pslist A

° M f o 2 k pslist()
e m 0 ry 0 re n S I CS I S ey |_EPROCESS name pid ppid thread_count handle_count session_id wowé4  process_create_time
ope process_exit_time
e Volatility
° Reka ” 0x84f4a7ed System 4 e 9% 572 - False 2017-84-24 19:21:487
° . . 0x863a3d40 smss.exe 260 4 3 29 - False 2017-04-24 19:21:48Z
Start practicing
0x86b089d@ csrss.exe 352 336 9 497 0 False 2017-04-24 19:21:497
> Sta rt W I t h n etWO r k CO n n e Ct I 0 n S 0x86d9¢030 msdtc.exe 368 476 12 144 0 False 2017-04-24 19:21:54Z
o WO r k b a C kWa rd S 0x86a8d978 wininit.exe 404 336 E) 74 0 False 2017-04-24 19:21:497
° 0x86cb55b0 services.exe 476 404 11 217 0 False 2017-04-24 19:21:497
0x86ccds5bo 1sass. exe 484 404 7 606 0 False 2017-04-24 19:21:49Z
0x86¢bb858 1sm. exe 492 404 9 149 0 False 2017-04-24 19:21:497 -
/ \\
?/\\/
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https://www.blackhillsinfosec.com/webcast-windows-memory-forensics/
https://www.blackhillsinfosec.com/webcast-windows-memory-forensics/

Cheat Sheets!!! /3 §

Soo.. Command line and Powershell logging is kind of important..

/ \\
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https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://zeltser.com/cheat-sheets/
https://digital-forensics.sans.org/community/cheat-sheets
https://www.sans.org/blog/4-cheat-sheets-for-malware-analysis/
https://cheatography.com/tag/ir/
https://www.malwarearchaeology.com/cheat-sheets

Overlap
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< WiLp weST ¢

=HACKIN FEST= ?.
www.wildwesthackinfest.com “

Watch Past WWHEF Talks on
) o
&3 YouTube < /6
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Network Threat Hunting Solution
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