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Brought To You By!
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Brought To You By!

Just type “‘Demo,<script>alert(document.cookie);</script>
  or ‘ 1=1;-- ” into the Questions box
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Brought To You By!

https://www.blackhat.com/us-19/training/schedule/index.html#a-guide-to-active
-defense-cyber-deception-and-hacking-back-14124
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Conversation

Let’s Change that
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Why?

• Another useless rant on Threat 
Intelligence Feeds

• But there is value in 
understanding attackers

• How about attackers that are 
attacking you right now?

• What if we (as an industry) got 
better tracking attackers?

• Broken Windows
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Getting Started

• A lot of this is going to be straight 
from canarytokens.org

• We will be bringing in ADHD
• Because it has canarytokens 

installed on it
• We will also be covering other ways 

to do many of the same things
• Getting past some shortcomings

Canarytokens
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ADHD

https://www.blackhillsinfosec.com/projects/adhd/
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Scenario: Recon

• Let's go through the attack 
phases and cover how we can 
disrupt an attacker attempting 
recon on an environment

• All attack methodologies are 
based on information gathered 
during this phase

• It is possible to trick an 
attacker at this phase
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AWS Keys
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Trigger
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Alert
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Context

• Attackers love looking into 
Github for exposed AWS keys

• So do security researchers
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.exe

• How would we ever get an 
attacker to run a .exe?

• Easy
• vpnconfig.exe
• Sysprep.exe
• Oh..  So many ways
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Setup
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Trigger
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How To Do This

• Well..  robots.txt
• Also, this can go so much further

• Full netsh wlan
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Cloned Websites!
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Obfuscation
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Obfuscation 2
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Trigger
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Funny...
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Word Docs!!!

• Word docs are great because 
we can put them on: 

• Shares
• Compromised systems
• Websites (Robots.txt)
• Email to spammers!
• However, there are some 

things to keep in mind!

Would you run it from a share?

Would you run it from a chair?

Would you run it for TOR?

If the FBI comes should you open the door?
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Yes! CanaryTokens!
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But!

• However, it does not work all that well with Linux document 
processors.

• We will need ADHD and Word Web Bugs for that!!
• Also, this can be extended to the point where we can have full 

macro scripts
• However, that would be far cooler for .xlsx files 
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Word Web Bugs
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Tracking!
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Questions?
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Announcements!!!
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Realtime
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Alerting!
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Improved Scoring 
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SSL!!!!
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SSL!!!!


