Cyber Attribution
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Conversation

briankrebs & @briankrebs - Feb 25

#3 deception technologies are nice, but advisable only if your organization is
already doing 99% of the rest of the basic security stuff. As it happens, a lot of
the really cool tech being advertised at RSA is for a very exclusive audience.
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One interesting omission, Moss said, was the apparent lack of use of deception technology. "l
never heard one speaker say: 'And then | checked the canary or, and then | [reviewed] the
deception tech," he said. "Who here uses deception technology?"

Let’s Change that
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Atlasis of the Ei
Valero of Cisco , Mos d on a variety of topics, includil
review board sees, based on its reviews of more than 1,000 submissions every year.

One interesting omission, Moss said, was the apparent lack of use of deception technology. "I
never heard on n cked the can and then | [reviewed] the

deception tech," h re uses deception technology?"
Just one hand among the hundreds of locknote attendees appeared to get raised.

"Who here runs canaries sked, referring to a hon t designed to detect network
intruders. Four hands were raised

Perhaps the first rule of using deception technology is to never talk about deception
technology?

Cuthbert, however, said deception technolog) s many problems. "As an ex-attacker, if
you breach the network, you go for the juicy network," he said

standpoint, "the moment you throw deception tech on
s," he said. "It's an overhead nightmare."




Why?

* Another useless rant on Threat
Intelligence Feeds

* Butthereisvaluein
understanding attackers

* How about attackers that are
attacking you right now?

 What if we (as an industry) got
better tracking attackers?

* Broken Windows
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Getting Started

* Alot of this is going to be straight Canarytokens by Thinkst

What is this and why should | care?

from canarytokens.org

 We will be bringing in ADHD
* Because it has canarytokens
installed on it

 We will also be covering other ways
to do many of the same things
e Getting past some shortcomings
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Scenario: Recon

e Let's go through the attack
phases and cover how we can
disrupt an attacker attempting
recon on an environment

e All attack methodologies are
based on information gathered
during this phase

* Itis possible to trick an
attacker at this phase
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Your AWS key token is active!

Copy this credential pair to your clipboard to use as desired:

R

[default]
aws_access_key id = BKIAIRN2YPG2IKZ7EC7YA

aws_secret_access_key = FOW3nzTodbbFflo660¥31UjQhn2Rz /4+xI+Qckcz

output = json
region =




ad
Accounts  Buckets Files Tools UpgradetoPro! Help
&5 New bucket € Delete bucket =2 Refresh

&4 external-bucket-name/and/optional/path/ File

S3 Browser 7-6-9 - Free Version {for non-commercial use only)

Unable to perform requested action:

Collecting files from
external-bucket-name/and/optional/path/ (page 1)

Server Response:

NoSuchBucket: The specified bucket does not exist

See Eventlog for more details, If you think you've found a
bug, please use Tools->Diagnostics to send the report,

4 / \s Task
BLACK HILLS
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Basic Details:

Channel AWS API Key Token
Time 2019-02-27 19:27:49
Canarytoken nv5hbyi5kcrrzOrmnj8zz6e78

Token Reminder AWS

Token Type aws keys

Source IP 24.214.199.44

User Agent [S3 Browser 7-6-9 https://s3browser.com]




Context )

N

* Attackers love looking into D2ciPHES a
Github for exposed AWS keys

e So do security researchers EZ)W(POSED -AWS

RESOURCES LEAKED
oo SENSITIVE DATA

.........
INDUSTRIES RESOURCES SECURITY BLOG | COMPANY By ThuFham .

...................

AWS RE:INVENT 2015

Researchers steal secret RSA encryption
keys in Amazon’s cloud
Now-patched attack raises questions about security of cloud environments
OO o

D -

&

Cloud Breach: Compromising AWS IAM Credentials
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* How would we ever get an
attacker to run a .exe?

. Easy 4 FREECA/VD‘\(

* vpnconfig.exe ~ _ ‘ ‘[

* Sysprep.exe : Mo

* Oh.. So many ways e

“
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Canarytokens by Thinkst

What is this and why should | care?

Custom exe / binary

strandjs@gmail.com

rufus-3.4.exe x

/

{Em:k HILL




Trigger

Basic Details:

Channel DNS
Time 2019-02-27 21:41:15
Canarytoken jznohj8hglxrnual7wgxqstld
Token Reminder EXE
Token Type signed exe
/ \\
3 . Source IP 24.214.199.44
Z A
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> Canarytoken Management Details:




How To Do This

* Well.. robots.txt User-agent: *
* Also, this can go so much further Disallow: /registration
e Full netsh wlan Disallow: fadmin.php
Disallow: /fadminpage.php
!C:\l-»JII\JDOlr-JE;\5_\.1'5tem32.>net5}'| wlan show networks mode=Bssid Disallow: !J <f detect php
Tnterface name : Wi-Fi Disallow: /jsf_reg_detect.php
There are 4 networks currently visible. Dicallow: /admin
ISSID 1 : NHCI - 5G Disallow: femaill
Network type : Infrastructure 5
Authentication : WPA2-Personal Disallow: J" maps
Enc l"_\-’ptir:ar'l . CCMP Di <A l l Ol / 'Fl as h
SSID 1 : 1c:87:2c:66:cb:ad
Signal 1 40%
Radio type : 802.11ac |
Channel ;161

. < Basic rates (Mbps) : 6 12 24

\ / Other rates (Mbps) : 9 18 36 48 54
Z A
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Cloned Websites!

Your Cloned Website token is active!

Use this Javascript to detect when someone has cloned a webpage. Place this Javascript
on the page you wish to protect:

if (document.domain != "thinkst.com") {
var 1 = location.href;
var r = document.referrer;
var m = new Image();
m.src = "http://canarytokens.com/"+
"shi8oot8536ueblaf2zimcdhw.jpgrl="+
encodeURI(l) + "&amp;r=" + encodeURI(r);
By

When someone clones your site, they'll include the Javascript. When the Javascript is

run it checks whether the domain is expected. If not, it fires the token and you get an
alert.

’/f \s Ideas for use: s

BLACK HILLS e Run the script through an obfuscator to make it harder to pick up.
Information Security o S .
) CELEBRATI 1O VERAS ¢ e Deploy on the login pages of your sensitive sites, such as OWA or tender systems.
/
Z




Obfuscation

Copy & Paste JavaScript Code Upload JavaScript File

> if (document.domain != "thinkst.com") {
; var 1 = location.href;
var r document.referrer;
var m = new Image();
m.src "http://canarytokens.com/"+
"Srs49pgnjéhsjpp9ecedakd28. jpg?l="+
encodeURI(1) + "&amp;r=" + encodeURI(r);

Obfuscate




Obfuscation 2

Copy & Paste JavaScript Code Upload JavaScript File Output

7 S s ne 2 AL R M St | Pl pe e SEPRRoy | i — bk

(functlon( 0x33fcda 0x25ab87){var 0x205af0—funct|on(_0x1b4c1d){whlle - 0x1b4c1d){_0x33fcda[ push ]( 0x33fcda[sh|ﬂ]
0);}};_0x205af0(++_0x25ab87);}(_0x4a67,0x10f));var _0x314c=function{_0x4fda00,_0x19e53c){_0x4fda00=_0x4fda00-0x0;var
_0x216218=_0x4a67[_0x4fda00];return _0x216218;};if(document[_0x314c('0x0")]!=_0x314c('0x1")){var |=location[_0x314c('0x2")];var
r=document] 0x314c('0x3"1;var m=new Imaae():m[ 0x314c('0x4"Y1= 0x314c('0x5")+ 0x314c('0x6"Y+encodeURI(N+'&amp:r="+encodelURI{r):}

&% Download obfuscated code v Evaluate

BLACK HILLS
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Trigger

Canarytoken triggered

ALERT

An HTTP Canarytoken has been triggered by the Source IP 24.214.7199.44.

Basic Details:

Channel HTTP

Time 2019-02-27 21:53:36

Canarytoken% 5rs49pgnjohsjppoeco4aka2g

Token Reminder Cloned site

Token Type clonedsite
/\ N Source IP 24.214.199.44
m Mozilla/5.0 (Windows NT 10.0; Win64; x64)
BLACK HILLS User Agent AppleWebKit/537.36 (KHTML, like Gecko)

\m‘o]matlon Security

Chrome/72.0.3626.119 safari/537.36




Funny...

Source IP 24.214.199.44

Mozilla/5.0 (Windows NT 10.0; Win64d; x64)
User Agent ApplewebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.119 Safari/537.36

Referer https://www.google.com/

Location https://obfuscator. io
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Word Docs!!!

 Word docs are great because
we can put them on:

° Sha res Would you run it from a chair?

 Compromised systems

 Websites (Robots.txt)

 Email to spammers!

* However, there are some
things to keep in mind!

Would you run it from a share?
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Yes! CanaryTokens!

An HTTP Canarytoken has been triggered by the Source IP 24.214.199.44.

Basic Details:

Channel

Time
Canarytoken
Token Reminder
Token Type

Source IP

User Agent

HTTP

2019-02-27 22:09:56
vud4sybnlop17n1039xjfkgmg
Word Trigger!

ms_word

24.214.199.44

Mozilla/4.0@ (compatible; MSIE 7.0; Windows NT 10.0;
WowWe4; Trident/7.0; .MET4.0C; .MET4.0E; .MET CLR
2.0.50727; .MET CLR 3.0.30729; .MNET CLR 3.5.30729;
wbx 1.0.0; Zoom 3.6.0; ms-office; MSOffice 16)

Canarytoken Management Details:

/ \\
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Manage this Canarytoken here

More info on this token here




But! )

* However, it does not work all that well with Linux document
pProcessors.

 We will need ADHD and Word Web Bugs for that!!

e Also, this can be extended to the point where we can have full
macro scripts

* However, that would be far cooler for .xIsx files
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Word Web Bugs

Help

File Edit View Terminal

web bug.doc (Jopt/webbugserver) - gedit

Documents Help

— Undo q (_k

.\._MJ web bug.doc

File Edit View Search Tools

Open 4 | Save

= - | 4 webbugse... « <html>
mdex.ph <head>
ox. - —p— - -
N <LINK REL="stylesheet” HREF="http://192.168.192.135/web-bug-
normalize.css server/sindex.php?7id=1&type=css™"™ “”
normalize-license.txt </hecad>- (\», J
README.txt
<=body>
web _bug.html
<p>=what
a buggy document!</p>

-php?

SRC="http://192.168.192. 1351/wub-bug- server/index
height="1">

<=IMG
id=1&Ttype=img"” width="1"

</body>

</html>

% A
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Tracking!

AbiWord cannot open /home/adhd/web_bug.doc. It appears to be an invalid document.

AbiWord

type | ip_address / user_agent
img |127.0.0.1 —Tgvfs/1.12.1

127.0.0.1 1 LibreOffice

img  |127.0.0.1 [ Writer
img |192.168.1.195 Mozilla/5.0 (Macmtosh Intel Mac OS X 10_6_8) AppleWebKit/534.57.2 (KHTML, like Gecko)

192.168.1. 195 Mozilla/5.0 (Macmtosh Intel Mac QS X 10_6_8) AppleWebKit/534.57.2 (KHTML, like Gecko)
192.168.1. 216 Mo7|lla/4 0 (compatible; MSIE 7.0; wlndows NT 6.1; Trident/5.0; SLCC2; .NET CLR 2.0.50727,
192.168.1.216 Moz-lla/4 Q (compatlble MSIE 7.0; Wlndcws NT 6.1; Trident/5.0; SLCC2; .NET CLR 2.0.50727

Apple

Information




Questions?
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Announcements!!! / f &

ACTIVE|COUNTERMEASURES,

Dol

r»’f\\

Blﬂﬁl( |'|||.lS © Black Hills Information Security | @BHInfoSecurity




Realtime
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Alerting! N

@' Al-Hunter Alerts APP 12:51 PM

New hosts whose scores have exceeded the threshold of 100:

Host: 10.0.0.105 Score: 105 cbrenton@cbrenton-alert-testing:~$ sudo grep Score /var/log/syslog
e ' 21 21:38:00 182badb0c569 AI-Hunter[7]: Host: 10.0.0.107 Score:

3 . 21 21:38:00 182bad4b0c569 AI-Hunter[7]: Host: 10.0.0.106 Score:
Host: 10.0.0.102 Score: 102 21 21:38:00 182badb0c569 AI-Hunter[7]: Host: 10.0.0.105 Score:
21 21:38:00 182bad4b0c569 AI-Hunter[7]: Host: 10.0.0.101 Score:

Host: 10.0.0.101 Score: 101 21 21:38:00 182badb0c569 AI-Hunter[7]: Host: 10.0.0.104 Score:
21 21:38:00 182bad4b0c569 AI-Hunter[7]: Host: 10.0.0.103 Score:

21 21:38:00 182badb0c569 AI-Hunter[7]: Host: 10.0.0.102 Score:

- i 21 21:46:00 182ba4b0c569 AI-Hunter([7]: Host: 10.0.0.101 Score:

Hosts that have increased scores since their last alert: 21 22:14:00 93db9c8d1211 AI-Hunter[7]: Host: 10.0.0.107 Score:
21 22:14:00 93db9c8d1211 AI-Hunter[7]: Host: 10.0.0.101 Score:

. 21 23:18:00 5ea6739a95bc AI-Hunter[7]: Host: 10.0.0.107 Score:

Host: 10.0.0.107 Score: 107.5 Previous Score: 106 21 23:18:00 5ea6739a95bc AI-Hunter[7]: Host: 10.0.0.101 Score:
21 23:22:00 4a5fcdfed4093 AI-Hunter[7]: Host: 10.0.0.107 Score:

Host: 10.0.0.103 Score: 103 Previous Score: 100 21 23:22:00 4a5fcdfe4093 AI-Hunter[7]: Host: 10.0.0.101 Score:
21 23:26:00 4a5fcdfed4093 AI-Hunter[7]: Host: 10.0.0.107 Score:

040.101 Score:

21 23:26:00 4a5fcdfed4093 AI-Hunter[7]: Host: 10.
Binary file /var/log/syslog matches %
Hosts that have decreased scores since their |ast alert:  [SoIaS RS NI ST N EEUESS Sl d-Yolok Bols RS-

Host: 10.0.0.104 Score: 104 Previous Score: 2000
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Improved Scoring »

“
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# points = <avg bytes per blacklisted connection> / <bytes per point>
# Example:

# For blacklised bytes transferred, add 20 points 1Mb of data
I solution:

# bytes in 1IMB = 1048576

# bytes per point = 1048576 / 20 = 52428.8

# BLacklistedAvgBytesDivisor: 52428.8

BLacklistedAvgBytesDivisor: 52428.8
# points = <total number of TXT queries for host> * <weight>

# Example:
I3 For every 10,000 TXT queries performed add 25 points
# solution: TxtQueryWeight: 0.0025

TxtQueryWeight: 0.0025
# points = <Unexpected Protocol on Well Known Port count> * <weight>
# Example:

I For every incident add 5 points

# solution: UnexpectedProtoKnownPortWeight: 5
UnexpectedProtoKnownPortWeight: .0003

# points = <invalid cert beacons count> * <weight>

# Example:

# For every unique destination that the host is beaconing to that
I retuned an invalid certificate code, add 5 points A

3 solution: InvalidCertWeight: 5

InvalidCertWeight: 5
# points = <rare client signature count> * <weight>
# Example:




-

client connection

Windows-Update-Agent/7.9.9600.18838 Client-Protocol/1.21
Microsoft-CryptoAPI/6.3
Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.40

Microsoft BITS/7.8

A4 /A A
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Seen

Reguests

tele.trafficmanager.net

statsfe2.update.microsoft.com

ctldl.windowsupdate.com

download.windowsupdate.com

7.audownload windowsupdate.com

Sources
10.55.200.10

10.55.200.10

10.55.200.10

10.55.200.11

10.55.200.11

-- MODULE: CLIENT SIGI
- VIEW: USER AGENT AR



SSLIM

Host Seen Invalid Certificate Code Port:Protocol:Service Sources -~ VIEW. INVALID CERTIFIC
52.183.114.173 1 unable to get local issuer certificate 443:tcp:ssl 10.55.254.103

66.119.144.157 1 unable to get local issuer certificate 443:tcp:ssl 10.55.254.103

6555252190 1 unable to get local issuer certificate 443:tcp:ssl 10.55.200.10

76.13.28.198 1 certificate has expired 443:tcp:ssl 10.55.100.106

104.42 26.228 1 unable to get local issuer certificate 443:tcp:ssl 10.55.100.104

KA
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