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Background
• 2019 Verizon DBIR Statistics

• 32% of breaches included SE attacks
• Up from 17% in 2013

• 29% of breaches involved stolen credentials
• Most are web-based attacks against email portals

• MFA reduces risk but does NOT eliminate

• 56% of breaches took months+ to discover

• Our focus is that last bullet!!!
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What and Why
• Tactical deception

• Plant artifacts in the environment
• Entice attackers to set off tripwire

• Target common attacks

• LOW HANGING FRUIT!!!
• Perceived low risk of getting caught
• High reward with success

• Early warning system

• Check our own environments
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WARNING!!!!
• Techniques are used on every test

• Check your own environment
• Fix where found first
• Deploy after remediation

• Other Protections Should be In-place
• LAPS
• CredentialGuard
• Defender
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Resources: Users, Groups, & 
Computers
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Guidance: User Accounts
• Planted Credential Account Guideline

• Account unique to the specific ruse
• Very strong actual passwords

• Stored in a password vault

• Believable planted credentials
• Employ common password generation techniques
• Conform with password policy

• Believable attributes
• Enabled
• UserAccountControl

• Believable group membership
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Guidance: Groups
• Use Legitimate Groups

• Seed Dummy Groups

• Dummy Security Group Guidelines
• Follow organization naming convention
• Target to user account department
• No resources to groups
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Guidance: Computers
• Dummy Computer Account Guidelines

• Follow organization naming convention
• Populate attributes as necessary

• Info
• Description
• Comment
• OperatingSystem

• Set OperatingSystem to legacy
• Static DNS entries to honeypot IPs
• Update pwdLastSet and lastLogonTimestamp
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Creativity is King
• Identify critical resources

• Build with those resources in mind

• Make it manageable
• Departments
• Organizational Units

• Ecosystem of deception
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Resources: Tools
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Cred Defense Toolkit
• Component we will discuss:

• ResponderGuard

• Other capabilities:
• Password auditing
• Password filter implementation
• Honey resource generation (in progress)
• CredDefenseEventParser
• Event forwarding

Blog Posts: https://www.blackhillsinfosec.com/the-creddefense-toolkit/
https://www.blackhillsinfosec.com/end-point-log-consolidation-windows-event-forwarder/

Github: https://github.com/CredDefense/CredDefense
Authors: Derek Banks, Beau Bullock, & Brian Fehrman
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General Flow
• Identify attack

• Discuss attack

• Discuss deception strategy
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Attack: Reconnaissance
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Attack: Reconnaissance
• Unattended Installation Files

• C:\Windows\Panther\

• SYSVOL Share
• Logon Scripts
• Group Policy Preferences

• Active Directory Schema
• Attribute Analysis

• File Shares

Commonly Automated Using:

• PowerUp.ps1

• Get-GPPPassword.ps1

• PowerView.ps1
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Deception: Planted Credentials
• Unattended Installation Files

• Used to provision workstations
• Typically redacted
• May include credentials
• Normally in C:\Windows\Panther

•Context Relevant Alert:
“Credential Usage from UIF”
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Deception: Planted Credentials
• SYSVOL Share – Logon Scripts

• Logon scripts still used by most orgs
• Net command accepts creds
• Easy find for attacker

• Context Relevant Alert:
“Credential Usage from Sysvol Script”
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Deception: Planted Credentials
• Group Policy Preferences

• Key Disclosed*
• Patched in 2014 (MS14-025)

• Alerting Options:
• File System Auditing
• Account Usage

• Context Relevant Alert:
“Credential Usage from GPP”

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-gppref/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be#endNote2
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Deception: Planted Credentials
• Active Directory Schema

• Attributes Readable by Domain Users
• Credentials Discovered in Attributes
• Many Tools to Read

• Powerview.ps1
• ADExplorer.exe

• Context Relevant Alert:
“Credential Usage from AD Schema”
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Active Directory Attributes
• Active Directory Schema

• Where to Plant/Check?
• Comment
• Description
• Info

• Where Else to Check?
• userPassword
• unixUserPwd
• unicodePwd
• ms-SFU30Password
• ms-mcs-AdmPwd
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Deception: Planted Credentials
• File Shares

• Start with common mapped drives
• Plant account credentials in:

• Root of share
• Accessible home directory
• IT-related folders

• Consider domain enumeration:
• Plant enticing computer accounts
• Vulnerable Operating Systems
• Enticing Descriptions
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Attack: Password Spraying
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Attack: Password Spray
• Password Spraying:

• Enumerate password policy
• Generate list of users
• One password for population

• Multiple Interfaces:
• SMB
• Exchange
• Lync
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Deception: Honey Users
• Fine-grained password policy

• Generate many dummy users

• Set strong passwords

• Monitor for logon attempts

• Context Relevant Alert:
“Password spray in progress”*
* This will also generate other account related alerts
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Attack: Kerberoasting
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Attack: Kerberoast
• Query DC for SPNs

• Request tickets for each account

• Crack passwords

• Low risk of detection

• High reward
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Deception: Honey User(s)
• Generate honey user(s)

• Assign SPN to account

• Monitor for Event ID 4769

• Context Relevant Alert:
“Kerberoast attack in progress”
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Attack: Multicast DNS Poisoning
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Attack: Multicast DNS Poisoning
• Default Configuration Abuse

• LLMNR
• NBNS
• SMB Signing

• Attacker activates spoofer
• Credential harvesting
• SMB relay

Commonly Executed Using:

• Inveigh.ps1

• Responder.py
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Detection: ResponderGuard
• ResponderGuard:

• Unicast NBNS requests
• Listens for responses
• Application Event ID 8415
• Optionally send honey creds

• Problem:
• Inveigh “EvadeRG” Option

• Context Relevant Alerts:
“Multicast DNS Poisoning Detected”
“Multicast DNS Poisoning Credential Use”
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Deception: ResponderGuard Agent
• ResponderGuard Agent:

• Broadcast/Multicast Requests
• NBNS, LLMNR, and/or mDNS 
• Works like ResponderGuard
• Deploy via GPO
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Attack: SQL Server Abuse
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Attack: PowerUpSQL
• Enumerates SQL servers

• Searches use:
• SPN
• Naming
• Broadcast
• Scanning

• Checks for accessibility

• Evaluates for configuration errors

https://github.com/NetSPI/PowerUpSQL/
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Detection: Honeyport
• Use existing honey users

• Assign SPNs to accounts

• HoneyPort on selected computers

• Alert on any interaction

• Context Relevant Alert:
“SQL Enumeration Attack in Progress”
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Conclusions
• No cost solutions

• Early warning system

• Extensible to other attacks

• Reduce MTTD

• Run these yourself first!!
• GetGPPPassword
• PowerUp
• PowerView
• Inveigh/Responder
• PowerUpSQL
• Active Directory Explorer
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Questions?
•Resources:

• Our Con: https://www.wildwesthackinfest.com/
•Blog: https://www.blackhillsinfosec.com/blog/
• Twitter: @BHinfoSecurity
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