Attacking JSON Web Tokens

When "User Input" Doesn't Look Like User Input.



...an excerpt from 4-day course

Modern Webapp Pentesting

First run: July 13-16

Cost: $395
Limit: 30 students

https:// wildwesthackinfest.com/online-training/modern-webapp-pentesting/



JSON Web Tokens Are...

These things:

eyJOeXAiOiJKV1QiLAGKICIhbGciOiJIUzI1IN1J9.eyIlpc3M
101Jgb2UiLAGKICI1eHAiOjEzMDA4MTkzODAsDQogImhOdHA
6Ly91eGFtcGx1LmNvbS9pcl19yb290IjpOcnV1fQ.dBjftleZ
4CVP-mB92K27uhbUJU1lplr wW1gFWFOEjXk
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JSON Web Tokens Are...

These things...
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. 2 Connection: close

GET /rest/products/search?q= HTTP/1.1

Host: localhost:3000

User-Agent: Mozillay/5.0 (X11; Ubuntu; Linux x86 64; rv:76.0) Gecko/20100101 Firefox/76.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Bearer

eyJ0eXA101JKV1Q1LCIhbGc101JSUZzI 1N1J9. eyJzdGFOdXM1 01 JzdWN] ZXNzI 1wl ZGFOY SI6eyJpZCI6MSwidXNLlem
ShbWUiOiIiLCJlbWprCISIkaleuQGplaWNlLXNOLmQWIiwiCGFZCdechiOiIwMTkyMDIZYTdiYmQ3MZIlMDUxN
mYwN] LkZ]E4Y jUwMCISInJvbGU101 JhZGlpb1IsImRLbHV4ZVRva2vul jo1I1wibGFzdExvZ2LuSXA1 01wl j AUMCAw
IiwicHIvZmlsZULtYWdLI jo1YXNzZXRzL3B1lYmxpYySpbWFnZXMvdXBsb2Fk cySk ZwZhdwx0OLNN2ZyIsInRvdHBT ZwWN
yZXQi0111iLCIpcOF]jdGl2ZSI6dHI 1ZSwiY3J 1Y XRLZEFOI j 01Mj AyMCOWNL OwOCAYMj 0 1INT owNy 4zMzMgKz AwOj Awl i
w1dXBkY XRLZEFOI j 01 M) AyMCOwNL OwOCAYM] 0 INT owNy 4zMzMgKzAw0] AwI 1wl ZGVsZXRLZEFOI j pudwx s Swi awFOI
JOXNTkxNjU3MTIxLCI1eHA10]E1OTE2NZzUXM]F9. bHY 1 onAdmkw2Nr SLwNFLW2s0zY 9- THTNSAOMMZOU0z03CzUI 4rq
x561_GQL1Tb1MnZPcnMxqy8DvUmrOOUUThOI 9PxY aEZNMLX- 1R3wFmWT SXgspcOXSWEXswT UWPOISBQLT TAZp4e4Du
c5Ug- 4T 3ABK3QVT 8WyZoKzMpvdl Y




Not All Input Looks Like Input



JSON Web Tokens Are...

"...a compact, URL-safe means of representing claims to be
transferred between two parties.

The claimsin a JWT are encoded as a JSON object thatis

used as the payload of a JSON Web Signature (JWS) structure or as the
plaintext of a JSON Web Encryption (JWE) structure, enabling the claims

to be digitally signed or integrity protected with a Message
Authentication Code (MAC) and/or encrypted."

ﬁ --"Abstract" - RFC 7519 - May, 2015



JSON Web Tokens Contain...

JOSE Header:

Payload:

&

{Iltypll : llJWTII s

"alg":"HS256"}
lliSSII : "joe",

"exp":1300819380,

"role":"customer"}

JOSE:

JSON

Object ...
Signing and
Encryption

Payload:
"the claims"



JSON Web Tokens Are...

Basebé4url encoded, concatenated, signed...

base64url(header)
base64url(payload)

base64url(signature)

&



Base64 vs Base64URL Encoding

To convert a Baseb4 string to a Base64URL string...
+ becomes -
/ becomes _

= becomes nothing (i.e. padding is removed)



Clues

Baseb4 of JWT often begins with eyJ@eXAi or eyJhbGci
$ echo -n 'eyJOeXAi' | base64 -d
{lltyp"
$ echo -n '{"alg"' | base64

eyJhbGci

...and adot in the first 40 - 60 characters or so...

&



Aside... Why Base64?

NOT to protect information from malice.

Baseb64 does not do that.
Base64 ONLY makes them "URL-Safe",

&



Three Parts: Header, Payload, Signature

Header Says Two Main Things:
1. Thisisa JWT

2. The signature was computed with this algorithm.



Three Parts: Header, Payload, Signhature

Payload may say a few standard things...
ISS: issuer sub: subject
iat: issued at exp: expires at

nbf: "not before" (start date)



Three Parts: Header, Payload, Signhature

Payload may say ... literally anything else
username?
email address?
role?
permissions?

password?

&



Three Parts: Header, Payload, Signature

Signature is ... a digital signature

(...of the encoded header and payload, using the algorithm
named in the header)

&



Common Use: Federated
Authentication and Authorization



Often: HTTP "Authorization” Header

Remember this?

N =~

DU s W

8 Connection: close

GET /rest/products/search?q= HTTP/1.1

Host: localhost:3000

User-Agent: Mozillay/5.0 (X11; Ubuntu; Linux x86 64; rv:76.0) Gecko/20100101 Firefox/76.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Bearer

eyJ0eXA101JKV1Q1LCIhbGc101JSUZzI 1N1J9. eyJzdGFOdXM1 01 JzdWN] ZXNzI 1wl ZGFOY SI6eyJpZCI6MSwidXNLlem
ShbWUiOiIiLCJlbWprCISIkaleuQGplaWNlLXNOLmQWIiwiCGFZC3dvchiOinMTkyMDIZYTdiYmQ3MZIlMDUXN
mYwN] LkZ]E4Y jUwMCISInJvbGU101 JhZGlpb1IsImRLbHV4ZVRva2vul jo1I1wibGFzdExvZ2LuSXA1 01wl j AUMCAw
IiwicHIvZmlsZULtYWdLI jo1YXNzZXRzL3B1lYmxpYySpbWFnZXMvdXBsb2Fk cySk ZwZhdwx0OLNN2ZyIsInRvdHBT ZwWN
yZXQi0111iLCIpcOF]jdGl2ZSI6dHI 1ZSwiY3J 1Y XRLZEFOI j 01Mj AyMCOWNL OwOCAYMj 0 1INT owNy 4zMzMgKz AwOj Awl i
w1dXBkY XRLZEFOI j 01 M) AyMCOwNL OwOCAYM] 0 INT owNy 4zMzMgKzAw0] AwI 1wl ZGVsZXRLZEFOI j pudwx s Swi awFOI
JOXNTkxNjU3MTIxLCI1eHA10]E1OTE2NZzUXM]F9. bHY 1 onAdmkw2Nr SLwNFLW2s0zY 9- THTNSAOMMZOU0z03CzUI 4rq
x561_GQL1Tb1MnZPcnMxqy8DvUmrOOUUThOI 9PxYaEZNMLX- 1IR3wFmWqT SXgspcOXSWEXswTUWPOJISBQLT T AZp4edDu
c5Ug- 4T 3ABK3QVT 8WyZoKzMpvdl Y




Aside... one "obvious” reason for base64

JSON can have newlines.

HTTP headers can't.



RFCs of Interest

7519: JWT (.. Tokens)
7518: JWA (...Algorithms)
7515: JWS (...Signhatures)
7516: JWE (...Encryption)



Most JWTs are JWSes...

Encoded, not encrypted.

..therefore readable. Always.



Most JWTs are JWSes...

A good signature allows tampering to be detected.

Signing algorithm is part of the header

..therefore attacker-controllable. ...Always.

&



Most JWTs are JWSes...

So...
Servers need to be careful.

More "bouncer" than "concierge"

&



1. Do Not Trust User Input

2. Everything is User Input



How Many Issues in the OWASP Top Ten?

1: Unexpected User Input

2: Unexpected User Input

3: Sensitive Data Exposure (leaks)
4-9: Unexpected User Input

10. Insufficient Logging & Monitoring

&



Signature Algorithms (RFC 7518)...

3.1. "alg" (Algorithm) Header Parameter Values for JWS

"alg" Value | Digital Signature or MAC Algorithm Implementation Req'ts

HS256 HMAC using SHA-256 Required

RS256 RSASSA-PKCS1-v1_5 using SHA-256 Recommended

none No digital signature or MAC performed @ Optional

&



That "none” option looks dangerous...

"Resistance to tampering"

3.6. Using the Algorithm "none"
JWSs MAY also be created that do not provide integrity protection.

Such a JWSiis called an Unsecured JWS. An Unsecured JWS uses the

"alg" value "none" and is formatted identically to other JWSs, but

MUST use the empty octet sequence as its JWS Signature value.

Recipients MUST verify that the JWS Signature value is the empty

octet sequence. If it's empty...

...how do you know it's an octet sequence?



RFC 7518 (J.W. Algorithms)
The "none” algorithm is optlona /




Signature Algorithms (RFC 7519)

8. Implementation Requirements

This section defines which algorithms and features of this
specification are mandatory to implement. ...

Of the signature and MAC algorithms specified in JSON
Web Algorithms [JWA], only HMAC SHA-256 ("HS256") and
"none" MUST be implemented by conforming JWT
implementations.

&



RFC 7519 (JWT):
The "none” algorithm is a "MUSV
—

/ e P
. 5e



JWT's Stance on Privacy

12. Privacy Considerations

A JWT may contain privacy-sensitive information. When
this is the case, measures MUST be taken to prevent
disclosure of this information to unintended parties.

... [Encrypt the JWT and/or use TLS] ...

Omitting privacy-sensitive information from a JWT is the
simplest way of minimizing privacy issues.

‘ https://tools.ietf. html/rfc7519#section-12
@ ps://tools.ietf.org/html/rfc section



Encrypt the JWT and/or use TLS

@ Edward Snowden £ @Snowden - Sep 21, 2016
(

Use Tor. Use Signal. twitter.com/Hitsmanalex/st...
This Tweet is unavailable.

Q 196 11 16K




JWS's Stance on Security

(A JWS is the kind of JWT you normally see: one whose claims are not encrypted)

10. Security Considerations . ..uuu.ieiiee et ettt 27 Keep it Secret
10.1. Key Entropy and Random Values . .
10.2. Key Protection . smmmrr—rrrrrrr e T pi Keep it safe
10.3. Key Origin Authentication .........iuiiiiiiinnnnnnnnnnnaa. 28
10.4. Cryptographic AGIility e« e e e e e o cocennnnnnnnnennneneneess28
10.5. Differences between Digital SIgmatures and MACs ........ 28
10.6. Algorithm Validation . .......T= P e )
10.7. Algorithm Protection . .......... i o—e. . = 29
10.8. Chosen Plaintext Attacks e——e et e oo, i — !\ Cryptography
10.9. Timing Attacks . eeeue o e s s - - .- g
10.10. Replay Protection .e=—=a"77 - e eeeeeeeerrr... —30 IS Hard
10.11. SHA-1 Certificate Thumbprints #T........ =77 ....o—<7... 3.0
10.12. JSON Security Considerations .e=T...... .. rmeueeenenennn, 31
10.13. Unicode Comparison Security Considerdfions ............. 31



https://tools.ietf.org/html/rfc7515%23section-10
https://tools.ietf.org/html/rfc7515%23page-27
https://tools.ietf.org/html/rfc7515%23section-10.1
https://tools.ietf.org/html/rfc7515%23page-27
https://tools.ietf.org/html/rfc7515%23section-10.2
https://tools.ietf.org/html/rfc7515%23page-28
https://tools.ietf.org/html/rfc7515%23section-10.3
https://tools.ietf.org/html/rfc7515%23page-28
https://tools.ietf.org/html/rfc7515%23section-10.4
https://tools.ietf.org/html/rfc7515%23page-28
https://tools.ietf.org/html/rfc7515%23section-10.5
https://tools.ietf.org/html/rfc7515%23page-28
https://tools.ietf.org/html/rfc7515%23section-10.6
https://tools.ietf.org/html/rfc7515%23page-29
https://tools.ietf.org/html/rfc7515%23section-10.7
https://tools.ietf.org/html/rfc7515%23page-29
https://tools.ietf.org/html/rfc7515%23section-10.8
https://tools.ietf.org/html/rfc7515%23page-30
https://tools.ietf.org/html/rfc7515%23section-10.9
https://tools.ietf.org/html/rfc7515%23page-30
https://tools.ietf.org/html/rfc7515%23section-10.10
https://tools.ietf.org/html/rfc7515%23page-30
https://tools.ietf.org/html/rfc7515%23section-10.11
https://tools.ietf.org/html/rfc7515%23page-30
https://tools.ietf.org/html/rfc7515%23section-10.12
https://tools.ietf.org/html/rfc7515%23page-31
https://tools.ietf.org/html/rfc7515%23section-10.13
https://tools.ietf.org/html/rfc7515%23page-31

..leaving us with...

No privacy protections in a JWT (JWS)
The "none" algorithm disables signing completely
The "none" algorithm is ... required? optional? ...both?
Attacks, then:
1. Information disclosure (just decode the payload)
2. Potential for forgery (if the "none" algorithm is supported)

3. Cracking (guess the "secret" if 1 & 2 don't work)

&



On Cracking...

Y HMAC Only as secure as the Secret. ] U & https://github.com/authO/node-jsonwebtoken

) ) Synchronous Sign with default (HMAC SHA256)
e JWT isself-contained.

var jwt = require('jsonwebtoken');

e Sample code uses bad examples. var token = jwt.sign({ foo: 'bar' }, 'shhhhh');

e Guess all day long on your own system.

hashcat @hashcat - Jan 21, 2018 v
Support added to crack JWT (JSON Web Token) with hashcat at 365MH/s
on a single GTX1080:

p ¥
00\' 0 $ ./hashcat -m 16500 hash.txt -a 3 -w 3 ?a?a?a?a?a?
\‘00 a hashcat (v4.0.1-95-gceOcee - Pastebin.com

"0 ' & pastebin.com



Where To Practice?



| Love Juice Shop. And OWASP. And bkimminich.

Overview Repositories 83 Projects 0 Stars 1.1k Followers 631 Following 216
Pinned
2 juice-shop 2 juice-shop-ctf

OWASP Juice Shop: Probably the most modern and sophisticated Capture-the-Flag {CTF) environment setup tools for OWASP Juice Shop

insecure web application

JavaScript 17 3.4k ?2.2k JavaScript ¥ 188 ?&B

5 Working from home £ pwning-juice-shop B it-security-lecture
GitBook markdown content for the eBook “Pwning OWASP Juice Shop* University lecture on “IT Security” as Open Educational Resources

1 H H H material
Bjorn Kimminich
bkimminich w13 ¥es wseo ¥so

Follow
) 5,461 contributions in the last year

Product Group Lead Architecture
Governance + Application Security K . ) ) .

kuehne-nagel, Project Leader Jun Ju Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun
4 S ! (] | EENE W T
@OWASP Juice Shop, IT Security Mon m 1| o HE ]
Lecturer @Nordakademie. | ] | ] [ ] | 5] [ |

wec Ml | | m [m] o
@kuehne-nagel [ u | . |

L g o HE o i O B = 5 =
(& Hamburg, Germany ] N
£ github.com@kimminich.de Learn how we count contributions. Less HEE More

& http://kimminich.de



...DIgi.Ninja, too!

https://digi.ninja/

Authentication Labs!

JWT included!

YN s

Something about Security

Home e Vk log Contact

NNNMNLLECELE

The Authentication Lab is a selection of challenges all related to authentication or authorisation.
They are all taken, in some way, from real world examples I've come across during tests or have
been suggested by other testers.

You can play the latest version of all the challenges in my or grab the code
from and build your own lab. The lab is written in Golang and should be fairly easy to
install and get running.



Decoding the Payload
(information disclosure)



Juice Shop JWT!

Prerequisites:

1. Register any account

2. Notice: "admin@juice-sh.op" is an account (via review on Apple Juice product)
3. Notice this exists: http://localhost:3000/rest/user/whoami

4. Notice there's a JWT involved in that "whoami" thing.

&



User Secrets in Juice Shop

O. Burp Suite

1. Login as normal user

2.Send "whoami" request to Repeater & re-send it

3. Trim out extra junk to simplify (which JWT is the important one?)

4.Decode: Look at the payload - anything interesting?

&



Snooping (stealing poorly-protected secrets)

e Burp Suite Decoder
o ..gibberishisn't always gibberish

o CyberChef

o ..whatyouseeis NOT all there is

e Command Line
o .."baseé4url"is not the same as "base64"

&



Using the "none” algorithm
(plain old forgery)



Forgery For Non-Forgers

e Burp Suite Intruder
o ..with Advanced Payload Processing t™

e Burp Extension: JOSEPH
o ..same, but purpose-built

&



Juice Shop Walk-Through

4.Decode: Look at the payload - anything interesting?
5. Test for algorithm type of "none" (via Intruder and payload rules)

6. Look at JWT payload to see what might be profitably messed with...

&



"“There is never enough time.
Thank you for yours.”

-- Dan Geer



For Further Study



For Further Study

e Discussion of JWT Attacks:
o https://medium.com/swlh/hacking-json-web-tokens-jwts-9122efe91e4a
e Digi.Ninja's AuthLab:
o https://authlab.digi.ninja/
e JWT "Best Current Practices" (Feb, 2020)
o https://tools.ietf.org/html/rfc8725
e AuthO Information and Tools
o https://jwt.io/
e "JSON Web Tokens Suck" (Randall Degges)

ﬁ o https://www.youtube.com/watch?v=pYeekwv3vC4



For Further Study

e https://owasp.org/www-project-juice-shop/

e https://tools.ietf.org/html/rfc7515

e https://tools.ietf.org/html/rfc7518

e https://tools.ietf.org/html/rfc7519

e https://www.rfc-editor.org/errata_search.php?rfc=7519

e https://www.rdegges.com/2018/please-stop-using-local-storage/

e https:/npm.runkit.com/jsonwebtoken
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