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We'll randomly select a
few requests to get a deck
before the official launch.
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Problem Statement

Enterprise Matrix

The full ATT&CK Matrix™ below includes techniques spanning Windows, Mac, and Linux platforms and can be used to navigate through the knowledge hase.
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Executive Problem Statement

Basic Questions:

Is logging working?

Are we logging too much?

How much does logging cost?
What the hell is a Data Lake?
What is my team actually doing?
Things are not getting better...

‘I am a Youngblood! | will avenge my fallen
classmates!”
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Sysmon

e Basically... 'Yllllll LOGS Sllﬂl(
o Windows logging is just bad
o Finding anything is tough

e Sysmon makes it better \
o Inlike.. Five minutes
o See last webcast
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Something Different Now.. ELK
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Why ELK?

e | et’s talk about data for a
moment

e Structured data vrs lots of
different documents/data

e A different type of “database” is
needed

e The right tool for the right job

U
elasticsearch




But Why ELK?

® |ogstash

e Multiple different types of “log”
feeds

e Sysmon, Netflow, etc.

® Need some way to get it all to
the same place




But Why ELK?

llikibana =~ =~ =

e Kibana
* Need for a dashboard thathas — st s s
crazy cool (and useful
visualizations!) —
e Ability to create and save
dashboards
° Ability to create and save
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BUT..

WHY ELK2
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But all this is only as good as the data you feed it!

e Enter Sysmon

¢ The data you actually want

® Yes, there are some other
Windows logs you would want
as well

e Easy to get to Elasticsearch
o Via Winlogbeat

Any time | can work Weird Al in.... It's a good time.




We Will Be Using HELK Today

Still Alpha

Still Alpha

Pretty darn good

Data normalization (we will be

looking at some log files)

e \Would not recommend for
production So many things... All the things...

® |et's begin!
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Moving Forward

e Bringing in Mick for this...

e He will be showing us all the
ELK rock
© And the suck...

® S0 many variants

e You will most likely be mixing
and matching
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Questions?
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Answer!!
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