Your New 5 Year Plan!

Ok, so five is just a made up number. Most people are more likely to click on articles with simple numbers in them. Think of all the
Cracked and Buzzfeed articles that have easy to digest numbers in the title. This iskind of like that. Yes, | know it is a marketing ploy.
And, to be honest, | feel bad aboutit. | justwantyou to know that | know itisa bitweird. Please, please do not hold this against me.

If you have been coming to these things for a while, you know that | try to stay away from things like this.

Ok.. Ilied. | putfive in the title simply so | could write this up at the beginning of the presentation. Itis kind of a meta-meta joke
that | am pretty sure is only funny to myself. But thatiskind of the point. The first thing you need to do is find a way to enjoy things.
Yes, that will entail doing odd things that only you and possibly one other person in the whole world will get. For example, | like to
tell jokes about James Joyce. No one gets them. And, the people who would don’t find them funny at all, That does not stop me.
Are you still reading this? Wow.. Betyouregretit | am starting to feel a bit bad about thisjoke.
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My Background m

* College

* Accenture

* Northrup Grumman
* SANS

e BHIS

>
accenture

NORTHROP GRUMMAN
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What Kickstarted It All?

?.. »Mdlan Trust Settlement

Home Important Dates FAQs Notices Court Documents Media

January 27, 2017

Important Update: Final Deadline To S
Submit Documents Set For PaymentIn (& == iyt
The Cobell Settlement And Court e e
Approval Of Initial Scholarship $. N & __ann §
Payment: ‘
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Year One

* Focus on core concepts
* Windows
* Linux

* Networking .
. Python CIS Benchmarks Examples:

. . -_}ubuntu == Windows
* Also start looking at security standards

Download Free CIS Benchmark PDFs:
* CIS

—————
select Platform \ /| pownload 3

* NIST 800 documents
* Most of this is worthless

* But, people will ask questions Linux
ARAERR AN s
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Windows TechNet Evaluation

TechNet Evaluation Center My Evaluations | EvaluateNow ~  TechJourneys v  Explore  Try  Learn

@ My Evaluations

My Experiences My Actions My Profile +

Evaluations Virtual Labs Tech Journeys

© Black



Networking

* First, get your stuff at home to work
* Know what it is doing

* Next, get some simulators
e http://www.brianlinkletter.com/open-

source-network-simulators/

* Finally, get some gear

* Old Cisco on ebay
* MikroTik is cheep and very powerful
* Full crazy router for ~ $60
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Step 1 pjeee < >, 0 foole com S SRl
Visit google.com
Step 2
Type your question. o O g e
Step 3
Click the button.
learn linux online
1. s
That S |t! Google Eearch I'm Feeling Lucky
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Let’s Be A bit More Specific..

THE LINUX
COMMAND LINE

* Learn bash scripting
* There are other shells

* Bash is the only one that
matters

* Anyone who tells you
otherwise is not someone
you want to hang with in
parties

* They are also not your
friend
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Linux’ Comman d Line
and Shell Scripting

SIBLE

The Linux Command Line: A Complete Introduction ..
y William E. Shotts Jr

aperback Wy 0
$2943 52595 orime Trade in yours for an Amazon Gift Card up to $10.72
Usually 3 we

Moare Buying Choice

$18,79 (39 used & new offors)

Kindle Edition

$309

Linux Command Line and Shell Scripting Bible Jans, 2015

by Richard Blum and Christine 8resnahan

$2629

Paperback

$71197 0 rent yprime

52767 to buy sprime

More Buying Choices

$20.91 (62 used & new offers)

Shell Programming and Bash Scripting: Ultimate Beginners Guide Book nev 10,2016

Kindle Edition
$0.00 unlimited

$29 o buy

Paperback
$123% prime
Get it by Thurs:



[code]cademy

PHP
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Learn to code interactively, for free.

SIGN UP AND START CODING IN
SECONDS.

SIGN UP



Year Two

* Time to start projects
* It is possible you started some already
* That is fine

* You should also start the following:

 Start a security group
* At work

Microsoft
+ At school PowerShell
* Start learning PowerShell Security
* This is going to take a while weekly
* Keep up on security news

(£
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And... Henry Rollins...
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Year Three

* The year of web apps

e Start with PHP and ASP.NET
* Don’t get distracted with

other crap just yet M \%\
ET TR e

* Feel free to branch out to ASPN
networked iOS and Android

Apps
* But develop something

* Learn to code badly . ff
* Trust me.. You will suck. |(\ "
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Year Four

* Time to start hacking stuff E———— -

S 2 S | 08— 0 S A St | s — y

* Learn IDA and Immunity — : ——

Debugger S - peem—
* Pick a protocol - = B
 Understand that protocol s
* Hit online challenges e o

* | know you would have
played with Metasploit the e -
whole time... "

e ZAP from OWASP

BLACK HILLS

&8 DEBUGGER
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SANS Ultimate Pentest Poster m

* https://www.sans.org/security-resources/posters/pen-testing

Aftack Surfaces,
Tools, eand

Techniques

BLACK HILLS
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Year Five... Present.
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In Closing

* Feel free to do the following.... * Do not do the following....
* Indulge in distractions * Sink into video games
* Stick to my plan * Waste you time going after epic
* Ignore my plan Pokémon
* Develop your own plan * Binge watch shows on Netflix
* Get good at just one thing * Use Bing for anything
* Get a degree * Just barely learn Metasploit to
* Don’t get a degree impress women/men
 Get certifications * Spend more time on the hacker
* Don’t get certified “look” than learning
* Get angry

* Blame others

W © Black Hills Information Security | @BHinfoSecurity



