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DueDlligence
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- DueDlligence (Fireeye)

- Run Shellcode

- DLL Side-loading

- Bypass Application Whitelisting

- Does NOT work out of box

- https://github.com/fireeye/DueDLLigence



ScareCrow
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- ScareCrow (Optiv)

- Run Shellcode

- DLL Unhooking

- API Calls to load into memory

- Fake Digital Signature

- Works out of box (For Now)

- https://github.com/optiv/ScareCrow



RDP (Sorry I am not Sorry)
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- Microsoft Approved Command & Control

- Low detection rate

- Not always easy to get but HARD to detect

- Hardly ever has two factor

- Move files copy & paste

- Great way to scope things out
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Sentinel One (Mac Edition)

Default Python Meterpreter one-liner 

from Metasploit’s web_delivery module 

bypassed S1 on Mac.

(2 weeks of pain summarized in 2 slides)
Marcello Salvati
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Sentinel One (Mac Edition)

Marcello Salvati

• Vendor Initially said it was caused by several bugs in their 

backend that they were aware of, recommended installing 

an old version of the Mac Agent.

• Installed old version, still bypasses agent.

• Vendor puts together a “sprint team” to fix it overnight.

• Fix finally detects it, bypassed again simply by switching 

Metasploit payload in the web_delivery module.

Signatures FTW! What’s old is new again. Only now it has “AI”!
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Windows Subsystem for Linux 2018201920202021

Let’s all Bash on Windows!!!!

● uggh, amirite?

● Install WSL for Windows 10.

● Bypass EDR completely

Jordan Drysdale
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Bash On Windows, Ya Still

• C2 via Bash on Windows

Jordan Drysdale
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Microsoft Store - Now with Python3.9!

The Microsoft Store has some awesome tools!

….like a Python3.9 install that does not require admin privileges to install.

Of course, we just 

C2 from there.

Jordan Drysdale
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EDR Products

•

•

•

•

•



Initial Access

Techniques used to get 

code execution



Golang / Rust / Nim

Create loader in Golang / Rust to then create 
a Windows executable

Very few EDR systems understand Golang or 
Rust binaries yet

Delphi works as well... if you can remember how to 
program in this ancient language.

If you're a hipster, Nim can be used as well!





DIAGCABs 
(MS Trouble Shooting 

Pack Designer)

 https://docs.microsoft.com/en-us/previous-

versions/windows/desktop/wintt/creating-

a-troubleshooting-package









https://docs.microsoft.com/en-us/previous-versions/windows/desktop/wintt/creating-a-troubleshooting-package


DLL Dropping

 This technique requires patience... lots of patience

 DLL Hijacking is a well-known technique and there are many known DLL hijacks 

available for all kinds of software packages.

 VERSION.dll is my favorite.

 %USERPROFILE%\Downloads\ is my favorite locations to drop DLLs in

 Next time hijackable binary is run from Downloads it will pop a shell



Post 
Exploitation

Techniques used after 

code execution is 

obtained



Programming 
Languages Installed













WSL (Windows Subsystem Linux)

 "magic" share \\WSL$

 Add files to crontab or modify other binaries

 WSL scripts can execute Windows binaries 

within WSL

(Mentioned by Jordan Drysdale in SCCT 2020)

file://///WSL$


Copy / Paste

(Mentioned by Joff in SCCT 2019)

Run Run rd.exe rd.ll,DllMain

Copy Copy rundll32.exe to 
C:\temp\rd.exe

Drop Drop malicious DLL to 
C:\temp\rd.dll



Malicious Text Editors

 Identify the plugin language (i.e. Python for SublimeText)

 Called "Packages" in Sublime Text

EXAMPLE: %APPDATA%\Sublime Text 3\Packages\sublime_lib\st3\sublime_lib

 Called "Resources" for Notepad++

 Called "Extensions" for VS Code
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Strip PowerShell Script Comments

●Quick and dirty Python script to strip out comments

●Extra feature to “stutter” applet names.

“Invoke-Kerberoast” -> “IInvoke-Kerberoast”



Winning Again…



Build a .NET Assembly to Execute Shellcode

●C# code to perform function pointer delegation/execution on shellcode
$ msfvenom –p windows/exec CMD=calc.exe –f csharp



Load/Run DLL/Assembly in PowerShell
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● In PowerShell, use:

PS C:\> [System.Reflection.Assembly]::LoadFrom(“c:\filename.dll”)

PS C:\> $a = new-object FunctionDelegate

PS C:\> $a.RunMe()


