
© Black Hills Information Security 

@BHInfoSecurity

Sacred Cash Cow Tipping 2021



2021 Sacred Cash Cow 
Tipping

Ralph May



DueDlligence

© Black Hills Information Security 

@BHInfoSecurity

- DueDlligence (Fireeye)

- Run Shellcode

- DLL Side-loading

- Bypass Application Whitelisting

- Does NOT work out of box

- https://github.com/fireeye/DueDLLigence
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- ScareCrow (Optiv)

- Run Shellcode

- DLL Unhooking

- API Calls to load into memory

- Fake Digital Signature

- Works out of box (For Now)

- https://github.com/optiv/ScareCrow



RDP (Sorry I am not Sorry)

© Black Hills Information Security 

@BHInfoSecurity

- Microsoft Approved Command & Control

- Low detection rate

- Not always easy to get but HARD to detect

- Hardly ever has two factor

- Move files copy & paste

- Great way to scope things out
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Sentinel One (Mac Edition)

Default Python Meterpreter one-liner 

from Metasploitôs web_delivery module 

bypassed S1 on Mac.

(2 weeks of pain summarized in 2 slides)
Marcello Salvati



© Black Hills Information Security 

@BHInfoSecurity

Sentinel One (Mac Edition)

Marcello Salvati

Å Vendor Initially said it was caused by several bugs in their 

backend that they were aware of, recommended installing 

an old version of the Mac Agent.

Å Installed old version, still bypasses agent.

Å Vendor puts together a ñsprint teamò to fix it overnight.

Å Fix finally detects it, bypassed again simply by switching 

Metasploit payload in the web_delivery module.

Signatures FTW! Whatôs old is new again. Only now it has ñAIò!
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Windows Subsystem for Linux 2018201920202021

Letôs all Bash on Windows!!!!

ǒ uggh, amirite?

ǒ Install WSL for Windows 10.

ǒ Bypass EDR completely

Jordan Drysdale
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Bash On Windows, Ya Still

Å C2 via Bash on Windows

Jordan Drysdale
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Microsoft Store - Now with Python3.9!

The Microsoft Store has some awesome tools!

é.like a Python3.9 install that does not require admin privileges to install.

Of course, we just 

C2 from there.

Jordan Drysdale
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