| Hate Ransomware.
And, you should too!

John Strand
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What We Are Covering

* Recent attacks Explaining to a child
* Deception... Again. that we're mortal
and that death is
inescapable is
* Third type of ransomware probably for me the
hardest part of
being a party clown.

* Beacons.... Again.

e Raccine
 Windows Settings

No point of this.. | just
- \ miss Jack Handy on SNL.
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Recent Attacks

US passes emergency waiver over
fuel pipeline cyber-attack

TECH CYBERSECURITY \

Hackers threaten to release DC police datain
apparent ransomware attack

olice department to be targeted

0
COLONIAL

COLONIAL PIPELINE
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Cookies....

, , WE HAVE COOKIES
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So... Deception.

e Let's hash this out

* Deceptionis no longer a "nice
to have"

 Deception is no longer a "neat
thing"

e |tiscore

 |tis essential
* Fight me. "Let's Dance!"
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Word Docs!!!

° Word dOCS are great because Would you run it from a share?
we can put them on: Would you run it from a chair?
* Shares
* Compromised systems
*  Websites (Robots.txt)
* Email to spammers!

 When an attacker
pivots... Give them something Y Would you rup it tor TORE

If the FBI comes should you open the door?
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Yes! CanaryTokens!

Canarytoken triggered

ALERT

AnHTTPC en has been trigc rce IP 74.143.15.100
Basic Details:

Channel

Time

Canarytoken

Token Reminder

Token Type m rd

Source IP 74.143.15.100

User Agent Mozillas4.8 (compatible; ms-office; MS0ffice 16)

b Canarytoken Management Details:

m Manage this Canarytoken here FICTI\IE SDG

Powered By: BLACKHILLS | Information Security
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Not bad..

Louisville

[
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But we can do better...

johnapop-o0s > :
traceroute to 74.143.15.100 [?a 1&3 15 180), 3@ hops max, 60 byte packets
1 _gateway (192.168.43.92) 5.107 ms 5.111 ms 12.249 ms
2 172.26.96.169 (172.26.96.169) 210.376 ms 210.438 ms 212.467 ms
3 172.16.232.188 (172.16.232.188) 211.501 ms 211.482 ms 172.16.232.164 (172.
16.232.164) 211.555 ms
4 12.249.2.9 (12.249.2.9) 211.472 ms 211.457 ms 211.435 ms
12.83.188.242 (12.83.188.242) 211.350 ms 211.330 ms 211.310 ms
cgcil2ilcrs.ip.att.net (12.122.2.225) 211.204 ms 189.505 ms 189.489 ms
cgcilse3igs.ip.att.net (12.122.133.33) 189.511 ms 404.643 ms 464.581 ms
be3639.ccr4l.orde3.atlas.cogentco.com (154.54.12.85) 378.582 ms 378.514 ms
378.491 ms
9 38.142.66.210 (38.142.66.2108) 378.477 ms 378.310 ms 378.403 ms
106 66.109.5.224 (66.109.5.224) 378.359 ms 378.292 ms 378.285 ms
|11 bu-etheril.chctilwc@@w-bcree.tbone.rr.com (66.109.6.21) 378.231 ms 378.140
ms 66.109.5.137 (66.109.5.137) 378.268 ms
12 be2.clmkohpe@lr.midwest.rr.com (167.14.17.253) 378.156 ms bel.clmkohpe®ir.m
idwest.rr.com (66.109.6.69) 378.201 ms be2.clmkohpe@lr.midwest.rr.com (107.14.1
7.253) 355.409 ms

' ‘|13 bel.lsvmkyzo@lr.midwest.rr.com (65.189.140.163) 376.686 ms * *
ﬂ\‘ 14 * ok ok
A 15 * ko

BLACKHILS ©i36 « » rrcs-74-142-115-130.central.biz.rr.com (74.142.115.130) 362.292 ms
WA 17 pres-74-143-15-100.central.biz.rr.com (74.143.15.100) 367.971 ms 362.327 my
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Enhance
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Applicability

e Attacker pops a box

 They try to pivot by finding
docs with passwords in them

* Theyopen a honeydoc
* Yougetan alert
* Youshutthem down

* Youdon'tend upinthe news
* Everyone likes that...

"Let's Dance!"
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Name

& Abraham.Mccoy

£ Admin ADM. Administrator
& Alberta.Armstrong
& Alberto.Patterson

2, Alfredo.Perkins

& Allan.Reid

& Amos.Edwards

2, Angela.Garner

& Angela.Hampton

2 Angela.Knight

2, Angelo.Richards

2, Anthony.Caldwell
& Antoinette.Morrison
& Antonio.Garza

& Arlene.Poole

2 Arturo.Abbott

& Becky.Wise

$ ben arnold

& Bernadette.Crawford
& Bernice.Lawson

2 Bertha.Schultz

U
U
U
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U
U
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Important!

User logon name:

[pdminadmin [ @Win.Lab v|
User logon name (pre-Windows 2000) —-
winlab\ | [adminadmin Logon Hours for Admin ADM. Administrator
' 1" 4 1012 1 1"‘I i
Logon Hows... | | LogOn To... ) 2- 2 6-8:10:12-2-4-6-8-10-12 —
Sunday
Unlock account m, Monday
T l Logon Pemmitted
Wednesday #) Logon Denied
Thursday ~
Frday -
Saturday
Sunday through Saturday from 12:00 AM to 12:00 AM




PS C:\tools> Invoke-LocalPasswordSpray —Password Winter2e2e
[*] Using C:\temp\UserList.txt as userlist to spray with
[*] Password spraying has started. Current time is 11:29 AM
[*] This might take a while depending on the total number of users
[*] SUCCESS! User:Christopher Password:Winter2620
:LCC’““ User:Dennlis Password:Winter2026

User:Gregory Password:Winter202e

User:Jack Password:Winter20626
! User:Jerry Password:Winter2826 3
SUCCESS! User:Michael Password:Winter2620
Password spraying is complete

T r/mrearrearcrearem
* * ¥ ¥ ¥ ¥
e e e e e
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PS E:Ktnnlsb|

[*] Any passwords that were successfully sprayed have been output to C:\temp\sprayed-cre
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Kerberoasting

Subject: (High) P\thentiaI Kerberoasting Attack Detected

This is a high priority alert, someone may be attempting to exploit Active Directory

TimeCreated
IpAddress
TargetUserName
TargetDomainNan
ServiceName
ServiceSid

*
TicketOptions
)-’ ) TicketEncryptionT|
BLACK HILLS MachineName
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Applicability

e Attacker pops a box

 Theytry to pivot by password
spraying or Kerberoasting

* You detect it immediately
* Youshutthem down

* Your CEO does not throw you
under the bus before congress

* |t wasagood day.

g 3 "Let's Dance!"
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Network Analysis

= MITRE | shield

We hawe a blog! Check cut MITRE Shield on Medium.

Home > Technigues

Network Monitoring Detats

Monitor network traffic in crder fo detect adversary BCTVITY.
ID: DTEQD27

Metwork maonitoring imolves capiuring network activity data, including capturing of server, firewall, and other relevant lags. & defender can then neview
thern or send them 1o a centralized collection location for further analysis

Tactcs; Detect, Collect

Opportunities

e =]

DOSIT e There is an opportunity 1o monitor network traffic for different protocols, anomalous traffic patiems, transfer of data, efc. to defermineg the presence of an adversary.

Use Cases

T

DUCDOES A defender can monitor network traffic for anomalies asseciated with known MITM behavior
DL 5% & defender can monitor for systems establishing connections using encapsulated protocols not commaonly used 1ogether such as RDP tunneled ower TCP

DUCIT9E The defender can mmplement network monitoring for and alert on anomalous tralfc patterns, large or whexpected datla transglers, and olher activity 1hat mdy reveal the presence of an adversany.




https://www.activecountermeasures.com/free-tools/rita/

REAL INTELLIGENCE
THREAT ANALYTICS

RITA is an open source
framework for network
traffic analysis.

This open source project, born from Black Hills Information Security, is now developed, funded and supported by Active

Countermeasures

*

f\\' The framework ingests Bro/Zeek Logs, and currently supports the following major features

@ Beaconing Detection: Search for signs of beaconing behavior in and out of your network
BLACK HILLS

e TELEEACT i B W @ DNS Tunneling Detection: Search for signs of DNS based covert channels




And now...
A very special note from Chris Brenton.

Hey dude,

One data point you may want to convey tomorrow is that ransomware is skewing
the dwell time numbers between initial compromise and detection. The sites that
are reporting that we are getting better than 6 months at detection are including
ransomware in their calculations. IMHO, that shouldn't count as it's the attacker
revealing themselves, not an actual "detection". When you separate ransomware
and APT, we're still at a 6-month dwell time for APT.

HTH,
C

BLACK HILLS | © BlackHillsInformation Security | @BHInfoSecurity —
b EELCERA Tl 18 ene 4

(ACTIVE|COUNTERMEASURES,




% A

GOOD IIEWS EVERYONE

THERE [SHIE GOOD NEWS
m AI'.:TIVE COUNTERMEAS HPE;_;

BLACK HILLS | © BlackHillsInformation Security | @BHInfoSecurity —_——s
j-.l.. Wl i l.i....;




Ransomware of the third kind

Y

Hackers threaten to release DC police data in
apparent ransomware attack

ment to be targeted

NEWS  TRANSPORTATION -

VTA targeted in apparent ransomware attack, hackers threaten to release
trove of data

Buses and light rail are still running, though many computer systems are offline

SUBSCRIBE

Follow Us

0000
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A quick note..

Water Intrusion

Barriers Detecticon
System/

Fanceline

Rowing
FPatrols

Qe R e, e = _"‘.;_f
T ‘Tf'ffﬁa{%«,zc's_rrm-:f_@ym IO

Access
Controls

Protecting nuclear facilities requires all the security
features to come together and work as one.

24 The power grid is a special security case. We need segmentation and to
keep legacy systems running for years. If we don't do this
correctly... People candie.

! *
A
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Another note..

Medicalis a special security case. We
need segmentation and to keep legacy
systems running for years. If we don't do

m g this correctly... People candie.
]
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Another note..

l

ONAL BANK OF GREECE

|l
S

Financialis a special security case. We
need segmentation and to keep legacy
systems running for years. If we don't do
this correctly... People candie.

S
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Another note..

Defense is a special security case. We
need segmentation and to keep legacy
systems running for years. If we don't do

ﬂ\\ g this correctly... People candie.
]
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THEATERWIDE B
CARDS AGAINST HUMAN

THEATERWIDE TACTICAL WARFARE

xmxxgwm CHEMICAL WARFARE




They are all correct..

* This needs to stop

* Belief that a market vertical is
"unique" helps create excuses
for not doing the "right" thing

* |know | am preaching to the
choir

e One powerful
qguestion... "When?"
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If we don’t get it.. It's OK.

These folks will teach us the error of our
ways.
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Anndd....

These folks will "fix" the error of our
ways....
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Let's Think

"Thinkabout how ransomware works
Mark! THINK!"

! *
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Raccine

= README.md

RACCINE

Raccine
A Simple Ransomware Protection

Why

We see ransomware delete all shadow copies using vssadmin pretty often. What if we could just intercept that
request and kill the invoking process? Let's try to create a simple vaccine.

*

EA

BLACK HILS TIVE|COUNTERMEASURES,

- GeliERSTET LG e

B




File and Folder Protection

Ransomware protection in Windows
Security

The Ransomware protection page in Windows Security has settings for both protecting against
ransomware, and recavering if you happen to get atiacked.

Controlled folder access

Controlled folder access designates specific folders which only trusted apps are allowed to access. This
prevents the contents of the folders from being changed, or encrypted, by malware such as ransomware.

Enable controlled folder access by turning it on with the toggle. By default key folders such as Windows
system folders, your default documents and pictures folders, and others are automatically protected.

To add protected folders:

. Goto Start Settings ¢ > Update & Security & >Windows Security and then select Virus &
threat protection.

. Under Virus & threat protection settings, select Manage settings.
. Under Controlled folder access, select Manage Controlled folder access.
4. Under Controlled folder access, select Protected folders.

. Select Add a protected folder and follow the instructions to add folders.

‘ = ‘You can add additional apps to the trusted list by selecting Allow an app through Controlled folder HcTIVE soc
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One more thing...

The typical approach
#Ransomware

| 10CS OF
LAST CAMPAIGN | HARDENING 7
—— AND GENERIC RULES
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Thanks!

* Thanks for hanging out
* John Strand
e @strandjs
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Here is a bunny...
Hope it makes up for the
Governmentslide earlier...
Sorry.



Questions!
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