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I Hate Ransomware.
And, you should too!

John Strand
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What We Are Covering

• Recent attacks

• Deception... Again.

• Beacons.... Again.

• Third type of ransomware

• Raccine

• Windows Settings

No point of this.. I just 
miss Jack Handy on SNL.
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Recent Attacks
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Cookies....
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So... Deception.

• Let's hash this out

• Deception is no longer a "nice 
to have"

• Deception is no longer a "neat 
thing"

• It is core

• It is essential

• Fight me. "Let's Dance!"
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Word Docs!!!

• Word docs are great because 
we can put them on:
• Shares
• Compromised systems
• Websites (Robots.txt)
• Email to spammers!

• When an attacker 
pivots... Give them something

Would you run it from a share?

Would you run it from a chair?

Would you run it for TOR?

If the FBI comes should you open the door?
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Yes! CanaryTokens!
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Not bad..
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But we can do better...
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Enhance
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Applicability

• Attacker pops a box

• They try to pivot by finding 
docs with passwords in them

• They open a honeydoc

• You get an alert

• You shut them down

• You don't end up in the news

• Everyone likes that... "Let's Dance!"
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Important!
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Kerberoasting
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Applicability

• Attacker pops a box

• They try to pivot by password 
spraying or Kerberoasting

• You detect it immediately

• You shut them down

• Your CEO does not throw you 
under the bus before congress

• It was a good day.
"Let's Dance!"
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Network Analysis
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https://www.activecountermeasures.com/free-tools/rita/
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And now...
A very special note from Chris Brenton.

Hey dude,

One data point you may want to convey tomorrow is that ransomware is skewing 
the dwell time numbers between initial compromise and detection. The sites that 
are reporting that we are getting better than 6 months at detection are including 
ransomware in their calculations. IMHO, that shouldn't count as it's the attacker 
revealing themselves, not an actual "detection". When you separate ransomware 
and APT, we're still at a 6-month dwell time for APT.

HTH,

C
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Ransomware of the third kind
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A quick note..

The power grid is a special security case. We need segmentation and to 
keep legacy systems running for years. If we don't do this 

correctly... People can die.
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Another note..

Medical is a special security case. We 
need segmentation and to keep legacy 

systems running for years. If we don't do 
this correctly... People can die.
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Another note..

Financial is a special security case. We 
need segmentation and to keep legacy 

systems running for years. If we don't do 
this correctly... People can die.
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Another note..

Defense is a special security case. We 
need segmentation and to keep legacy 

systems running for years. If we don't do 
this correctly... People can die.
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They are all correct..

• This needs to stop

• Belief that a market vertical is 
"unique" helps create excuses 
for not doing the "right" thing

• I know I am preaching to the 
choir

• One powerful 
question... "When?"
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If we don't get it.. It's OK.

These folks will teach us the error of our 
ways.
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Anndd....

These folks will "fix" the error of our 
ways....
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Let's Think

"Think about how ransomware works 
Mark! THINK!"
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Raccine
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File and Folder Protection
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One more thing...
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Thanks!

• Thanks for hanging out
• John Strand
• @strandjs

Here is a bunny...

Hope it makes up for the 
Government slide earlier...

Sorry.
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Questions?


