
Backdoors & Breaches Change Log - 2021 

Card #  Ver 1  Changes  Ver 2 

1 

 

Title:  
No Changes 
 

Description:  
No Changes 
 
Detection: 
Added "SIEM Log Analysis"  
Added "Server Analysis"  
Deleted "Firewall Log Review" 
 

Tools: 
Added "modalishka"  
Deleted "CredSniper” 
 

Graphics: 
Changed 
 
Links: 
Added https://github.com/drk1wi/Modlishka  

 

2 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
Deleted "NetFlow, Zeek/ Brow" 
 

Tools: 
No Changes 
 
Graphics: 
No Changes 
 

Links: 
No Changes 
 

 

3 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
No Changes 
 

Tools: 
No Changes 
 
Graphics: 
Changed 
 

Links: 
No Changes 
 

 



4 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
No Changes 
 

Tools: 
No Changes  
 
Graphics: 
No Changes 
 

Links: 
No Changes 
 

 

 

5 

 

Title:  
No Changes 
 
Description:  
Added "An example would be a VPN" 
 

Detection: 
Added "Cyber Deception" 
 

Tools: 
Deleted "DomainPasswordSpray" Added 
"MailSniper"  
Added "BruteLoops"  
Added "MSOLSpray" 

 
Graphics: 
Removed 
 

Links: 
Added "https://github.com/vanhauser-thc/thc-
hydra" 
Added "https://github.com/dafthack/MailSniper" 
Added 
"https://github.com/arch4ngel/BruteLoops" 
Added 
"https://github.com/dafthack/MSOLSpray" 
all previous links no longer on card 
 

 

6 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
No Changes 
 

Tools: 
No Changes 

 
Graphics:  



No Changes 
 

Links: 
No Changes 
 

7 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
Added- "Network Threat Hunting - Zeek/RITA 
Analysis" 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 

Links: 
No Changes 
 

 

8 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
Deleted "NetFlow, Zeek/ Bro" 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 

Links: 
No Changes 
 

 

9 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
No Changes 
 

Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 

 



 
10 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
No Changes 
 

Tools: 
Added "Suite" to term "Burp Suite" 
 
Graphics: 
Note Changes 
 
Links: 
Deleted two links, and kept previous links 
 

 

11 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

Detection: 
Added "Cyber Deception" 
 
Graphics: 
Note Changes 
 
Tools: 
Added "BruteLoops" 
Added "Kerbrute" 
Added "Metasploit" 
 
Links: 
Added https://github.com/ropnop/kerbrute 
 

 

12 

 

Title:  
Deleted: Kerberoasting 
Added: Kerberoasting/ASREPRoasting 
 
Description:  
No Changes 
 

Detection: 
Added "Cyber Deception" 
Deleted "Honey Services" 
Deleted "Internal Segementation" 
 
Tools: 
Added "GhostPack: 
 - Rubeus 
 Impacket: 
 - GetNPUsers.py 
 - GetUserSPNs.py" 
Deleted "GetUserSPNs.py from Imacket" 
 

 



Graphics: 
No Changes 
 
Links: 
Added "https://github.com/GhostPack" 
Added "https://github.com/hashcat/hashcat" 
 
 

13 

 

Title:  
No Changes 
 
Description:  
No Changes  
 

Detection: 
Added "Cyber Deception" 
Deleted "CredDefense Tookit" 
 
Tools: 
Added "mitm6 attacks DHCPv6" 
 
Graphics: 
No Changes 
 
Links: 
Added https://github.com/fox-it/mitm6 
 

 

14 

 

Title:  
No Changes 
 
Description:  
The attackers map domain trust relationships, 
group policies, user/group privileges, and 
object access control lists (ACLs) in your 
Active Directory. 
 
Detection: 
Added "Endpoint Security Protection Analysis'' 
Added "Cyber Deception" 
Deleted "Internal Segmentation" 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 



15 

 

Title:  
No Changes 
 
Description:  
No Changes 
 

 
Detection: 
Added "Cyber Deception" 
Deleted "Internal Segmentation" 
 
Tools: 
Added "Snaffler" 
Added "CrackMapExec" 
Added "PowerSploit:" 
 
Graphics: 
Removed 

 
Links: 
Added "https://github.com/Exploit-
install/PowerSploit" 
 
 

 

16 

 

Title:  
Deleted: New Service Creation 
Added: New Service Creation/Modification 
 
Description:  
New: The attackers create and load their 
malware using a new service or existing service 
modification. 
Old: The attackers create and load their 
malware using a service with SYSTEM
privileges. Or, they just create a new service. 
 
 
Detection: 
No Changes 
 
Tools: 
Added 
Sysinternals PSEXEC 
 services.msc 
 Impacket: 
 - psexec.py 
 Metasploit: 
 - psexec 
 - getsystem 
Deleted "Endpoint Analysis" 
Deleted "Endpoint Security Protection Analysis" 
 
Graphics: 
Note Changes 
 
Links: 
Added 
"https://github.com/SecureAuthCorp/impacket" 
 

 



17 

 

Title:  
No Changes 
 
Description:  
The attackers use a misconfiguration or 
vulnerability in local software to gain 
administrative access. 
 
Detection: 
Added "Cyber Deception" 
 
Tools: 
Added 
"Meterpreter Post-Exploitation Scripts 
 DLLHijackTest 
 PowerSploit: 
 - PowerUp 
 GhostPack: 
 - SharpUp" 
Deleted Powersploit's PowerUp 
Deleted Meterpreter Post- Exploitation Scripts 
 
Graphics: 
No Changes 
 
Links: 
All new links from what was here before 
 

 

18 

 

Title:  
Deleted: Malicious Service/Just Malware 
Added: Malicious Service 

 
Description:  
No Changes 
 
Detection: 
Added "Memory Analysis" 
 
Tools: 
Added "Sysinternals:" 
 
Graphics: 
No Changes 
 

Links: 
Added "Sysinternals:" 
 

 

19  Title:  
No Changes 
 
Description:  
The attackers hijack the order in which dynamic 
link libraries (DLLs) are loaded. This is usually 
done through insecure directory/file permissions. 
 
Detection: 
Added ''Memory Analysis" 
 
Tools: 



Added "DLLHijackTest" 
Added "- PowerUp" 
Deleted "Invisimole" 
 
Graphics: 
No Changes 
 
Links: 
All different links than what was there before 
 

20 

 

Title:  
No Changes 
 
Description:  
The attackers load a malicious driver into the 
operating system. 
 
Detection: 
Added "Memory Analysis" 
 

Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

21 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
No Changes 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

22 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
No Changes 
 
Tools: 
No Changes 
 

 



Graphics: 
Changed 
 
Links: 
No Changes 
 

23 

 

Title:  
No Changes 
 
Description:  
The attackers install plugins in the browser. This 
can be used as part of C2 and persistence. The 
browser is the new endpoint. 
 
Detection: 
Deleted "Web Proxy" 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 
 

Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

24 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
No Changes 
 
Tools: 
No Changes 

 
Graphics: 
No Changes 
 
Links: 
Added 
https://www.blackhillsinfosec.com/backdoors-
breaches-logon-scripts/ 
 

 



25 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
No Changes 
 
Tools: 
Added "Trickbot" 
 
Graphics: 
No Changes 
 
Links: 
Added 
https://thehackernews.com/2020/12/trickbot-
malware-gets-uefibios-bootkit.html 
 

 

26 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
No Changes 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

27 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 

 
Tools: 
Added "C2 Matrix" 
Deleted "VSAgent" 
Deleted "Prismatica" 
 
Graphics: 
Changed 

 
Links: 
Completely different links than before 
 

 



28 

 

Description:  
No Changes 
 
Detection: 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 

 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
Completely different links than before 

 

29 

 

Title:  
No Changes 
 
Description:  
The attackers use DNS as a C2 channel. 
 
Detection: 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 

 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

30 

 

Title:  
No Changes 
 
Description:  
No Changes 

 
Detection: 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 

 
Tools: 
Added "Leviathan" 
Added "UBoatRAT" 
 
Graphics: 
No Changes 
 
Links: 
Added 
https://attack.mitre.org/techniques/T1197/ 
 

 



31 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 

 
 
Tools: 
No Changes 

 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

32 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
Changed - "Nelflow, Zeek/Bro" to "Network 
Threat Hunting - Zeek/RITA Analysis" 

 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

33 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Detection: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 

 

 



34 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

35 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

36 

 

Title:  
Deleted: NetFlow, Zeek/Bro, Real Intelligence 
Threat Analytics (RITA) Analysis 
Added: Network Threat Hunting – Zeek/RITA 
Analysis 
 
Description:  
Does your organization capture and review 
network traffic? Good! Do you know how to 
parse and review it? Is that process 
documented? Or, do you just run 
Zeek/RITA/Security Onion/ELK because the cool 
kids are doing it? 
 
Tools: 
Added "AC-Hunter" 
Added "Passer" 
Added "espy" 
Deleted "AI- Hunter" 
 
Graphics: 
No Changes 
 
Links: 
Completely different links than before 
 

 



37 

 

** Replaced “Internal Segmentation” ** 
 

 
38 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
Added "https://www.velocidex.com/" 
Added 
"https://www.elastic.co/downloads/elastic-agent" 

 

39 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
Added "DeepBlueCLI" 
Added "OpenUBA" 
 
Graphics: 
No Changes 
 
Links: 
Added "http://openuba.org/" 
 

 

40 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
Added "Velociraptor" 
 
Graphics: 
Changed 
 
Links: 
Added "https://www.velocidex.com/"

 



41 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

42 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Tools: 
Deleted "The Counteracts the 'Data Uploaded to 
Pastebin' Inject Card" 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 
 

 

43    **NEW CARD** 
 

 
44 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Notes: 
No Changes 

 
Graphics: 
No Changes 
 
Links:  

 



No Changes 
 

45 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Notes: 
No Changes 
 
Graphics: 
No Changes 
 
Links: 
No Changes 
 

 

46 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Graphics: 
No Changes 
 
Notes: 
No Changes 
 
   

47 

 

Title:  
Changed: Increased font size 

 
Description:  
No Changes 
 
Graphics: 
No Changes 
 
Notes: 
No Changes 
 
   

48 

 

Title:  
No Changes 
 
Description:  
What it says on the tin. Take a Procedure Card 
away from the Defenders. Added " Hey, 
sometimes things don't work. Honestly, does this 
surprise you?" 
 
Graphics: 
No Changes 
 
Notes: 
No Changes 

 



 

49 

 

Title:  
No Changes 
 
Description:  
No Changes 

 
Graphics: 
No Changes 
 
Notes: 
No Changes 
 
   

50 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Graphics: 
No Changes 
 
Notes: 
No Changes 

 
   

51 

 

Title:  
No Changes 
 
Description:  
No Changes 
 
Graphics: 
No Changes 
 
Notes: 
No Changes 

 
 

52 

 

Title:  
Changed: Increased font size 

 
Description:  
No Changes 
 
Graphics: 
No Changes 
 
Notes: 
No Changes 

 
 

 



53 

 

Removed “Management has Just Approved 
the Release of a New Procedure”  

 

 

 


