Backdoors & Breaches Change Log - 2021

Card #

Ver 1

Changes

Ver 2

The attackers send a malicious email targeting
users. Because users are super gasy to attack,
Feel free to add a narrative of a CEO getting
phished. Or maybe the Help Desk!

DETECTION
Firewall Log Review
Endpoint Security Protaction Analysis

TOOLS

evilging
GoPhish
CredSnipar

m CREDSNIPER

hitps: tophish,

hitps: e backhillsmfosec. comictiensive-spl-how-to-
‘automate-enti phishing-recannaissance-using:sender
policy-framincek

Title:
No Changes

Description:
No Changes

Detection:

Added "SIEM Log Analysis"
Added "Server Analysis"
Deleted "Firewall Log Review"

Tools:

Added "modalishka"
Deleted "CredSniper”

Graphics:
Changed

Links:

Added https://github.com/drk1wi/Modlishka

The attackers send a malicious email targeting
users. Because users are super easy to attack.
Feel frea to add a narrative of a CED getting
phished. Or maybe the Help Desk!

DETECTION

SIEM Log Analysis
Server Analysis
Endpaint Security Protection Analysis

T00LS

modalishka

evilging

hitpe:Higithub comidrk TwiModichka
hétps:vwerm blackfillsinfosec: om/how-to-phish-for-eniuses

bitps:
-anti phishing-reconnaissance-using-sender-palicy-framework

WEB SERVER COMPROMISE
The attackers take aver an external web server.
They use it to pivot to your intermal network.

DETECTION

Server Analysis
SIEM Lag Analysis
NetFlow, Zeek/Bro, RITA Analysis

TOOLS
Zed Attack Proxy

sqimap
Burp Proxy

il v zaprory o
ifps portswigger netbup

Tlps fvw blackhilsiniosec. comusing-smple-burp-macros-o-
automate-testing

Title:
No Changes

Description:
No Changes

Detection:

Deleted "NetFlow, Zeek/ Brow"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

WEB SERVER COMPROMISE

The attackers take over an external web server.
They use t to pivot to your internal network.

DETECTION

Server Analysis
SIEM Log Analysis
Network Threat Hunting - Zesk/RITA Analysis

T00LS

Ted Attack Proxy
sqlmap
Burp Proxy

itps: e 2apcony o1
s iportswigger netibup

it e Diackhilsinfossc. comiusing-simples burp-
maxrts:Io-aukmals-esting

EXTERNAL CLOUD ACCESS

The attackers gain access to your cloud
resaurces. They use this access to pivet.

DETECTION

SIEM Log Analysis

To0LS

SprayingToolkit
CredKing
FireProx

CREDKING

bips:igithub combytzbi 3343 Spraying Tookit
biips:igihub.comiustayreadyiCrodKing
bips:igithub.comiusiayreadyirepro

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:
Changed

Links:
No Changes

EXTERNAL CLOUD ACCESS

The attackers gain access to your cloud
resources. They use this access to pivat.

DETECTION

SIEM Log Analysis

T00Ls

SprayingToolkit
truffieHog
FiraProx

o
L1y

hitpsigithub, comvbyt3b133d 3 Spreying Toolkit
itps:igitub comidradd31 tuffeHog
htps:igithub.comustayresdy freprox




INSIDER THREAT

An internal disgruntled user exfiltrates
Information fram your netwark.

DETECTION

User and Entity Behavior Analytics
DLP (Hal Ha! Kidding. DLP never works)
Working with HR

TOOLS
Being considered a FullTime Expenditure (FTE)
Long Hours
Addiction

hitps:americanacdicbonoanters org

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

INSIDER THREAT

Aninternal, disgruntled user exfiltrates
information from your network.

DETECTION

User and Entity Behavior Analytics
Cyber Deception

DLP (Ha! Hal Kidding. DLP never works.)
Working with HR

TOOLS

Being considerad a Full Time Expenditure (FTE)
Long Hours 'z
Addiotion e

7

itgsiemerioanadicioncenters.org

PASSWORD SPRAY

The attackers gain access to your internal
network by spraying commanly used passwords
(like SeasonYear) against your organization.

DETECTION

SIEM Log Analysis
User and Entity Behavior Analytics
Firewall Log Review

T0OLS
SprayingToolkit
FireProx
Hydra N
DomainPasswordspray | PASSwWord:
Winterzo2e

i it comibyt 3013343 Spraying Toolk
hitpsigithud comiustayready/fraproe
hitps/1github comidafinack DomainPasswordSpray

Title:
No Changes

Description:
Added "An example would be a VPN"

Detection:
Added "Cyber Deception”

Tools:

Deleted "DomainPasswordSpray" Added
"MailSniper"

Added "BruteLoops"

Added "MSOLSpray"

Graphics:
Removed

Links:
Added "https://github.com/vanhauser-thc/the-

hydra"
Added "https://github.com/dafthack/MailSniper"

PASSWORD SPRAY

The attackers gain access to your internal
network by spraying commonly used passwords
(like Seasonifear) against your organization. An
axample would be a VPN,

DETECTION

SIEM Log Analysis

Cyber Deception

User and Entity Behavior Analytics
Firewall Log Review

TOOLS

SprayingToolkit MailSniper
FirgProx BruteLoops
Hydra MS0LSpray

il igithub, comvarhauser heltie hydra
R, comidafhackMailSnipes
il igithub.comiarchdngel BauteLoops
il gt comisaback MSOLSpray

Added
"https://github.com/arch4ngel/BrutelLoops”
Added
"https://qgithub.com/dafthack/MSOLSpray"
all previous links no longer on card

TRUSTED RELATIONSHIP

Atrusted third party wha has access ta your
network is compromised. The attackers use this
to pivot to your intarnal resources.

DETECTION

SIEM Log Analysis
Userand Entity Behavior Analytics

TOOLS

An unfortunate and unfounded trust in humanity
and business partners who are complete
strangers.

0T

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:

TRUSTED RELATIONSHIP
Atrusted third party who has access to your
network s compromised. The attackers use this
to pivot to your internal resources.

DETECTION

SIEM Log Analysis
Userand Entity Behavior Analytics

T00LS

Anunfortunate and unfounded trust in humanity
and business partners who are complete
strangers

i 5y




No Changes

Links:
No Changes

SocIAL ENGINEERING
The attackers use social engineering to tricka
user inta running malware.
DETECTION

Endpoint Security Protection Analysis
User Awareness Training

TOOoLS

Phone
Agoaland adream of evil
Paople trusting peapla

it ot bk <RI THCE
hitpstyout beFvhiKH{UVG

Title:
No Changes

Description:
No Changes

Detection:
Added- "Network Threat Hunting - Zeek/RITA
Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

SOCIAL ENGINEERING
The attackers use social engineering to trick a
USer into running malware.
DETECTION
Endpoint Security Protection Analysis

Network Threat Hunting - Zeek/RITA Analysis
User Awareness Training

T00LS

Phone
‘hgoal and adream of evil
People trusting people

hitpscyauty DelrnmoRTNTNCE
it yaut belFvKaHiLVG

BRING YOUR OWN
(ExPLOITED) DEVICE
Your organization allows users to bring in their
own devices. Or, another way to put it, they bring
in thelr own exploited devices. The attackers use
these devices to compromise your onganization.

DETECTION

Firewall Log Review
NotFow, Zeok/Bro, RITA Analysis

The completely asinine belief that somehow
allowing peops to bring thair own devicesin is
aworthy cost savings.

g e iacksrons: compententng Ioston
ontorcnds

Title:
No Changes

Description:
No Changes

Detection:
Deleted "NetFlow, Zeek/ Bro"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

BRING YOUR DWN

EXPLOITED) DEVICE
our organization allows users to bring in their
own devices. Or, another way to put it, they bring

in their own exploited devices. The attackers use
these devices to compromise your organization

DETECTION

Firewall Log Review
Metwork Threat Hunting - Zeek/RITA Analysis

T00LS

The completely asinine belief that somehow
allowing peapla to bring their own devices inis
awaorthy cost savings,

tps:wwblackhilsinkosec, comipentssting-dropbox-
onsieroits

EXPLOITABLE EXTERNAL SERVICE

An external service has a misconfiguration ora
publicly availahle exploit The attackers take
advantage of this to attack and pivot to internal
resounces.

DETECTION

Firewall Log Review
Server Analysis

TOOoLS

Metasploit
Failed Patching Procass
Unauthorized System Stood Up by Employes

b e metaspicit com

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

EXPLOITABLE EXTERNAL SERVICE

An external service has a misconfiguration ora
publicly availahle exploit. The attackers take
advantage of this to attack and pivot to internal
rRSOUICES.

DETECTION

Firewall Log Review
Server Analysis

T00Ls

Metasploit
Failed Patching Process
Unauthorized System Stood Up by Employee

hitps:fiww matasplot com
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CREDENTIAL STUFFING

The attackers take advantage of third-party
breaches to identify and use IDs and passwords
against your organization.

DETECTION

Server Analysis
User and Entity Behavior Analytics

TOOLS

Burp

Hydra

Users registering for services $
with their work email addresses.

hitps igithub, comustayreadylfeprox
hétps igithub, com/dafthack/DomainPasswordSpray
hitps igithub, combyt36133d 3/ Spraying Toolkit

iips iportswigger netburp
N

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
Added "Suite" to term "Burp Suite"

Graphics:
Note Changes

Links:
Deleted two links, and kept previous links

hitps:ipartewigger nebup
A

CREDENTIAL STUFFING

The attackers take advantage of third-party
breaches toidentify and use IDs and passwords
against your organization.

DETECTION

Server Analysis
User and Entity Behavior Analytics

T00LS

Burp Suite
Hydra
Users registering for services with their work

email addresses.

il g b comdafihack DomanPasswordSpray
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‘The attackers start a password spray against
the rest of the organization from a
compromised system.

Userand Entity Behavior Analytics
SIEM Log Analysis

Domain Passwaord Spray

i

it gt comigafhacu DomainPasswordSgray

2610-t0-hero-attack

Title:
No Changes

Description:
No Changes

Detection:
Added "Cyber Deception”

Graphics:
Note Changes

Tools:

Added "BrutelLoops"
Added "Kerbrute"
Added "Metasploit"

Links:
Added https://github.com/ropnop/kerbrute

Tha attackers start a password spray against
the rest of the organization from a
compramised system.

User and Entity Behavior Analytics
Cyber Deception
SIEM Log Analysis

DomainPasswardSpray
BruteLoops
Kerrute

Metasploit ;

tps:Tgttub comidafthack DamsinPasswordSgray
htps:gttub comiopnepherine

s aww blacknilsinfosec, comfwecas-anack actics-
S28ra4o-hero-attack
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The attackers use a"feature” of SPNs to extract
and crack service passwords.

SIEM Log Analysis

Userand Entity Behavior Analytics
Honey Services

Internal Segmentation

GetUserSPNs,py from Impacket

Hasheat for Cracking
HRASHCAT

s v Dlackhillsinfosas hashcat

-an-ibunt-16-D4-server-
hitps digithb comiSeoureAuhComimpacketbict/
masteriaxamplasiGefUserSPHS.py

Title:
Deleted: Kerberoasting
Added: Kerberoasting/ASREPRoasting

Description:
No Changes

Detection:

Added "Cyber Deception”
Deleted "Honey Services"
Deleted "Internal Segementation”

Tools:

Added "GhostPack:

- Rubeus

Impacket:

- GetNPUsers.py

- GetUserSPNs.py"

Deleted "GetUserSPNs.py from Imacket"

The att; 5 Use a "feature” of sor
names (3PNs) to extract and crack service
passwords.

SIEM Log Analysis
User and Entity Behavior Analytics
Cyber Deception

GhostPack:
- Rubeus
Impacket:

RO 1SH AT
Hasheat for Cracking -

hivps.fgthub comGhostPack
https Tgithub com'SacureAut Comimpackel
httpsTgithub comhasheathashoat

hitps.va blackhibsinkosec. cominunning-hashcal-on-
ubunhu-18-04-sarver-sih- 10808




Graphics:
No Changes

Links:
Added "https://github.com/GhostPack"
Added "https://github.com/hashcat/hashcat"
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For years, LANMAN was the worst thing in
Windows. Then LLMNR said *Stand Back and
Hold My Beer!" Basically, LLMNR lets a host ask
for name resolution fram any system on the
same network. The attackers perform
Broadeast/Multicast protocol poisoning on your
Active Directory Network.

CredDefense Toolkit
User and Entity Behavior Analytics
Firewall Log Review

Responder attacks LLMNR, NBT-NS, and mONS.

hitps:igithub comigandx/Respondar

hitps: hillsinfoses com/h
youwantio

Title:
No Changes

Description:
No Changes

Detection:
Added "Cyber Deception”
Deleted "CredDefense Tookit"

Tools:
Added "mitm6 attacks DHCPv6"

Graphics:
No Changes

Links:
Added https://github.com/fox-it/mitm6

Foryears, LANMAN was the worst thing in
Windows, Then LLMNR said, "Stand Back and
Hold My Beer!" Basically, LLMNR lets a host ask
for name resolution from any system on the
same network. The attackers perform
Broadeast/Multicast protocol poisoning on your
Active Directory Network.

Cyber Deception
Userand Entity Behavior Analytics
Firewall Log Review

mitm@ attacks DHCPvE
Responder attacks LLMNR, NBT-N, WPAD, znd mONS.

hitps:fig#ub comiox-itmitmé
hios.igiub.comiganduRespander

s blacknilinkosec, comhow1o-disabie-lrmr-
WYL
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The attackers map trust relationships and
userfgraup privileges in your Active Directory
Netviork,

SIEM Log Analysis
User and Entity Behavior Analytics
Internal Segmentation

BloodHound
DeathStar
CrackMapExec

hitps:igithub comiBioodHoundAD Blcedtound
hitgs igthub combytabisd3nDaath Star
hiips igihub combyl3biE3d3nCrackMapExec

it Sivaw blackhilsinfosee comywebcast weaponizig
activeditoctory

Title:
No Changes

Description:

The attackers map domain trust relationships,
group policies, user/group privileges, and
object access control lists (ACLs) in your
Active Directory.

Detection:

Added "Endpoint Security Protection Analysis"
Added "Cyber Deception”

Deleted "Internal Segmentation”

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

The S map domain trust

group policies, usenigroup privileges, and object
access control lists (ACLS) in your Active
Directory.

SIEM Log Analysis

User and Entity Behavior Analytics
Endpoint Security Protection Analysis
Cyber Deception

BloodHound
DeathStar
CrackMapExec

= \
LXIR
hips:/igiub. comyBloadHoundA BloodHaund

hps. b combyt3b3d3nDeathStar

b camiby GG ackMapExec

bt black hillinosec: comiwsbeast-waaponizing-
activeiectory
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Valid Active Directory cradentials have bean
discovered on open shares and files within your
environment. These are used by the attackers.

SIEM Log Analysis
User and Entity Bahavior Analytics
Internal Segmentation

ADExplorerexe

Imvoke-ShareFinder
Invoke-FileFinder
Find-InterestingFile
MailSniper

loio-ad-exploret

itps:hwvrs Heckfillsiosec comiabusing exchange-maibox-

parmissions-mallsniper

Title:
No Changes

Description:
No Changes

Detection:
Added "Cyber Deception”
Deleted "Internal Segmentation”

Tools:

Added "Snaffler"

Added "CrackMapExec"
Added "PowerSploit:"

Graphics:
Removed

Links:
Added "https://github.com/Exploit-
install/PowerSploit"

Valid Active Directory credentials have been
discovered on open shares and files within your

These are used by 3
SIEM Log Analysis
User and Entity Behavior Analytics
Cyber Deception
PowerSploit: ADExplorerexe
- Invoke-ShareFinder MailSniper
~Invoke-FileFinder Snaffler
- Find-InterestingFile CrackMapExec

gt com/E ploit-nstall PowerSpioit
cilsintisiec condamai goodniss e

-pamissionsmaisripar
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The attackers create and load their malware
using a service with SYSTEM privileges. Dr, they
Justcreate a new service.

Endpoint Analysis
Endpaint Security Protection Analysis

Metasploit getsystem and other
Post-Exploitation Scripts.

M

éfps:fiwwnw metasploit com

Title:
Deleted: New Service Creation
Added: New Service Creation/Modification

Description:

New: The attackers create and load their
malware using a new service or existing service
modification.

Old: The attackers create and load their
malware using a service with SYSTEM
privileges. Or, they just create a new service.

Detection:
No Changes

Tools:

Added

Sysinternals PSEXEC
services.msc

Impacket:

- psexec.py

Metasploit:

- psexec

- getsystem

Deleted "Endpoint Analysis"
Deleted "Endpoint Security Protection Analysis"

Graphics:
Note Changes

Links:
Added
"https://github.com/SecureAuthCorp/impacket"”

The attackers create and load their malware
using a new service or existing service
modification.

Endpoint Analysis
Endpoint Security Protaction Analysis

Sysinternals PSEXEC services.mse
Impacket:

- psexecpy
Metasploit:

- pSexec

- gotsystem

hips:gifhub com/SecursuthCorimpacket
ps: e metaspicit oo
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The attackers use a vulnerability in local
software to gain administrative access.

Endpoint Analysis
Endpoint Security Protaction Analysis

PowerSploit's PowerUp
Meterpreter Post-Exploitation Scripts

hitpahww blsckhllsnfosec comipowershell wiout
powarshellbow.Io-bypsass.application-whielsding-
enuironment estrclions-av

Title:
No Changes

Description:

The attackers use a misconfiguration or
vulnerability in local software to gain
administrative access.

Detection:
Added "Cyber Deception”

Tools:

Added

"Meterpreter Post-Exploitation Scripts
DLLHijackTest

PowerSploit:

- PowerUp

GhostPack:

- SharpUp"

Deleted Powersploit's PowerUp

Deleted Meterpreter Post- Exploitation Scripts

Graphics:
No Changes

Links:
All new links from what was here before

The attackers use a misconfiguration o
wulnerability in local software to gain
administrative access.

Endpoint Analysis
Cyber Deception
Endpoint Security Protection Analysis

Materpreter Post-Exploitation Scripts
DLLHijackTest

PowerSploit:

- PowerUp

GhostPack:

- SharpUp

llps igithul comislydODLL HjackTest

o afilelisting
&
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MALIcIous SERVICE/JUST
MALWARE

The attackers add a service that starts every
time the system starts.
DETECTION

Endpaint Security Pratection Analysis
Endpaint Analysis

TOOLS
Metasploit Persistence
autoruns.exe
msconfig.exe
SILENTTRINITY

oo
=) )

étpsigihub comby b330 SILENTTRINITY

Title:
Deleted: Malicious Service/Just Malware
Added: Malicious Service

Description:
No Changes

Detection:
Added "Memory Analysis"

Tools:
Added "Sysinternals:"

Graphics:
No Changes

Links:
Added "Sysinternals:"

MALICIOUS SERVICE

The attackers add a service that starts every
time the system starts.

DETECTION

Endpoint Security Protection Analysis
Memory Analysis
Endpoint Analysis

T00LS

Meterpreter Persistence Modules
mscanfig.exe
SILENTTRINITY
Sysinternals:
- autaruns.exe

€I
hitps:igithub. comiby3b3E3SILENTTRINITY
hitps:decs micrasch comien-us/sysinermals
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The attackers hijack the order in which DLLs are
loaded. This is usually dene through insecure
directory/file permissions.

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis

T00Ls

Pawer3ploit
InvisiMale

o

bitps: v blackhillirkosoc conidigging deporasnatablo-
windows-senvioes

Title:
No Changes

Description:

The attackers hijack the order in which dynamic
link libraries (DLLs) are loaded. This is usually
done through insecure directory/file permissions.

Detection:
Added "Memory Analysis"

Tools:

The attackers hijack the order in which dynamic
link libraries (DLLS) are loaded. This is usually
done through ingecure directoryfile permissions.

DETECTION

Endpoint Security Protection Analysis
Memory Analysis
Endpoint Analysis

T00LS

DLLHijackTest
PowerSploit:
- PowerUp

ps:ighub.comishydDgiDLL Hiack Test
ips:igihu.comfExplot-instalfPowsrSploi

s blackhilsinfosec.con igaing-decpes-
vulnarable-windows-servicas




Added "DLLHijackTest"
Added "- PowerUp"
Deleted "Invisimole"

Graphics:
No Changes

Links:
All different links than what was there before

20

MALICIOUS DRIVER

The attackers load a malicious driver into the
operating systam.

DETECTION

Endpoint Security Pratection Analysis
Endpoint Analysis

T00LS
Pasam ROCKBOOT
Wingbird Alurgon

DRIVER

hitpslen wikipedia orgluikilAlureon

Title:
No Changes

Description:
The attackers load a malicious driver into the
operating system.

Detection:
Added "Memory Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

e

MALICIouS DRIVER

The stackers oad a malicious driver into the
operating system

DETECTION
Endpoint Security Proleetion Anatysis
Memory Analysis
Endpoint Analysis
T0OLS
Pasam ROCKBOOT

Winghird Alureon
Sealluke

'@JR(\[\/EA R

e e mhpedia crgiwki Alreon
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NEW USER ADDED

Easy, the attackers add a new user to the
Iocal computer.

DETECTION
Endpaint Security Protection Analysis

Endpoint Analysis

T00Ls

Metasploit

Cobalt Strike @

hitps:iawt matisplot com
hitps:tiww cobalisike com

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

NEw USER ADDED

Easy, the attackers add a new user ta the
local computer.

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis

T00LS

Matasploit

Cabalt Strike @

Hitps:hatww metasplotcom

itps:hwwew. cobaltsrke com
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APPLICATION SHIMMING

The attackers use the Application Compatibility
Toalkit to trick applications into not seeing the
ports, directories, files, and services the
attackars want ta hide.

DETECTION

Endpoint Security Pratection Analysis
Endpoint Analysis

TOOLS
Windows Assessmant and Deployment Kit (ADK)

ips:idocs.microscf comien-usiwindons-hardwarsl
gel-startediadk-nstal

itps:attack milre cogiachnigues/T1138

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

APPLICATION SHIMMING

The attackers use the Application Compatibility
Toolkit to trick applications inta not seeing the
ports, directories, files, and services the
attackers want to hide.

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis

TOOLS
Windows Assessment and Deployment Kit (ADK)

These are not
the ports you're
Igoking Por.

hitpscidoes microsctt comien-us windows -herdwars!
‘getslariediadi-nstall

i fattack milra crptachriguas/T 15460111




Graphics:
Changed

Links:
No Changes
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MaLicious BROWSER PLUGINS

The attackers install plugins in the browser. This
oan be used as part of C2 and persistence. The
browser is the new endpoint.

DETECTION

Endpoint Security Pratection Analysis
Endpoint Analysis

Wab Proxy (Firewall Log Raview)
NetFlow, Zeek/Bro, RITA Analysis

TOOLS o

Grammarly is a Keylogger
granigtichromabackdoor

@
nhps.‘.‘mwuqmm‘bbghm#ser\

extersions-securty20886
s igitub.compranietchromebackzoor

Title:
No Changes

Description:

The attackers install plugins in the browser. This
can be used as part of C2 and persistence. The
browser is the new endpoint.

Detection:

Deleted "Web Proxy"

Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

MALICIOUS BROWSER PLUGINS

The attackers install plugins in the browser. This
can be used as part of 02 and persistence. The
hrowser s the new endpoint.

DETECTION

Endpaint Security Protection Analysis
Endpoint Analysis

Firgwall Log Review

Network Threat Hunting - Zeek/RITA Analysis

T00S o

Grammarly is a Keylogger
granigt/chromebackdoor

itps i kasspersiey combloglbrowser-
exisnsons securiy 20655

hitpsigihub.com/granietchromebacdocr
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LOGON SCRIPTS

The attackers install a script that triggers when
auserlogs an.

DETECTION

Endpaint Security Pratection Analysis
Endpoint Analysis

T00LS

Meterpreter Persistence

"
5

[(a—
[EELYS
v

_ I
o8\ Metasplait |
Db %

1T w1

hifps:ivave mesasploitcom

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:

Added
https://www.blackhillsinfosec.com/backdoors-
breaches-logon-scripts/

LoGON ScRIPTS

Tha attackers install a script that triggers when
auserlogs on

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis

TOOLS

Meterpreter Persistence

\
[ )
SRS

\

Hips: v metasplcit com

s blacknilsinkosec, convbackioors.-
breaches-ogon-scripts!
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The attackers update the firmviare of Network
Cards, Video Cards, and BIOS or UEFI... with Evill
Al of these are very difficult to detect and very
difficult to updata.

DETECTION
Endpoint Security Protection Analysis

Endpaint Analysis
Prayers to an Engaged and Merciful God

T00LS

Hacking Team UEF] Rootkit
BadBIOS (... maybe)

hitps:ithveatpost comiuefi-rootkt-sedniti 140420

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
Added "Trickbot"

Graphics:
No Changes

Links:
Added
https://thehackernews.com/2020/12/trickbot-

The attackers update the firmware of Network
Cards, Video Cards, and BIOS or UEFL... with Evill
Al of these are very difficult to detect and very
difficult to update.

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis
Prayers to an Engaged and Merciful God

TOOLS

Hacking Team UEF] Rootkit
BadBIOS (... maybe)
Trickbat

hips:Mnestpost comiuef-oatkit-ssdn 140420

bips.Mhhackemews oom/2020)1 2ickbo matware pals-
usfivios-bockit himl

malware-gets-uefibios-bootkit.html
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ACCESSIBILITY FEATURES

The attackers hijack Accessibility Features like
Sticky Keys and Onscreen Keyboard.

DETECTION

Endpoint Analysis
Endpoint Security Protaction Analysis

TOOLS

Bash Bunny
USB Rubber Ducky

»

hitps:shep hekS.org

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

ACCESSIBILITY FEATURES

The attackers hijack Accessibility Features ke
Sticky Keys and Dnscreen Keyboard.

DETECTION

Endpoint Security Protection Analysis
Endpoint Analysis

TO0LS

Bash Bunny - For examples
USB Rubber Ducky - For examples

¢ 3

ifp:shop.heks.org
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The attackers use HTTP as an exfil method. This is
usually used in conjunction with some type of
stego. For example, VSAgent uses baseBi
encoded __VIEWSTATE as an exfil field.

DETECTION
NetFlow, Zeek/Bro, RITA Analysis

TOOLS
Metasploit Reverse HTTP Payloads
VSAgent
Prismatica

SN B

hitps /e blackhlsinfose com/S04-vsagent usage-
instucsons

hips:igithub.comfProject-PrsmaticalPrismatica

Title:
No Changes

Description:
No Changes

Detection:
Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:

Added "C2 Matrix"
Deleted "VSAgent"
Deleted "Prismatica"

Graphics:
Changed

Links:
Completely different links than before

The attackers use HTTPas an exfil mathod. Thisis
usually used in conjunction with some type of
stego. For example, VSAgent uses baseh
encoded __VIEWSTATE as an exfil field,

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

T00LS
Metasploit Reverse HTTP Payloads
C2 Matrix
MATRIX

s i hecamaii com/




28

This is pretty basic: the attackers use HTTPS.
Lots and lots of malware uses this. For example,
Meterpreter has used this technique for a long
time. It can be used in conjunction with other
stego techniques.

DETECTION
NetFlow, Zeek/Bro, RITA Analysis

TOOLS

Metasploit Reverse HTTPS Payloads
SILENTTRINTY

HT.T.PS g@@

htps Shwww motasploit.com
hitps:/attack mitre.orplechniques/T1032
hips:igithub combytbII3d3ISILENTTRINITY

Description:
No Changes

Detection:
Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
Completely different links than before

This is pretty basio: the attackers use HTTPS.
Lots and lots of malware uses this. For example,
Meterpreter has used this technigue fora long
time. It can be used in conjunction with other
stego techniques.

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

TOOLS
Metasploit Reverse HTTPS Payloads

HeTv TI P\ S 6@8

itps: e metasploi com
hitps:iatiack mitre orghechniques 173/
it igithu com/by L343 SILENTTRIMTY
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The attackers use DNS as a C2 channel.

DETECTION

NetFlow, Zeek/Bro, RITA Analysis

To0Ls

dnscat?

s blackhillsinfase comibypassing <ylance-
part-2-using- dnscal?

Title:
No Changes

Description:
The attackers use DNS as a C2 channel.

Detection:
Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

The attackers use DNS as a C2 channel.

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

TOOLS
dnscat?

bétpswwableckfilsinosec: combypassing-cylence-
part2-using duscal?
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WINDOWS BACKGROUND INTELLIGENT
TRANSFER SERVICE (BITS)

The attackers use BITS, anather protocal that is
oftenignored,

DETECTION
NetFlow, Zeek/Bro, RITA Analysis

M$

itps: gl com'dentieliools
~

Title:
No Changes

Description:
No Changes

Detection:
Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:
Added "Leviathan"
Added "UBoatRAT"

Graphics:
No Changes

Links:
Added
https://attack.mitre.org/techniques/T1197/

WINDOWS BACKGROUND INTELLIGENT
TRANSFER SERVICE (BITS)

The attackers use BITS, another pratocol that is

oftenignored.

DETECTION

Metwark Threat Hunting - Zeek/RITA Analysis
Firgwiall Log Review

TooLs

M3

Hilps it comdenskglicols
|tk i rghachriques TH07

Leviathan
UBoatRAT
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GMAIL, TUMBLR, SALESFORCE,
TWITTER AS C2
The attackers route traffic through third-party

sarvices. Many services, like Gmail, are ignored
campletely by many security toals.

DETECTION

NetFlow, Zeek/Bro, RITA Analysis

TO0LS

Geat
Sneaky Creeper &

S
Htps:gihub com byt bi334 3igeat
| et conDakottlonsosaky crosper

Title:
No Changes

Description:
No Changes

Detection:
Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

GMAIL, TUMBLR, SALESFORCE,
TWITTER AS G2

The attackers route traffic through third-party
services. Many services, ke Gmail, are ignored
completely by many security tools.

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firewall Log Review

TOOLS

GBeat

Sneaky Creeper R
@

hetps:ligthub. combyt3bi33d3npeat

| conDskabiaksasnasy g
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DoMAIN FRONTING AS C2

The attackers use Domain Fronting to bounce
their traffic off of legitimate systems.

DETECTION
MetFlow, Zeek/Bro, RITA Analysis

To0Ls

Cobalt Strike

s ihavea cobaitsho. com

Title:
No Changes

Description:
No Changes

Detection:
Changed - "Nelflow, Zeek/Bro" to "Network
Threat Hunting - Zeek/RITA Analysis"

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

DoMAIN FRONTING AS C2

The attackers use Domeain Fronting to bounce
their traffic off of legitimate systems.

DETECTION

Network Threat Hunting - Zeek/RITA Analysis
Firgwall Log Review

T00LS

Cabalt Strike

Hitps:taww cobialtstike com
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\

SERVER ANALYSIS

The ability to baseline a system and verify that it
is operating in a normal state. By the way, this is
mare than simply running Task Manager and
loaking for evil_backdoorexe.

TOOLS

DeepBlueCLI
SANS Analysis Cheat Sheets

hitp:githu, comisans s tsam/DepBiueCLL

Title:
No Changes

Description:
No Changes

Detection:
No Changes

Graphics:
No Changes

Links:
No Changes

SERVER ANALYSIS

The ability to baseline a system and verify that it
is operating in a normal state. By tha way, this is
more than simply running Task Manager and
looking for evil_backdoor.exe.

T00LS

DeepBluaCLI
SANS Analysis Cheat Sheets

tps:gihab.comisens-biue-desmiDaepBiusCLI
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SECURITY INFORMATION AND EVENT
MANAGEMENT (SIEM) Lo ANALYSIS

Yfeah...good luck with this ane. Are you logging

the right things? Do you regularly emulate attack
scenarios to see if you can detect them?

TOOLS

SOF-ELK
JPCert Tools Analysis

JPCERT [(@®°

hitps:igitub.comiphilhagen'sal-olk

L itpsfpoertos github iaToclAnalysisResultSheet

Title:
No Changes

Description:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

SECURITY INFORMATION AND EVENT
MANAGEMENT (SIEM) LoG ANALYSIS
YYeah...good luck with this one. Are you lgging

the right things? Do you regularly emulate atiack
scenaris to see if you can detect them?

TOOLS
SOF-ELK
JPCert Tool Analysis

JPCERTIH®°

hitps:githud comiphilhagenisat-alk
hitpe:poarios github o/ ToaiAnalysisResultSheet

A _/
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FIREWALL LOG REVIEW
Can your organization analyze and understand

firewall logs? Do you regularly emulate attack
soenarios and verify that your procedures work?

TOOLS
SOF-ELK

\_nnps;-,;.m comiphihagen/so.elk

Title:
No Changes

Description:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

FIREWALL LOG REVIEW

Can your organization analyze and understand
firewall logs? Do you regularly emulate attack
scenarios and verify that your procedures work?

TOOLS
SOF-ELK

hitgs tb.comiphitagenysot etk

36

NETFLOW, ZEEK/BRO, REAL INTELLIGENCE
THREAT ANALYTICS (RITA) ANALYSIS

Doas your arganization captura and review
network traffic? Good! Do you know how to parse
and review it? Is that process documented? Or,
do you just run Zeek/Security Onlon/ELK because
the cool kids are doing it?

TOOLS
Resl Intelligence Threat Analytics (RITA)
Security Onion
Al-Hunter

Securit
‘ y

hitps:hvvow activeccuntermieasures, comree-toolslita
hitpe isocaurtyceron net
bitpe v activecounlermaastres, com

Title:

Deleted: NetFlow, Zeek/Bro, Real Intelligence
Threat Analytics (RITA) Analysis

Added: Network Threat Hunting — Zeek/RITA
Analysis

Description:

Does your organization capture and review
network traffic? Good! Do you know how to
parse and review it? Is that process
documented? Or, do you just run
Zeek/RITA/Security Onion/ELK because the cool
kids are doing it?

Tools:

Added "AC-Hunter"
Added "Passer"
Added "espy"
Deleted "Al- Hunter"

Graphics:
No Changes

Links:
Completely different links than before

NETWORK THREAT HUNTING -
ZEEK/RITA ANALYSIS

Does your arganization capture and review
network traffic? Good! Do you know how to parse
and review it? Is that process documented? Or,
doyou just run Zeak RITA/Security Onion/ELK
because the cool kids are doing it?

TOOLS
Real Intelligence Threat Analytics (RITA)
Security Onion
AC-Hunter
Passer
espy

Security
i) [ ]

s acivecountemessires comires-ools/
ips:sscurityonionsciuions,com/
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INTERNAL SEGMENTATION

Turn on your host-based firewalls. Segment
different organizational units, Treat the internal
network as hostile, because itis.

TOOLS

netsh advfirewall
Windows Defender Firewall
iptables

g

** Replaced “Internal Segmentation” **

CvBER DECEPTION

The attackers go after ane of your deception
technologies. This could bea Word Web Bug,
Honey Account, or a full honeypot.

TOOLS
CanaryTokens
HoneyBadger
Active Defense Harbinger Distribution
MITRE Shield

ACTIVE DEFENSE HARBINGER DISTRIBUTION

Htpsiishisid mite.org/

tps:fwww acisooundemeasures comfrse-tool/adhel
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ENDPOINT SECURITY
PROTECTION ANALYSIS

We know, you hava AV, Great! Do you actually get
alerts and logs? Da you immediately review
them? Or, do you simply turn it on and walk away
while the network explodes ke you're in abad
action movieg?

TOOLS

Check with your vendor. they miss you
and always want to chat.

©

Title:
No Changes

Description:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:

Added "https://www.velocidex.com/"

Added
"https://www.elastic.co/downloads/elastic-agent

ENDPOINT SECURITY
PROTECTION ANALYSIS
We know, you have AV, Great! Do you actually get
alerts and logs? Do you immediately review
them? Or, do you simply turnit on and walk away
while the network explodes like you're in a bad
action movie?

T00LS

Check with your vendor, they miss you
and always want to chat.

T

i velocidex com'
i s covdownloadlelastc-agent
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USER AND ENTITY BEHAVIOR
ANALYTICS (UEBA)

It's Uike lagging, but it actually works. UEBA laoks
for multiple concurrent loging, impossible loging
based on geography, unusual file access,
passwards sprays, and more!

TOOLS

LogoriTracer

abNORMAL

Title:
No Changes

Description:
No Changes

Tools:
Added "DeepBlueCLI"
Added "OpenUBA"

Graphics:

USER AND ENTITY BEHAVIOR
ANALYTICS (UEBA)

1t's like logging, but it actually works. UEBA looks
for multiple concurrent logins, impossible logins
based an gengraphy, unusual file access,
passwiond sprays, and more!

T0OLS
LogoriTraer

DegpBlueCLl
OpenlIBA

abNORMAL

hétps b comlPCERTCG LogonTraoer

hitps:ligithub com/JPCERTCCALoganTracer NO Changes hep:/lopenuba orgl
Links:
Added "hitp://openuba.org/"
40 Title:
ENDPDINT ANALYSIS ENDPOINT ANALYSIS

This is where tha defanders usa their SANS IR
Cheat Sheets to detect attacks on workstations.
Time to bring in the Help Desk... and pray.

TOOLS

DeepBlueCLI
SANS IR Cheat Sheets

itps:igithub comfsans-blue-tzamDespBlueCLl

No Changes

Description:
No Changes

Tools:
Added "Velociraptor"

Graphics:
Changed

Links:
Added "hitps://www.velocidex.com/"

This is where the Defanders use their SANS IR
Cheat Sheets to detect attacks on workstations.
Time to bring in the Help Desk... and pray.

TOOLS
DeepBlueCLI

Velociraptor
SANS IR Cheat Sheats

9

r:
-V

il igithub cormisans-blue-teamDeapBlueCLI
v vslocidsx com!

—
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‘four Network Team is on their game. They can
easlly Isolate infected systems to prevent
further harm.

TOOLS

Switch and Router Commands

Title:
No Changes

Description:
No Changes

Tools:
No Changes

Graphics:
No Changes

Links:
No Changes

Your Network Team is on their game. They can
easily isolat infected systems o prevent
further harm.

TOOLS
Switch and Router Commands
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CRISIS MANAGEMENT
Your Legal and Management Teams have

procedures for effectively and ethically notifying
impacted victims of compromises.

NOTES

This counteracts the "Data Uploaded to
Pastebin” Inject Card.

TOOLS

This almast never happens. But, a goad
notification strategy will really help deal with the
political fallout

Title:
No Changes

Description:
No Changes

Tools:
Deleted "The Counteracts the 'Data Uploaded to
Pastebin' Inject Card"

Graphics:
No Changes

Links:
No Changes

CRisiS MANAGEMENT
Your Legal and Management Teams have

procedures for effectively and ethically notifying
impacted victims of compromises,

TO0LS

This almost never happens. But, a good
notification strategy will really help deal with the
political fallout,
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**NEW CARD**

MEMORY ANALYSIS

Incident Response Team pulls the memory from
the suspect system and reviews it for possible
malicious activity.

TOOLS

Volatility, to review the memory
Velociraptor, to dump the memory

Q)

o

AVl

s v velocidex.comi
ps: v volatiyourdatcn.crgi
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HONEYPOTS DEPLOYED

The defenders had honeypots on their network.
The "Incident Master” has to show their Pivot and
Escalate Card to the defenders.

NOTES

Check out the Active Defense Harbinger

Distribution (ADHD), it has lots and lots of cool
tools. Also, take a ook at canarytokens.org.

itps:/wvew activecountermaasures comiree-tools/athd
haps:icanarylokens orglgenerate

Title:
No Changes

Description:
No Changes

Notes:
No Changes

Graphics:
No Changes

Links:

HONEYPOTS DEPLOYED

The Defenders had honeypats on their network.
The Incident Master must reveal the Pivot and
Escalate Card to the Defenders.

NOTES
Check out the Active Defense Harbinger

Distribution (ADHD), it has lots and lats of cool
tools. Also, take a look at canarytokens.org.

s v sctvecounlameasires comiree-alsiachd
bps:canaryickens crgigenerete




No Changes
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IT WAS A PENTEST

L-
Hal Hal Just kidding, you were never attacked!

The CEO hired an external firm (BHIS?) to run an
unannounced Red Team.

NOTES

Thisis almost always a bittersweet moment
for companies. On the one hand they are glad
it wasn't the real thing. On the other... well,
they were compromised. It's time to start
working through how to prevent this from
happening again.

hitps Swaw blackhilsinfosac.com

Title:
No Changes

Description:
No Changes

Notes:
No Changes

Graphics:
No Changes

Links:
No Changes

[ ITWASAPENTEST |
[ Hat Hal Just kidding, you were never attackad!

The CEO hired an external firm (BHIS?) to rua an
wnanngunced Red Team.

This is aimost always a bitterswaet moment
for companies. On the one hand, they are glad
it wasn't the real thing. On the other... well,
they wene compromised. it's time to start
working theough how to prevent this from
happening again

g Sorww biackbitnitonec oo
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DATA UPLOADED T0 PASTEBIN

Bummer, the attackers have posted internal
sensitive data on Pastebin. Your customers are
now informed of the attack by the media.

NOTES
It happens... a lot, but it's just pure evil Time to
bring in Upper Management and the Legal Team.

Title:
No Changes

Description:
No Changes

Graphics:
No Changes

Notes:
No Changes

DATA UPLDADED TO PASTEBIN

Burmmer, the attackers have posted internal
‘sensitive data on Pastein. Your customers are
now informed of the attack by the media.

NOTES

It happens... alot, but it's just pure evil Time to
bring in Upper Management and the Legal Team.
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SIEM ANALYST RETURNS FROM
SPLUNK TRAINING

+2 Modifier for Log-Related Actions

NOTES

Training is awesome. You need to get some.

Title:
Changed: Increased font size

Description:
No Changes

Graphics:
No Changes

Notes:
No Changes

SIEM ANALYST RETURNS
FROM SPLUNK TRAINING

(+2) Modifier for Log-Related Actions

Training is awesome. You need to get some.
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TAKE ONE PROCEDURE CARD AWAY

What it says on the tin. Take a Pracedure Card
away from the defenders

NOTES
Sametimes procedures fail Sometimes they're
not followed corractly. Sometimes you can't find

a procedure when you need it the most.
Nobody's perfect Sorry.

4

s

Title:
No Changes

Description:

What it says on the tin. Take a Procedure Card
away from the Defenders. Added " Hey,
sometimes things don't work. Honestly, does this
surprise you?"

Graphics:
No Changes

Notes:
No Changes

TAKE ONE PROCEDURE CARD AWAY

Whatit says on the tin. Take a Procedure Cand
away from the Defenders. Hey, sometimes things
don't work. Honestly, does this surprise you?

NOTES

Sometimes procedures fail Sometimes they're
not followed correctly. Sometimes you can't find
aprocedure when you needit the most.
Nobody's perfect. Sorry.

4

o
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GIVE THE DEFENDERS A RANDOM
PROCEDURE CARD

For whatever reason, everyone forgot they had
this procedure. It must be Monday.

NOTES
Look, it happens all the time. We forget what
we have. Different teams, different tools,
different offices. It's nice when we all pull
together as a team.

Title:
No Changes

Description:
No Changes

Graphics:
No Changes

Notes:
No Changes

GIVE THE DEFENDERS A RANDOM
PROCEDURE CARD

Far whatever reason, everyone forgot they had
this procedure. [t must be Monday.

NOTES
Lok, it happens all the time. We farget what
we have. Different teams, different tools,
different offices. It's nice when we all pull
together as a team.
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LEAD HANDLER HAS A BABY,
TAKES FMLA LEAVE

Yeah, there's always one person who pretty
much runs the whole IR process. That one
essential person. Well, now it's time for the
“Incident Master” to silence that person.

NOTES
We have to continue to be able to work
effectively without the one or two most
advanced people on the team. All of the quiet
people who were just passively listening and

hoping to not get called on now need to step up.
Now is your time. Shine!

Title:
No Changes

Description:
No Changes

Graphics:
No Changes

Notes:
No Changes

LEAD HANDLER HAS A BABY,
TAKES FMLA LEAVE

Yeah, there's always one person who pretty
much runs the whole IR process. That one
essential person. Well, now it's time for the
Incident Master to silence that person.

We have to continue to be able to work
effectively without the one or two most
advanced people on the team. All of the quiet
people who were just passively listening and
hoping to not get called on now need to step up.
Now is your time. Shine!
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(" BOBBY THE INTERN KILLS THE )

SySTEM YoU ARE REVIEWING
~
Thiis. Happens. Far. Too. Often.

Ho. Murder Is neser okay. Dont evn think that,

%@*#

O
O

Title:
No Changes

Description:
No Changes

Graphics:
No Changes

Notes:
No Changes

(" BOBBY THE INTERN KILLS THE )
SySTEM YOU ARE REVIEWING
|

Thits. Happens. Far. Too Dften.

Ho. Murder I3 never okay. Don't even think that,

%@*H#l

O
O
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LEGAL TAKES YOUR ONLY SKILLED HANDLER
INTO A MEETING TO EXPLAIN THE INCIDENT

Who brought a lawyer to the party? There's
always one person who pretty much runs the
whole IR process. That one essential person.
Well, the legal team took that person away for
“Very Important Reasons.”

NOTES

They may never come back...all of the quiet
people who were just passively listening and
hoping to not get called on now need to step up.
Now is your time. Shine!

Title:
Changed: Increased font size

Description:
No Changes

Graphics:
No Changes

Notes:
No Changes

LEGAL TAKES YOUR MOST SKILLED
HANDLER INTO A MEETING TO
EXPLAIN THE INCIDENT

Who brought a lawyer to the party? There's
always one person who pretty much runs the
whole IR process. That one essential person.
Well,the legal team took that person away for
“Very Important Reasons.”

They may never come back...all of the quiet
people who were just passively listening and
hoping to not get called on now need to step up.
Now is your time. Shine!




53

" MANAGEMENT HAS JUST APPROVED |
THE RELEASE OF ANEW PROCEDURE

Internal N
Analysis (+£
Capture An:

odifier for Ne
is Tasks)

How many times has management come to the
rescue? Knights in shining business suits. Every
once in a great while the benevolent C-suite
smiles on you.

Get taps and monitoring in ASAP!!

X

\

Removed “Management has Just Approved
the Release of a New Procedure”




