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Brought To You By!
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Brought To You By!

Just type “TRAINING,<script>alert(document.cookie);</script>

or ‘ 1=1;--” into the Questions box
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Why?

• Tabletops are not fun
• Arguments over what and 

what does not work
• Incomplete attack scenarios
• Magic unicorn hacks
• What matters?

“Well, we learned a lot 
about our IR processes and 
coworker weaknesses 
today.”
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State of Play

1. Incident Master  
a. Drives the game, what they say goes
b. Draws 4 cards to “build” the 

incident
c. Keeps the game going

2. Players  
a. Draw  4 PROCEDURE cards
b. Discuss and take actions
c. Roll dice on actions

3. Dice - They get rolled
a. 11 and over == Success
b. 10 and lower == fail
c. +3 PROCEDURES

Roles
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D&D Roots

• The goal is to build conversations
• Track missing procedures
• Talk through how your org would 

handle these issues
• It is not a monopoly-style game

• Every action is not scripted
• The IM decides

• It helps to get into roles
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Breaking Down a Card

Title

Suggested 
Detects

Text

Example Tools

Links
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INITIAL COMPROMISE
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PIVOT and ESCALATE
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PERSISTENCE
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C2 and EXFIL
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PROCEDURES
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INJECTS
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Let's Play
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Game One: Procedures
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Game Two: Procedures



© Black Hills Information Security | @BHInfoSecurity 

Questions?


