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Today’s Roadmap

• Why DNS?

• DNS Review

• Tools/Techniques to Manipulate DNS for C2

• Popular Campaigns/Malware that used DNS for C2 

• Getting Visibility

• Tools to Detect DNS C2

• Tool Limitations & Gaps in Coverage
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DNS

• Bonding Agent of the Internet 

• TCP and UDP

• Very difficult to prevent

• Can be easier to detect

• Infamous attacks still using DNS (SolarWinds) – Sunburst Malware

• Vern Paxson
• Practical Comprehensive Bounds on Surreptitious Communication Over DNS

• http://www.icir.org/vern/papers/covert-dns-usec13.pdf

• TL/DR – How to do bad things covertly using DNS

http://www.icir.org/vern/papers/covert-dns-usec13.pdf
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Command and Control

• This talk is CnC focused (post exploitation)

• CnC to include Ingress/Egress 

https://attack.mitre.org/tactics/TA0011/
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RFC Compliance

“But my firewall is RFC compliant…”

Source: https://xkcd.com/927/
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RFC 1035 (circa 1987)

2.3.4. Size Limits

3.2.1. Format

DNS is old but relevant as ever…
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DNS Record Types*

• A/AAAA – Host Address

• TXT – Text Strings

• NULL – Null Resource Record (Experimental)

• CNAME – the Canonical Name for an Alias

• SOA – Marks the start of a zone authority

• PTR – Domain Name Pointer

• MX – Mail Exchange

• AXFR – Request for a Transfer of an entire Zone

* Not intended to be all encompassing  
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MITRE ATT&CK - CnC

Tactic
TA0011: Command and Control

Techniques
T1071 – Application Layer Protocols
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MITRE ATT&CK – CnC

Tactic
TA0011: Command and Control

Techniques
T1001 – Data Obfuscation
T1001.003 – Protocol Impersonation
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Direct DNS Resolution

Attacker Controlled “Nameserver”

External Resolver

Internal Resolver

Bypasses internal 
resolver – if applicable
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Recursive DNS Resolution

Attacker Controlled Nameserver

External Resolver

Internal Resolver
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> Get-Viz

• Visibility will dictate detections…or hunting…or forensics

• Can’t detect, hunt, or forensicate what we can’t 
see/capture/collect/retain
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Position & Acquisition
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Direct vs. Recursive

Direct DNS == Attacker has more flexibility

• any:any -> any:53

• Nameserver not required

• Root domains can be anything (*.akamai.com, *.google.com, *.microsoft.com, …) 

Recursive DNS == Attacker must play by the rules…sort of

• Must have an authoritative Nameserver

• Recursion may break some things (caching, base64, etc.)
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Direct DNS Resolution

Attacker Controlled “Nameserver”

External Resolver

Internal Resolver

Bypasses internal 
resolver – if applicable

• any:any -> any:53
• Nameserver not required
• Root domains can be 

anything
• Abuse nearly limitless
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Recursive DNS Resolution

Attacker Controlled Nameserver

External Resolver

Internal Resolver

• Must have an authoritative 
Nameserver

• Recursion may break some things 
(caching, base64, etc.)

• If playing by the rules, most
artifacts will survive recursive 
queries
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DNS for Evil  - Campaigns/Malware

TrickBot

Wekby (APT 18)

Chafer (APT 39)
PlugX

Sunburst

APT 41

• https://unit42.paloaltonetworks.com/unit42-new-wekby-attacks-use-dns-requests-as-
command-and-control-mechanism/

• https://www.cybereason.com/blog/research/dropping-anchor-from-a-trickbot-infection-
to-the-discovery-of-the-anchor-malware

• https://www.bitdefender.com/files/News/CaseStudies/study/332/Bitdefender-
Whitepaper-Chafer-creat4491-en-EN-interactive.pdf

• https://blog.group-ib.com/colunmtk_apt41
• https://www.mandiant.com/resources/evasive-attacker-leverages-solarwinds-supply-

chain-compromises-with-sunburst-backdoor
• https://www.secureworks.com/research/threat-group-3390-targets-organizations-for-

cyberespionage
• https://research.checkpoint.com/2021/irans-apt34-returns-with-an-updated-arsenal/

Cobalt Group (APT 34)
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DNS – Sunburst C2

CNAME 6a57jk2ba1d9keg15cbg.appsync-api.eu-west-
1.avsvmcloud[.]com

Pointed to: freescanonline[.]com

Source: FireEye
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DNS for Evil – Tools

• Iodine

• DNSCat2

• Cobalt Strike

• DNSFtp

• DNSExfiltrator

General Tunneling

File Transfer
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dnscat2

• https://github.com/iagox86/dnscat2
• Types: TXT, CNAME, MX

Source: https://zeltser.com/c2-dns-tunneling/

https://github.com/iagox86/dnscat2
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DNSFtp

• https://github.com/breenmachine/dnsftp
• Types: TXT

https://github.com/breenmachine/dnsftp
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DNSFtp
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DNS – Read the Labels 

• “Label me this Batman”
• Example using A record queries of hex-content

• python script

• No need to respond – just save the queries
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DNS – Read the Labels 
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DNS

• And the story of case-sensitivity…

• RFC 1035 – 2.3.3. Character Case – November 1987

When data enters the domain system, its original case should be preserved 

whenever possible. In certain circumstances this cannot be done. For example, if 

two RRs are stored in a database, one at x.y and one at X.Y, they are actually 

stored at the same place in the database, and hence only one casing would be 

preserved. The basic rule is that case can be discarded only when data is used to 

define structure in a database, and two names are identical when compared in a 

case insensitive manner.
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caSe MaTters

Case doesn’t 
matter!

I’m sorry, Bill, but 
it does!
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CAse mAtTErs
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DNS Case Sensitivity

• cd c:\

• 01100011 01100100 00100000 01100011 00111010 01011100 
00001010 00001010

• aUTksdLDdDDksEsfidTdfjrnsSLksrANnaQYSpSp.domain.com
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Identifying Gaps

• Identify Gaps
• Analyst Tooling

• Infrastructure Tooling

• Coverage/Visibility

• Testing/Tuning Alerts

• Trust but verify
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Love/Hate Relationships
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Sysmon
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Sysmon – Good
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Sysmon – Fail

No Event 22 Activity
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Zeek – dump-events

$ zeek -Cr dns-test.pcap dump-events.zeek
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Most Epic Data Exfil Ever…
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Where to go from here?

• Prevent Direct DNS at all costs

• Monitor your network at critical chokepoints
• Client -> Internal Resolvers

• Egress chokepoints as a last resort

• Research solutions that provide DNS coverage at the 
application layer

• Application Proxy Firewalls

• OpenDNS
• Cisco Umbrella for enterprises ($$$)
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Takeaways 

• Understand the protocols in your environment 

• Look for outliers in your metadata 
• They come in many shapes/sizes 

• Collect and analyze traffic in your network

• Position of network sensor(s) is key

• Frequency of least occurrence (data stacking is your friend)

• Understand the capabilities of your tools

• Understand the limitations of your tools
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Questions

• Black Hills Information Security
• http://www.blackhillsinfosec.com

• @BHInfoSecurity

• Troy Wojewoda
• @wojeblaze

• https://www.linkedin.com/in/troy-wojewoda-92387183

Check out my upcoming course!
Dates: May 17 – 20, 2022 

http://www.blackhillsinfosec.com/
https://www.linkedin.com/in/troy-wojewoda-92387183
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Questions?

0x3F


