


What is lurking in your 
event logs?



What Not 
to Expect…

Payload Obfuscation

AMSI/Defender Bypass

EDR/XDR Evasion



May 4, 2022

• "In February 2022 we 
observed the technique of 
putting the shellcode into 
Windows event logs for 
the first time “in the wild” 
during the malicious 
campaign. It allows the 
“fileless” last stage Trojan 
to be hidden from plain 
sight in the file system.“ -
SecureList by Kapersky





First the basics…



Windows Event Log Basics

Windows event logs 
use a structured data 
format to record events 
that happen within the 
operating system, 
software, hardware-
based events.




