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* "In February 2022 we
observed the technique of
putting the shellcode into
Windows event logs for
the first time “in the wild”
during the malicious
campaign. It allows the
“fileless” last stage Trojan
to be hidden from plain
sight in the file system.”
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In February 2022 we observed the technique of putting the shellcode into Windows event logs for

the first time “in the wild" during the malicious campaign. It allows the “fileless™ last stage Trojan to

Named pipes-based Trojan

be hidden from plain sight in the file system. Such attention to the event logs in the campaignisn't



Dropper in DLL, search order hijacking
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The dropper not only puts the launcher on disk for side-loading, but also writes information
messages with shellcode into existing Windows KMS event log

8KB chunks of shellcode




First the basics...



Windows Event Log Basics
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