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RALPH MAY

Full-time Pentester @ BHIS

lots of pen testing

I love to Automate

Army Veteran

Home Lab Addict



This is a minefield

Lots of opinions

Plenty of options

Things can get expensive

Price in mind (enterprise)

Lots of products I am not

involved with any of them

We're not going to talk

about every option



Learn new software/concepts

Test in isolated environments

Troubleshoot problems

Test patches

Practice attacks

Emulate Production

Test Malware



What do you want to solve

What do you want to learn

How much do you want to spend

How much will you use it



Network

Switch

Firewall

Wifi

Storage

RAID

Storage Types

NAS

Compute

Components

Form Factors



Internet

Firewall / Router

Switch

Wi-Fi



Avoid Internet provider

routers.

GO for Fiber

Bridge mode on your

Modem/Router



Packet Inspection

IDS/IPS

VLANs

DNS

IP Filtering

Easy Management

VPN's



Firewalla

Simple Configuration

Premade hardware of

different sizes

Segmentation

Deep Packet Inspection

VPN

https://firewalla.com/


 / PFSense Opensense

Open / Source -

Free

Premade

hardware & build

your own

FreeBSD based

Plugins

VPN

https://www.pfsense.org/
https://opnsense.org/


UNIFI UDM

Closed Source

Part of the Unifi

Ecosystem

Large hardware support

Amazing web

management

Simplicity

Not as Feature Rich

https://www.ui.com/consoles


Microtik

Closed Source

Router OS is Very

Powerful

Large hardware support

Very Affordable

Complex

https://mikrotik.com/




Vlans

Management

Port Speed

Size

POE



Unifi

TP Link Omada

NetGear



Speed Wifi-6

Scale

Management

AP vs AP & Router



Unifi

TP Link Omada

NetGear



3.5  SATA Plater

High Space slow

2.5 SATA SSD

Lower Space Fast

M.2 PCI NVME

The fastest / highest cost

per TB

Local Storage

NAS



Raid types

Software

Hardware

Common Raid

Hardware Raid Card

ZFS

BTRFS

Linux MD



Slow / high $

per TB

Fast Fastest / Low &

per TB



Local Storage

Fastest Read & Writes

Single host use

No network limits

Cheapest

Network Storage

Multiple hosts

Network speed limits

Great for files



ZFS File System

VM

Docker / K3

ISCSI

NFS/SMB

Unraid / XFS

VM

Docker

NFS/SMB



Hardware Support

Higher cost / Vs Building

Simplicity

Docker

VM

Low Power



CPU

x86 - 64

ARM

RAM

PCI

GPU

Management

Form Factor

Laptop

Mini PC

Server



General purpose CPU

Largest OS support

AMD / Intel Arc

Higher Power

Best server CPU

high software support







Amazing Performance per

watt

Primarily used in phones

Mac M1/M2

Server 

Raspberry Pi

Limited Windows Support

Not good for virtualization



Size

DIMM

SODIMM

Embedded

Speed

DDR3

DDR4

DDR5

Registered

ECC





Use Case

Password Cracking

Crypto Mining

ML/AI

Desktop / GUI

Increase Cost

Increase Power

Increase Case Size



Extra Monitor and Keyboard

IPMI

Server Motherboards

KVM

Pi KVM



Laptop

Low Power

Low CPU Performance

Thermal Limits

Ram Limits

Not always online

No Expansion

Reuse existing hardware



Mini PC / Desktop

Higher Power

Consumer CPU

Moderate to High CPU

Performace

Dedicated GPU

Ram Limits Around 128gb

Can Remain Online

Some Expansion

Reuse hardware



Server
Highest Power

Enterprise CPU / Mutipal 

High CPU Performace

Dedicated GPU

Ram Limits in the TB

Can Remain Online

Expansion

Dedicated Hardware

Redundant Hardware



Buy a Mini PC

Small Footprint

Lower Power

Limited Ram

Limited Expansion

Easy to Cluster

Dell Optiplex 7070 Micro

Tiny Home Lab

https://www.servethehome.com/introducing-project-tinyminimicro-home-lab-revolution/


Build Desktop

Use existing hardware

Consumer CPUs can be cheaper

Low Noise 

Lots of hardware choices

Flexibility to expand to a new case

Focus on the performance use case

Cheaper upgrades

Ryzen and Intel 12 gen or lower



Buy a prebuilt server

Pre-built enterprise hardware

New servers can be extremely expensive

Older hardware can be very cheap

The Dell r730 is a good option

Rackmount is the primary cheap choice

Desktop options are more expensive

Performace can be lacking



Build Server / Whitebox

Desktop OR rackmount

Server or Desktop CPU

Low Noise 

Lots of hardware choices

Flexibility to expand to a new case

Focus on the performance use case

Cheaper upgrades

Ryzen and Epyc are good choices



Arm Server (Bonus)

Kubernetes

Low Power

Low Noise 

DeskPi Super6C

No VM Support

Pi's are hard to find



eBay

Reddit Home Lab Sales

Facebook Market

Craigslist



Virtualization Type 1

ESXi

Proxmox

Hyper V

Virtualization Type 2

VMWare Workstation

Virtual Box

Containers

Docker

Kubernetes



Ansible

Host Configuration

Windows & Linux

Create Baselines

Terraform

Deploy VM's

Proxmox

Esxi

Cloud

Packer

Baseline images

Windows & Linux

Vagrant

Local VM

HACKEROPS
Shameless plug

https://www.antisyphontraining.com/hackerops-w-ralph-may/


AD Lab

Detection Lab

Self Hosted

IDS/IPS

Logging / Elastic



Active Directory Domain

Test Windows Versions

ADCS

AD Privilege escalation

Payload detonation

EDR Lab Testing 



Detectionlab

https://www.detectionlab.network/introduction/prerequisites/


SelfHosted

DNS - AdGuard

Password - Bitwarden

FIle Sharing - Nextcloud

Anonymous email - anonaddy

VPN - Headscale

Proxy IAM - Pomerium

FIle Drop - Send

https://github.com/awesome-selfhosted/awesome-selfhosted
https://adguard.com/en/welcome.html
https://bitwarden.com/
https://nextcloud.com/
https://anonaddy.com/
https://github.com/juanfont/headscale
https://www.pomerium.com/docs
https://github.com/timvisee/send


Snort

Suricata

Bro (Zeek)

https://www.snort.org/
https://suricata.io/
https://zeek.org/


Commando

Kali

Parrot Linux

Security Onion

Cuckoo Sandbox

Tpot Honypot

https://github.com/mandiant/commando-vm
https://github.com/mandiant/commando-vm
https://parrotlinux.org/
https://github.com/Security-Onion-Solutions/securityonion
https://cuckoosandbox.org/
https://github.com/telekom-security/tpotce


Elastic EDR

Elastic Search

Logging to Elastic

Kibana for Web Search

Log Stash

File Beat



HELK

https://thehelk.com/intro.html


No hardware to buy or own

Fast scaling

Fast to setup

More EXPENSIVE

Limited Windows Support

Hard to control cost

Time Bound



AWS

Microsoft Azure

Digital Ocean

Vultr

Hetzner



High Uptime

Redundancy

Short Usage

Fast Upload

Public IP

Quick Deployment

Automated Deployments

Backups

When should you use

the cloud



Lots of Windows  

High Performance requirements

No uptime requirements

No Automation

 High Storage Requirements

When should you

AVOID the cloud



Hetzner



BHIS Infosec Knowledge

Share

Homelab Reddit

Homelab Discord

https://discord.gg/bhis
https://www.reddit.com/r/homelab/
https://discord.gg/homelab


Decide what you want to learn

or do.

Buy the right hardware

Use automation

Know when to use cloud

There is more open source

software then time.

Join the Community



QUESTIONS

@Ralphte@infosec.exchange
Ralph May

https://infosec.exchange/@Ralphte
https://www.linkedin.com/in/ralph-may/

