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• Currently an independent security researcher
• IANS Faculty, former SANS Instructor
• Former NSA Hacker, endorsed by Shadow Brokers – aka Russian 

Intelligence
• “Digital terrorist,” breaker of software, responder of incidents, 

reverser of malware, injector of code, spaces > tabs
• Dislikes: those who call themselves “thought leaders,” “crypto 

bros,” and anyone who needlessly adds blockchain to a 
software solution

$whoami
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• We’ve got an hour to cover a few artifacts
– I might not cover your favorite
– In fact, it’s statistically likely that I won’t

• Even then, the depth we can cover is low in this format
• To learn more about artifacts generally, come take the class!

• https://www.antisyphontraining.com/advanced-endpoint-investigations/

• If you want to debate artifact selection or coverage in this 
webcast, let’s do it in Deadwood

A Word On Scope
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• Grifter brought a box of Batman 
cereal from 1989 to Shmoocon
– It was awesome
– JK, it was horrific

• Mr. Strand missed out

Speaking of Deadwood…
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• Why Five?
• Incident Responder Artifacts

1. Filesystem Analysis 
2. USN Journal Analysis
3. Prefetch Analysis
4. Event Log Analysis
5. Registry Analysis

• Closing Thoughts

Agenda
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• It seems like every month, 
someone in forensics makes a 
discovery about a new 
artifact they’ve discovered

• Yay! We have more data 
points to analyze and 
contextualize a given 
investigation

Why Five Artifacts?
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• As artifact density increases, forensic analysts are forced to 
triage and prioritize the data that will provide the best 
outcomes for their investigation
– To the extent that digital forensics was ever about “answering 

everything” or “analyzing all artifacts” it isn’t anymore

• We must consider the purpose of performing forensics as 
providing decision support to stakeholders
– As such, the types of decisions they need to make should inform the 

selection of artifacts analyzed

Why Five Artifacts? (Cont.)
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• Filesystem analysis allows analysts to understand timestamps 
and reconstruct patterns of activity

• Each filesystem has its own nuance for how it handles 
timestamps and updates to those timestamps

• On Windows, the primary filesystem is NTFS and has additional 
files for analysis of timestamps, including:
– $LogFile
– USN Journal 
– $I30 (directory) files

Artifact #1: Filesystem Analysis 
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• The standard for filesystem timeline analysis is to create MACB 
timestamp output files

• For NTFS, the following rules apply
M. Content Modification 

A. File Access Time 

C. Metadata Change Time (e.g. file rename, permissions, etc.)

B. Birth Time (file creation time)

• Many filesystems lack the B time to show when a file was 
created (born)

MACB Timestamps
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• Each file record on an NTFS volume has multiple copies of the 
MACB timestamps
– $STANDARD_INFORMATION timestamps are the ones you see in 

Explorer (aka “the normal timestamps”)
– $FILE_NAME timestamps are populated when the file is created and 

almost never modified
• Bonus: most files have two $FILE_NAME records, one for the regular file name 

and one for the 8.3 representation

• Because Windows APIs don’t touch $FILE_NAME timestamps, 
they can be useful in detecting timestamp manipulation

NTFS $STANDARD_INFORMATION and $FILE_NAME
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• The tool MFTECmd (by Eric Zimmerman) parses the NTFS central 
database, the $MFT
– MFT is the Master File Table

• The MFT is typically parsed into a CSV that is then loaded into another 
tool, such as Excel or Timeline Explorer

Filesystem Analysis: MFTECmd
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• The Timeline Explorer tool (by Eric Zimmerman) displays timeline CSV 
files in a more convenient format than Excel (and many other tools)

Filesystem Analysis: Timeline Explorer
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• While the MFT does track last access timestamps, as we noted, 
these are disabled by many operating systems
– The USN (Update Sequence Number) Journal provides data showing 

the operations performed on files

• This provides more than a simple timestamp when the last 
operation of a given type (create, access, modify, change 
metadata) was performed
– The USN Journal also captures significantly more operation types than 

just MACB 
– USN journal data may include references to operations on deleted files 

Artifact #2: USN Journal Analysis 
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• Some use cases for USN Journal analysis:
– Knowledge that a file existed on the system
– Knowledge of file deletion (and when)
– Identifying that Prefetch files have been deleted (and which ones)
– Seeing when a user has overwritten a file prior to deletion (often used 

in secure delete and anti-forensics)
– Locating a staging directory where files were collected prior to being 

archived, exfiltrated, and deleted
– Identifying when malware has marked files with the hidden or system 

attribute to limit visibility in Explorer (and unfortunately, other tools) 

Why Process USN Journal?
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• The MFTECmd application from Eric Zimmerman used for MFT processing 
also processes data from the USN journal
– The file name you need to acquire is $Extend\$UsnJrnl
– The data is in a special stream named $J 

• Point to the $J file with the -f parameter, just like when using the tool to 
parse an MFT

Processing the USN Journal
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• The USN Journal shows the existence of a now deleted file name 
exfil.7z (and a directory of the same name

USN Journal Shows Interesting Deleted Files 



17

• Some Windows systems log prefetch files, intended to aid in optimally 
moving drive heads to read files
– The principle is that files needed early in execution by an application won’t change 

substantially in future executions

• Prefetch files are not enabled on Windows servers and often are not 
enabled on workstations when Windows detects an SSD during 
installation
– Subsequent change to an SSD doesn’t disable Prefetch

• Prefetch files are located in C:\windows\Prefetch and have a .PF 
extension
– One file is created per {appName, path, command line} tuple

Artifact #3: Prefetch Analysis
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• The peCmd tool from Eric Zimmerman is a tool that can parse all known 
versions of prefetch files
– Many prefetch parsers cannot handle compressed prefetch files (Win8+)

• Unlike many other prefetch parsers, peCmd can process an entire 
directory of prefetch files simultaneously
– Most standalone parsers operate on a single file at a time

• The peCmd tool can also generate a timeline of Prefetch activity
– This is useful in understanding the larger context of an investigation, especially 

when combined with filesystem timeline data

Analyzing Prefetch Files
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peCmd Output - Multiple Executions
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peCmd Output – File and Directory Hints
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• Entire presentations have been done on event log analysis
– Due to the laws of space and time, we can’t repeat all that content now

• I gave that presentation at Wild West Hackin’ Fest Reno and 
looked for the recording but can’t seem to find it
– Maybe that will be a future webcast?
– Or perhaps I’ll update the presentation for Deadwood this year?

Artifact #4: Event Log Analysis
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• There are no shortage of tools to process .evtx logs
– Including the native Windows Event Viewer

• The data you see in the Event Viewer is a combination of the 
data stored in the event logs and maps to label the data

• When analyzing event logs on different systems from where 
they were generated, you may need to build your own maps to 
translate data elements appropriately

Event Logs Analysis
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• The EvtxECmd (by Eric Zimmerman) can extract Event Logs to be 
analyzed in a CSV

• EvtxECmd features:
– Include or exclude specific event IDs
– Provide custom mappings for event logs
– Only extract data from specific date and time ranges
– Deduplicate entries from Volume Shadow Copies
– Build a histogram of event IDs (EvtxECmd calls this “metrics”)

Event Logs Analysis: EvtxECmd
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• EvtxECmd parsing the security event log

Event Logs Analysis: EvtxECmd (Cont.)
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• Registry analysis can provide multiple types of useful evidence 
for investigations, including:
– Malware persistence
– Evidence of file knowledge
– Mounted drives
– Services created
– Software installed (and often uninstalled)
– Files viewed in Explorer (USRCLASS.DAT)
– Evidence of execution
– SO… MUCH… MOAR!

Artifact #5: Registry Analysis
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• The registry is an amazing (and often confusing) place to 
perform analysis
– The vast majority of registry entries are uninteresting in any forensics 

investigation (many aren’t even documented)

• The challenge is knowing where to apply your limited time
– The plugins list from Zimmerman’s RECmd is a good place to start if 

you don’t have any other leads
• https://github.com/EricZimmerman/RegistryPlugins

– Alternatively, consider the RegRipper Plugin list
• https://github.com/keydet89/RegRipper3.0/tree/master/plugins

Registry Analysis – Where to Start?
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• The RECmd tool (from Eric Zimmerman) can be used to process 
registry files from the command line

Registry Tools: RECmd
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• Parsed SOFTWARE ASEP data in Timeline Explorer

Registry Tools: RECmd
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• Forensics is about analysis, not tools
– Tools process the data
– Analysts make sense of the output 

• We’ve been pretty tool heavy today, but have also shown some 
types of questions you can answer with analysis

• We cover significantly more analysis considerations in the course
– https://www.antisyphontraining.com/advanced-endpoint-investigations/

Closing Thoughts


