
A Brief Introduction to 

Cybersecurity in Space











https://www.space.com/russia-luna-25-moon-crash-cause-found https://en.wikipedia.org/wiki/Phobos_1
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ADCS – Attitude Determination & Control System
PAYLOAD - <insert mission here>
EPS – Electrical Power System
CDHS – Command & Data Handling System
COM - Communications
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• Technical

• Economical

• Orbital

• Operational

• Regulatory

• Environmental

• Reliability & Redundancy 

• Launch

• End-of-Life
• Security





https://eos.com/wp-content/uploads/2022/10/three-earth-orbits.jpg.webp





…



https://www.theregister.com/2023/08/11/satellite_hacking_black_hat/



Most Vulnerable Segment in a Space System

• Direct Network Attack

• Software Vulnerabilities

• Jamming of Signals

• Physical Attacks



• Uplink/Downlink Jamming

• Spoofing

• Replay Attacks

• Weak or No encryption (Fallback)

• Jamming of Signals

• Weather if using optical based Comms



• Space Debris

• Resource Based Constraints Abuses (DoS)

• Software Vulnerabilities

• Kinetic Weapons

• Environmental
• Radiation
• Temperature
• Gravity

• Redundancy 

• Supply Chain





TREKS

SPACE-SHIELD









https://www.spacesecurity.info/an-analysis-of-the-viasat-cyber-attack-with-the-mitre-attck-framework/



https://public.ccsds.org/Pubs/350x1g3.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8401.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2023/NIST.IR.8270.pdf











PWNED in Space – Paul Coggin 
https://youtu.be/vDTSzfoJnus?si=ZTYyBdTe9J69iO3I
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