
Business Email Compromise

Prevent - Detect - Respond

POWERED BY



• Unpatched Vulnerabilities

• Misconfiguration

• Identity Attacks

Threat Vectors [consolidated]

“9 out of 10 data breaches start with Phishing”





1. Invoke Trust and/or Trigger Emotional Response

2. Override Decision-Making w/Call to Action

3. Manipulate Identity/Actions for Financial Gain

4. Use Compromised Identity to Invoke Trust

[...REPEAT...]

The BEC Kill Chain [simplified]

“you can’t stop 2 seconds of stupid”



“Things can only get better worse.”
                     ~ Patterson Jones



Agenda

• Prevention Strategies

• Detect/Respond

• M365 Tips & Tricks

• Resources

• Appendix [Anatomy of a BEC]



Patterson Cake

“strive for perfection...
   come within a quarter inch”

Incident Response Contrarian



Prevention Strategies
know your enemy and yourself



1. Invoke Trust and/or Trigger Emotional Response

2. Override Decision-Making w/Call to Action

3. Manipulate Identity/Actions for Financial Gain

4. Use Compromised Identity to Invoke Trust

[...REPEAT...]

The BEC Kill Chain [simplified]

“you can’t stop 2 seconds of stupid”



1. Invoke Trust and/or Trigger Emotional Response

*..It’s probably coming from someone they know/trust.*..

*..You’re probably not fixing this one directly.*..

The BEC Kill Chain [simplified]

“you can’t stop 2 seconds of stupid”
but you should still try!

2. Override Decision-Making w/Call to Action

3. Manipulate Identity/Actions for Financial Gain

4. Use Compromised Identity to Invoke Trust

[...REPEAT...]



1. Invoke Trust and/or Trigger Emotional Response

Your enemy and yourself...

Tell them a story! [funny...happy...sad]

Make it personal/relatable!

Be succinct!

2. Override Decision-Making w/Call to Action

3. Manipulate Identity/Actions for Financial Gain

4. Use Compromised Identity to Invoke Trust

[...REPEAT...]



GUARD THESE THINGS LIKE YOUR FUTURE DEPENDS ON IT

“May I have your...”

No!Credit Card Number? 

Social Security Number? 

Username/Password? 

No!
No!

Because it does!



1. Invoke Trust and/or Trigger Emotional Response

The BEC Kill Chain [simplified]

MFA = One layer of Defense in Depth

2. Override Decision-Making w/Call to Action

*..Multi-Factor-Auth is your due diligence.*..

*..Multi-Factor-Auth is NOT a silver bullet.*..

3. Manipulate Identity/Actions for Financial Gain

4. Use Compromised Identity to Invoke Trust

[...REPEAT...]



1. Invoke Trust and/or Trigger Emotional Response

The BEC Kill Chain [simplified]

IMPORTANT = $, $$, $$$, $$$$?

2. Override Decision-Making w/Call to Action

3. Manipulate Identity/Actions for Financial Gain

*..Implement Multi-Factor-Workflow for 

ALL IMPORTANT transactions.*..

4. Use Compromised Identity to Invoke Trust

[...REPEAT...]



1. Invoke Trust and/or Trigger Emotional Response

The BEC Kill Chain [simplified]

“you can’t stop 2 seconds of stupid”
but you should still try!

2. Override Decision-Making w/Call to Action

3. Manipulate Identity/Actions for Financial Gain

4. Use Compromised Identity to Invoke Trust

*..Monitor for post-exploitation indicators.*..

[...REPEAT...]

Newly Created Inbox-Rules with Short/Unusual Names
Bulk Outbound Mail Messages (especially with links)



Detection & Response
simple...effective...repeatable



• BEC Standard Operating Procedures
• BEC “Identifiers” (UEBA)
• M365 Investigative Tips

Threat Report [“the wild”]

[...”the weeds”...]



• Observes User Behavior (often a few days to two weeks)
• Explores M365 Content
• Impersonates User in $$$ Transactions
• Hides Actions From User (Inbox-Rules)*

• Favorite Name = “.”
• Moves mail to “unused” folder, e.g. “RSS Feeds”

• Registers M365 Applications (Search/Steal Data)
• Impersonates User to Phish Contacts

BEC SoP [“the wild”]

*[Find the Rule → Find the $$$ Target]



• Have we been compromised?
• If yes, then:

• What accounts have been impacted?
• What unauthorized access occurred?
• What unauthorized actions occurred?

BEC Investigative Questions [???]

“that, Detective Spooner, is the right question!”



• Username/Password
• Browser/OS [User-Agent String]
• Source IP Address
• MFA Type/Device
• Session Cookie

M365 Identifiers [UEBA]

“what differentiates you from me?”



• Username/Password
• Browser/OS [User-Agent String]
• Source IP Address
• MFA Type/Device
• Session Cookie

M365 Identifiers [UEBA]

“what differentiates the User from the TA?”



• Have we been compromised? – Yes  
[Firefox/Linux...Netherlands]

• If yes, then:
• What accounts have been impacted?
• What unauthorized access occurred?
• What unauthorized actions occurred?

BEC Investigative Questions [???]

“that, Detective Spooner, is the right question!”



M365 Investigative Tips
simple...effective...repeatable



#1 Acquisition – SIGN-IN LOGS:
Entra Admin\Sign-In Logs...

• Add all “Columns”
• Set Date to Max Range [note 100K max entries]
• Download in CSV & JSON [x6 each]

BECUEBA - Entra ID [”have we been compromised”]

7 to 30 days retention!!!



START HERE:
• Entra Admin\Sign-In Logs...

BECUEBA - Entra ID [”have we been compromised”]

7 to 30 days retention!!!



#2 – Acquisition - AUDIT LOGS:
• Entra Admin\Audit Logs...

• Add all “Columns”
• Set Date to Max Range [note 250K max records]
• Download in CSV & JSON [x1 each]

BECUEBA - Entra ID [”have we been compromised”]

7 to 30 days retention!!!



#3 Investigation – SECURITY REPORTS:
• Entra Admin\Security...

• Risky Users
• Risky Sign-Ins

BECUEBA - Entra ID [”have we been compromised”]

IMPORTANT



#4 Investigation – SIGN-INS:

BECUEBA - Entra ID 
[”have we been compromised” – “what unauthorized access occurred”]

• Username/Password
• Browser/OS [User-Agent String]
• Source IP Address
• MFA Type/Device
• Session Cookie



#5 Investigation – AUDIT LOGS:

BECUEBA - Entra ID 
[”what unauthorized access/actions occurred”]

• ‘Update User’ [MFA changes?]
• StrongAuthenticationUserDetails...NewValue

• ‘Add Service Principal’ [App Registrations?]
• DisplayName...NewValue

• ‘Add App Role Assignment Grant to User’ [App Registrations?]
• ServicePrincipal...ID



#6 Acquisition – UAL:

Unified Audit Log (UAL)
[”what unauthorized access/actions occurred”]

• Purview*
• PowerShell*
• Graph API



Unified Audit Log (UAL) - PSA

Audit Log Record Type [RecordType]
• Exchange Admin [1]
• Entra Id Events [8]
• Security Compliance Alerts [40]

https://dub.sh/m365-recordtype 

https://dub.sh/m365-recordtype
https://dub.sh/m365-recordtype
https://dub.sh/m365-recordtype


Purview – Compliance “Audit”



#6 Acquisition & Analysis – UAL:

Unified Audit Log (UAL)
[”what unauthorized access/actions occurred”]

• PowerShell→SOF-ELK [up to 365 days retention]
• ‘New-InboxRule’...Name:Name,Value; FromAddressContainsWords

https://git.new/m365-bec 

https://git.new/m365-bec
https://git.new/m365-bec
https://git.new/m365-bec


Resources

https://www.blackhillsinfosec.com/blog
1: wrangling-the-m365-ual-with-powershell-and-sof-elk-part-1-of-3
2: wrangling-the-m365-ual-with-powershell-and-sof-elk-part-2-of-3 
3: wrangling-the-m365-ual-with-powershell-and-sof-elk-part-3-of-3

https://git.new/m365-bec 

***PWYC Workshop – M365 BEC  - October 17, 2025 [4 Hour]***

https://www.blackhillsinfosec.com/blog
https://git.new/m365-bec
https://git.new/m365-bec
https://git.new/m365-bec


Anatomy of M365 BEC
know your enemy...step-by-step



Anatomy of a Business Email Compromise

[...”someone you know”...]

#1: Trigger an emotional response with call to action
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Anatomy of a Business Email Compromise

[...”Man in the Middle”...]

#2: User clicks malicious link to “Evil Proxy”



Anatomy of a Business Email Compromise

#3: User visits malicious M365 login



Anatomy of a Business Email Compromise

40

#3: User visits malicious M365 login

M365 IAM:
a. Username/PW
b. Device/Browser (User-Agent)
c. MFA/Device
d. Session Cookie
e. Source IP



Anatomy of a Business Email Compromise
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#3: User visits malicious M365 login



Anatomy of a Business Email Compromise
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#4: User enters username and password



Anatomy of a Business Email Compromise
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#5: “Evil proxy” captures username and password



Anatomy of a Business Email Compromise
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#6: If MFA is enforced, user is prompted to Approve/Deny 
and then redirected to legit M365 login portal



Anatomy of a Business Email Compromise
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#7: “Evil proxy” brokers auth from User to M365, 
capturing MFA session cookie



Anatomy of a Business Email Compromise
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#1-7: Becoming the “User”

M365 IAM:
a. Username/PW
b. Device/Browser (User-Agent)
c. MFA/Device
d. Session Cookie
e. Source IP

TEMPORAL PROXIMITY



Anatomy of a Business Email Compromise
#8: “Threat Actor” imports cookie into browser session 
to bypass auth and MFA and access User Mailbox



Anatomy of a Business Email Compromise
#9: “Threat Actor” has full access to M365 
account/mailbox, without using username/pw or MFA!

[...SharePoint, OneDrive, Teams, VPN?...]



Anatomy of a Business Email Compromise
#10: “Threat Actor” often adds a new MFA sign-in method 
to maintain persistence w/o session cookie



Anatomy of a Business Email Compromise

#11: “Threat Actor” searches/monitors mailbox looking for 
financial “opportunities:”

• Often observes for a few days to a couple of weeks

• Impersonates User to interact with business associates to redirect $$$ via ACH, wire 
transfer, or account access [other staff, HR, accounts payable, vendors, etc.]

• Creates inbox-rules to redirect and hide unauthorized mail communications

• Pilfers M365 (email, SharePoint, OneDrive) looking for additional credentials

• Registers “Enterprise Applications” to maintain persistence of gain additional 
functionality, eg mailbox synchronization, M365 search, etc.

• Impersonates User to “Phish” established business relationships

• Rinse...wash...repeat...



Entra\Users\User Settings

M365 BEC HARDENING



Q&A

Patterson Cake
@SecureCake

github.com/secure-cake

patterson@blackhillsinfosec.com

[...blackhillsinfosec.com/blog...]
52



Thank you!
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