Green Expansion Deck v2.2 - Attack Tool(s) and Detection Link(s) with Blogs

Initial Compromise (Cards 1-3)

1. Exploitation of Missing HSTS (HTTP Strict Transport Security)

MITRE: 71557.002 - Adversary-in-the-Middle

Attack Tools:
o SSLStrip
o SSLSplit
= Detection Methods:
o Firewall Log Analysis
o Network Threat Hunting
o Endpoint Security Protection Analysis
= Procedure Links:
o https://github.com/moxie0/sslstrip
o https://github.com/droe/sslsplit
Helpful Blogs:
o BHIS: Analyzing downgrade attacks (similar blog topic)

2. Supply Chain Attack

MITRE: 71195 - Supply Chain Compromise

= Attack Tools:
o SUNBURST
o SUPERNOVA
= Detection Methods:
o Endpoint Analysis
o Endpoint Security Protection Analysis
o Network Threat Hunting
= Helpful Links:
o https://krebsonsecurity.com/2020/12/solarwinds-hack-could-affect-18k-
customers/

o https://www.wired.com/story/russia-solarwinds-hack-roundup/



https://github.com/moxie0/sslstrip
https://github.com/droe/sslsplit
https://krebsonsecurity.com/2020/12/solarwinds-hack-could-affect-18k-customers/
https://krebsonsecurity.com/2020/12/solarwinds-hack-could-affect-18k-customers/
https://www.wired.com/story/russia-solarwinds-hack-roundup/

3. Physical Access Compromise

MITRE: 771790, T1200 physical techniques

= Attack Tools:

Clipboard

RFID Badge Cloner

Crowbar

Lockpicks

Stolen Keys

Counterfeit Work ID
o Ladder

= Detection Methods:

O O O O O

o Physical Security Review
o User Awareness Training
= Helpful Links:
o Example training: https://youtu.be/rnmcRTnTNC8

Pivot & Escalate (Cards 4-8)

4. SMB Abuse

MITRE: 77557.007 - LLMNR/NBT-NS Poisoning, SMB Relay

e Attack Tools:

o NTLMRelayX

o CrackMapExec

o Responder

o Inveigh
e Detection:

o SIEM Log Analysis

o Firewall Log Analysis

o User & Entity Behavior Analytics
e Helpful Links:

o https://github.com/Kevin-Robertson/Inveigh



https://youtu.be/rnmcRTnTNC8
https://github.com/Kevin-Robertson/Inveigh

o https://www.blackhillsinfosec.com/an-smb-relay-race-how-to-exploit-

llmnr-and-smb-message-signing-for-fun-and-profit

o https://www.blackhillsinfosec.com/webcast-group-policies-that-kill-kill-
chains

5. Internal Spearphishing

MITRE: T1534 - Internal Spearphishing

e Attack Tools:
o Compromised internal email services
o Gamaredon-style TTPs
e Detection:
o Server Analysis
o User Awareness Training
o SIEM Log Analysis
e Helpful Links:
o https://attack.mitre.org/techniques/T1534/

6. Access Token Manipulation

MITRE: 71734 - Access Token Manipulation

e Attack Tools:
o PowerSploit
o Empire
o PoshC2
e Detection:
o Endpoint Analysis
o Active Defense & Cyber Deception
e Helpful Links:
o https://github.com/Exploit-install/PowerSploit
o https://attack.mitre.org/techniques/T1134/
o https://pentestlab.blog/2017/04/03/token-manipulation
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7. Stale Network Address Configuration (SNAC) Attack

MITRE: 71046 — Network Service Discovery context

e Tools:
o Eavesarp
e Detection:
o Network Threat Hunting
o Firewall Log Analysis
e Helpful Links:
o https://github.com/arch4ngel/eavesarp

o https://www.blackhillsinfosec.com/analyzing-arp-to-discover-exploit-stale-
network-address-configurations

8. Cleartext Passwords in Files

MITRE: T1552 - Unsecured Credentials

e Tools:
o Snaffler
o PowerShell Empire
e Detection:
o User & Entity Behavior Analytics
o Active Defense & Cyber Deception
o Endpoint Analysis
e Helpful Links:
o https://github.com/SnaffCon/Snaffler
o https://www.blackhillsinfosec.com/power-posing-powerops
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Persistence (Cards 9-13)

9. Dormant Malware

MITRE: T1546.014 - Event Triggered Execution

e Attack Tools:
o Tsunami
o WMI Malware
e Detection:
o SIEM Log Analysis
o Endpoint Analysis
e Helpful Links:
o https://attack.mitre.org/techniques/T1546/014
o https://youtu.be/XFk-bOaT6cs

10. Third-Party Malware Injection

MITRE: T1554 - Compromise of Third-Party Components

e Attack Tools:
o Stuxnet-esque packages
o Bonadan
e Detection:
o Endpoint Analysis
o User & Entity Behavior Analytics
e Helpful Links:
o https://www.welivesecurity.com/2014/02/21/an-in-depth-analysis-of-

linuxebury
o https://attack.mitre.org/techniques/T1554

11. Malicious Email Rules

MITRE: 71137 - Email Rules


https://youtu.be/XFk-b0aT6cs
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e Attack Tools:
o Native mailbox rule creation
e Detection:
o SIEM Log Analysis
o Endpoint Security Analysis
e Helpful Links:
o https://attack.mitre.org/techniques/T1137/

12. Service Recovery Hijacking

MITRE: T1543 - Create/Modify System Process

e Attack Tools:
o Windows Service Recovery Actions
e Detection:
o Endpoint Analysis
e Helpful Links:
o https://kb.infobridge.com/hc/en-us/articles/207123929-Setting-Windows-
Service-Recovery-options

13. Startup Registry Injection

MITRE: 77112 - Modify Registry

e Attack Tools:
o regcommand
e Detection:
o Endpoint Analysis
e Helpful Links:
o https://attack.mitre.org/techniques/T1112/
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C2 & Exfiltration (Card 14)

14. Physical Medium as EXxfil

MITRE: T1052 - Exfiltration via Physical Media

e Attack Tools:
o USB Drive
o “Socks anda Dream... a dream of evil.”
e Detection:
o Physical Security Review
o Endpoint Analysis
e Helpful Links:
o https://attack.mitre.org/techniques/T1052/



https://attack.mitre.org/techniques/T1052/
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