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$ whoami

Chris Traynor
• Pentester at Black Hills InfoSec
• Owner of Ridgeback InfoSec, LLC
• Antisyphon Author/Instructor

⚬ Offensive Tooling Foundations
⚬ Offensive Tooling for Operators
⚬ BOTH now available via On-Demand**

• Certs: GSEC, GCIH, GWAPT, & GPEN
• @cstraynor
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• By Ridgeback InfoSec
• Open Source CLI/TUI Tool
• github.com/ridgebackinfosec/cerno
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Cerno

Modern Nessus Review & Security Tool 
Orchestration



• Thousands of findings across hundreds of hosts
• Context switching between Nessus UI and terminal tools
• No persistent tracking of reviewed findings
• Copy-paste IP addresses and ports for each tool command
• Lost progress when terminals close or sessions end
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The Problem

The Manual Nessus Review/Verification 
Struggle



• Import .nessus files into SQLite database (single source of truth)
• Interactive TUI with keyboard-driven navigation
• One-command tool launches against exact hosts/ports
• Persistent session tracking (resume where you left off)
• Cross-scan analysis and host tracking
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The Solution

Cerno: Discern What 
Matters



• Interactive Rich-based TUI with color-coded
severity levels

• Tool orchestration: nmap (NSE profiles), NetExec,
Metasploit, custom commands

• CVE extraction and Metasploit module search
• Host comparison and overlapping findings analysis
• NetExec database integration (credential

correlation) [Beta]
• Custom workflow mappings for plugin-specific

verification
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Feature Overview

Key Capabilities



• Location: ~/.cerno/cerno.db (global, cross-scan)
• Fully normalized schema with foreign key constraints
• Computed statistics via SQL views (no redundant data)
• Foundation tables: severity_levels, artifact_types, hosts, ports
• Cross-scan tracking: "show all findings for host X across all scans"
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Database-First Design

SQLite as Single Source of 
Truth



• cerno.py - CLI entry point (Typer commands)
• nessus_import.py - XML parsing and database import
• render.py - Rich UI tables, panels, menus
• tui.py - Interactive navigation and action handlers
• tools.py - Command builders and tool orchestration
• analysis.py - Host comparison, superset detection
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Module Architecture

Clean Separation of 
Concerns



• Import: .nessus XML parsed, hosts/ports normalized into database
• Review: Query findings by severity, display in Rich tables
• Tool Execution: Pass host/port data to nmap/NetExec/MSF
• Track Results: Tool executions and artifacts logged in database
• Resume: Session state persists across terminal closures

9

DO NOT REDISTRIBUTE

Data Flow

From Nessus to Verified 
Finding



• Severity selection: 1-5 for levels, M for Metasploit, W for workflows
• Finding list: N/P pagination, F filter, S sort, H host compare
• Detail view: V view hosts, E CVEs, T tools, W workflow, M mark reviewed
• Responsive layouts adapt to terminal width
• Press ? for context-sensitive help anywhere
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Interactive TUI

Keyboard-Driven Review 
Interface



• Color-coded: Critical (red), High (yellow), Medium (blue), Low (green), Info (cyan)
• Review progress tracking per severity level
• Special filters: [M] Metasploit modules, [W] Workflow mapped
• Sort modes: Severity, Plugin ID, Name, Host count
• Text filtering with partial matching
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Severity Filtering

Prioritize What 
Matters



• Focus on specific findings
• Affected hosts, Nessus output details, CVE info, & MORE!
• Get flags for existing Metasploit modules & mapped Workflows
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Finding Review

Get To Verifying - Level-Up Your Workflow



• NSE Profiles: Crypto, SSH, SMB, SNMP, IPMI
• Custom scripts addable alongside profiles
• UDP support for SNMP/IPMI (automatic)
• Pre-flight summary: targets, scripts, output directory
• Results saved: ~/.cerno/artifacts/<scan>/<severity>/<plugin>/
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Tool Orchestration - nmap

One-Command Tool 
Launches



• NetExec: Protocol selection (smb, ssh, rdp, etc.), auto-populates
targets

• Metasploit: Module search by CVE/description, launch msfconsole
• Custom: Placeholder substitution for flexible templating
• Placeholders: {TCP_IPS}, {UDP_IPS}, {TCP_HOST_PORTS}, {PORTS}
• All executions logged with exit code, duration, sudo usage
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NetExec & Custom Tools

Beyond nmap - NetExec, Metasploit, 
Custom



• Credential correlation - Shows which NetExec-discovered credentials have access to affected
hosts

• Share access - Displays SMB share read/write permissions across hosts
• Security flags - Highlights SMB signing disabled, Zerologon, PetitPotam vulnerabilities
• Per-host breakdown - Press [N] in finding view for detailed per-host NetExec context
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NetExec DB [Beta]

Beyond nmap - NetExec, Metasploit, 
Custom



• [H] Compare Hosts: Groups findings with identical host:port
combinations

• [O] Overlapping: Identifies superset relationships
• Group filtering: Focus on related findings
• Use case: "5 findings affect same 3 hosts" - review together
• Reduces duplicate work across plugins
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Host Comparison

Find Patterns Across 
Findings



• Sessions auto-save to database (start time, scan context)
• Resume prompt on startup shows session details
• Review states: Unreviewed or Reviewed
• Undo capability: [U] restores completed to pending
• Session statistics: duration, per-severity breakdown
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Session Persistence

Never Lose Your 
Progress



• Config file: ~/.cerno/config.yaml (auto-created)
• Commands: cerno config show/set/reset
• Custom workflows: YAML mapping plugin IDs to verification steps
• NetExec: Configure workspace path
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Configuration

Customize Your 
Workflow



demo
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Getting Started



• GitHub: github.com/ridgebackinfosec/cerno
• Issues: github.com/ridgebackinfosec/cerno/issues
• Docs: docs/ folder in repository
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Questions?



thank yoU

blackhillsinfosec.com

antisyphontraining.com

Chris Traynor

for attending
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ridgebackinfosec.com

free labS!
https://tinyurl.com/freelabsfree


