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Education/Certifications
• BS Computer Engineering & Computer Science (CNU)

• GSE, GRID, GNFA, GCFA, GCIH, GCIA, GREM, GAWN, GSEC (GOLD), CISSP
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Why NSM?

• Essential for identifying and measuring risk in a computer network

• Provides a "high-ground" advantage for Defensive Operators

• Complementary to observed endpoint activity

• Provides coverage where endpoint telemetry is lacking

• Opportunity to detect threat actor before endpoint compromise

• Learn from missed activity opportunities

• Push further up the TA Kill Chain
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What is Zeek?

• About Zeek IDS
– Developed by Vern Paxson

– 30+ years old

– IDS but more…

• Meta-data all the network things

• Built on frameworks to digest various areas of network categorization

• Rule logic constructed by hooking into “events”

“Bro is not strictly an intrusion detection system that 
generates alerts, like Snort. Rather, Bro generates a 
range of NSM data, including session data, transaction 
data, extracted content data, statistical data, and even 
alerts -- if you want them.”

- Richard Bejtlich, TaoSecurity
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Modes of Operation

Continuous Monitoring Processing PCAPs
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Step 0

Prep Time: ¯\_(ツ)_/¯

Install Time:
1

¯\_(ツ)_/¯
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NSM Placement

Private IP Space

Public IPs (NAT) 
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Step 0

• Acquire Hardware*
• Install OS
• Identify Monitoring Ports (Network Interfaces)

o Helpful commands
• Span/Tap Traffic (Placement) # ip a

# ip -h -s link show [int_name]
# ethtool –S [int_name]
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Step 1
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Step 1

Decide the path you want to take:
1. Docker

o https://github.com/activecm/docker-zeek
2. Source Code | Linux Binaries

o https://zeek.org/get-zeek/

https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
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Step 1.a

https://github.com/activecm/docker-zeek

$ curl -fsSL https://get.docker.com | sh -

$ sudo wget -O /usr/local/bin/zeek 
https://raw.githubusercontent.com/activecm/docker-
zeek/master/zeek

$ sudo chmod +x /usr/local/bin/zeek

$ zeek start

https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
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Step 1.b

https://github.com/zeek/zeek/wiki/Binary-Packages
• Debian
• Fedora
• OpenSUSE
• Raspbian
• Ubuntu

https://github.com/zeek/zeek/wiki/Binary-Packages
https://github.com/zeek/zeek/wiki/Binary-Packages
https://github.com/zeek/zeek/wiki/Binary-Packages
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Step 2

$ curl -fsSL https://get.docker.com | sh -

$ sudo wget -O /usr/local/bin/zeek 
https://raw.githubusercontent.com/activecm/docker-
zeek/master/zeek

$ sudo chmod +x /usr/local/bin/zeek

$ zeek start
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Step 3 Zeek (install)
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$ which zeek

$ file /usr/local/bin/zeek

Reviewing the Script

It’s a script!
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Reviewing the Script



© Black Hills Information Security 

      @BHInfoSecurity

Customizing…
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Customizing…moar
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Customizing…moarrr
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Cleanup

$ sudo curl -o /usr/local/bin/zeek_log_clean.sh \
  https://raw.githubusercontent.com/activecm/zeek-log-
clean/main/zeek_log_clean.sh

$ sudo chmod +x /usr/local/bin/zeek_log_clean.sh

$ echo "* * * * * root flock -n /tmp/zeek-log-clean 
/usr/local/bin/zeek_log_clean.sh" \
  | sudo tee /etc/cron.d/zeek-log-clean
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Docker-Zeek Recap

• /usr/local/bin/zeek – Docker-Zeek handler script (just type zeek as a shortcut) 

o zeek restart – Restarts the docker container 

• /opt/zeek/ – Zeek’s top level directory

• /opt/zeek/etc/ - Zeek sensor configuration

o /opt/zeek/etc/node.cfg contains the entry for which interface Zeek will attach its network 

processing from (interface=af_packet::eth1)

• /opt/zeek/logs/ - Contains Zeek’s archived logs, where logs older than one hour are rotated to.

o For example: /opt/zeek/logs/2025-10-31/ will contain all the logs for October 31, 2025.

• /opt/zeek/spool/manager/ - Contains the current hour logs (log roll to /opt/zeek/logs/ at the top 

of each hour)

• /opt/zeek/share/zeek/site/autoload/ - Contains additional Zeek configurations that support 

persistent customizations (i.e., will reapply when the container restarts).

o For example, this is where we configured the logs to be in JSON format and disabled 

syslog.log logging by zeek
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Docker-Zeek Recap

• /usr/local/bin/zeek_log_clean.sh – Runs every 60s to ensure no more than 90% disk utilization

• # docker exec –it zeek /bin/bash – Enter docker-zeek container in an interactive bash shell 

• # zeek restart – Restart docker-zeek container

• # zeek start – Start docker-zeek container

• # zeek stop – Stop dockre-zeek container

• # zeek update – Update to the latest docker-zeek container instance
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Story Time



© Black Hills Information Security 

      @BHInfoSecurity

Story Time
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!(src/dst) IP
!(Source/Destination) - instead: Originator/Responder

id.orig_h id.resp_h
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Resources

• https://zeek.org/

• https://github.com/activecm/docker-zeek

• https://github.com/activecm/zeek-log-clean

• https://corelight.com/hubfs/resources/zeek-
cheatsheets/corelight-cheatsheet-poster.pdf

• https://www.blackhillsinfosec.com/introduction-to-zeek-log-
analysis-wrap/
https://www.youtube.com/watch?v=a2Cp6VYQuvU

https://zeek.org/
https://zeek.org/
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
https://github.com/activecm/docker-zeek
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Upcoming Training!

Network Forensics & Incident Response (2Day Course)
• WWHF @Mile High: February 10 & 11 2026 (Denver, CO/Remote)
https://wildwesthackinfest.com/wild-west-hackin-fest-mile-high-2026-pre-con/

• SOC Summit: March 30 & 31 (Remote)
https://www.antisyphontraining.com/product/network-forensics-and-incident-response-with-troy-wojewoda/

Foundations of Network Forensics and Analysis (4h – PFWYC)
• Workshop: January 30, 2026 (Remote)
https://www.antisyphontraining.com/product/workshop-foundations-of-network-forensics-and-analysis-with-
troy-wojewoda/
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0x3F

• Black Hills Information Security
• http://www.blackhillsinfosec.com

• @BHInfoSecurity

• Troy Wojewoda
• @wojeblaze

• https://www.linkedin.com/in/troy-wojewoda-92387183
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