
How to Detect Malicious 
Remote Workers

Could a nation-state threat actor get hired 
and stay invisible to your SOC?



DPRK Solution – Did you Hire a North Korean?



Did We Just Hire a North Korean?
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How comfortable are you
 to spot deepfakes?

No Not SureYes



CISSP | OSC
Advisory CISO & Thought Leader
AI | AI GRC | Agentic AI | Generative AI
Human Risk Management | Risk Management | Cybersecurity 

James R. McQuiggan



Human Risk

SOC PlaybookUse Cases

Attacker's Playbook Legal
Impact

Overview

Today’s Journey
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Overview



High Level Overview



DRPK Education

          
        

     
        

            
         

         
        

                     
                

                

             
            

                 
         

                  
                  
               

                
                   
                  



The Ultimate Inside Threat – DPRK Job Opps
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Attacker’s Playbook



Contagious Interview / WageMole Campaigns



Investigations – Crowdstrike / Okta / Unit 42



• Stolen SSN’s addresses, creds
• Leverage AI generated images

How Identities Are Built – AI Images

Stock photo AI Generated



GenAI Resumes



• Physical U.S. address for laptop delivery
• Hosting of company-issued devices
• Forwarding of payroll deposits
• Management of stolen U.S. identities for 

IRS reporting
• Remote access software installation on 

company laptops
• Accepting payments transfer to NK
• Help with fake identities
• Provide references

Stateside Assistance
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Face Swap / Voice Cloning & Webcams ➜  LIVE Deepfakes



DEMO
FaceSwap & Real Time Voice Content (RVC)



20

Deepfake Video Swap
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Video Camera Real time Video Deepfake Face Swap Interview



         
    

        
       
  

     
    

         
         
       

         
         
       
   

                                            

                  
         

                                
        

                 
                

                  
            
        

KnowBe4 Use Case – July 2024
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Legal Impact



DOJ Operations 

Millions of USD  $
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NK Farmers Arrested

https://www.justice.gov/archives/opa/pr/fourteen-north-korean-nationals-indicted-carrying-out-multi-year-fraudulent-information
https://www.justice.gov/opa/pr/justice-department-announces-coordinated-nationwide-actions-combat-north-korean-remote



New Jersey 







309
Companies

Chapman Operation

Operation

100+
Companies

Wang et al.

200
FBI Victim Notifications
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Laptop Farms Raided

"There are hundreds of Fortune 500 organizations that have hired these North Korean IT workers. 
Literally every Fortune 500 company has at least dozens, if not hundreds, of applications.”

- Mandiant CTO Charles Carmakal, RSAC 2025

Companies Infiltrated — The Numbers
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SOC Playbook
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Technology - Deepfake Dashboard
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12 Best AI Deepfake Detector Tools



Detecting VOIP Numbers & Identity



SOC Telemetry
Identity Logs

• Concurrent logins from geographically 
impossible IP pairs; 

• VPN origin flags in Okta/Azure AD; 
• new RMM tool installation events. 
• Astrill VPN ASN traffic is a primary indicator.

Endpoint / EDR

• RustDesk, AnyDesk, TinyPilot, VS Code 
Dev Tunnels 

• USB device insertion
• Raspberry Pi connections
• Session / Log  file manipulation

Network

• Traffic to Astrill VPN ASNs
• Unique or odd outbound traffic to personal 

GitHub repos
• Large data transfers during off-hours

DLP

• Unusual volume of code repository downloads
• SharePoint/OneDrive bulk access
• email forwarding rules created by new hires. Red



Hiring Flags

• Same phone #, email appearing across multiple 
applicant resumes

Reused VoIP Numbers or 
Email Addresses

• Application address differs from resumeAddress Mismatch for Laptop 
Delivery

• Reluctance to turn on webcam during interviews or 
show physical environmentCamera Hesitancy

• Applicant wants laptop forwarded to another 
address (laptop farm) 3rd Party Device Forwarding
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BE CURIOUS

HR – Hiring Tips

Ask questions about their 
surroundings
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Human Risk



AI First Ready Security Team

Threat Modeling
Cross-Functional

Literacy

Tool Familiarity Upskilling
Strategies



Is this a deepfake?
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Consider these questions…

People – What Should We Be Asking?
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Apply the FAIK Factor Framework

F
A
I
K

Freeze & Feel

Analyze the Narrative & Emotional Triggers

Investigate (Claims, Sources, etc.)

Know, Confirm, & Keep Vigilant
Courtesy: Perry Carpenter: FAIK Files
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“What is that book that 

  you recommended to me?”

Using Questions/Be Curious



TRUST & VERIFY BE SKEPTICAL POLITELY PARANOID
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Most Secure 
Woman? Emma Faye

MFA
Multifactor 

Authentication
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Questions?



300+ companies in one 
operation

They’re using AI too for 
images and resumes

Threat Hunting Extortion Can Happen 

Key Takeaways



Graphics Provided by…

katiemcquiggan.com
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