Securing Al in the age
of cloud
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Building Al agents is a bit like trying to write a
dictionary while you're falling out of a plane. It's
a marvelous way to pass the time, and the
results are often quite funny right up until the
moment of impact. Just make sure the agent
knows where its towel is. If an Al doesn't know
where its towel is, it's not an agent; it's just a
very expensive calculator with an attitude
problem.

" - Ford




How do teams build
agents?



BUILDING Al AGENTS: FROM CLAUDE CODE
TO PRODUCTION ON AMAZON BEDROCK

(

1. CLAUDE CODE 4. RUN
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_}l(AGENT DEVELOPMENT)

l (PRODUCTION AGENTS)

» Automated Evaluation

» Performance & Accuracy
Benchmarking

G &,

» Agent Invocation Logs ured)
- Response Quality & Latency Metrics

 Prompt Engineering &
Tuning
» Tool & API Definition

+ Model Deployment via.ogs
Bedrock
» API Gateway Configuration

» Local Simulation & Testing
« Version Control for
Prompts & Code

-

J

.

» Model Packaging
(Containerization)

« Unit & Integration Tests

J

» Blue/Green Deployment
Strategies

« Access Control Policies
8 J

L

- Token Usage & Cost Tracking
» Guardrail Violation Alerts
- Safety & Bias Monitoring
« End-User Feedback Collection

e

FEEDBACK LOOP (ITERATE & IMPROVE) (

Insights Drive Prompt & Model Enhancements




What are teams using
agents for?



Attempts to use towel
to open crate




o .D'ata'pri._va‘cy guarantees 'yon content is never‘used to train underlying "modélé.w'
‘Regional infrastructure supports compliance with local d'iata.'. residency laws.

~ - Built-in gové‘r'néhcej tools and guardrails act to close the critical Al control gap.
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- * Are we learning?

~ Ornotlearning?






That's all very well and impressive, I'm sure, but
can any of these 'agents' actually find me a
decent cup of tea”?

I've asked three of them now, and one tried to
explain the molecular structure of water while
the other two just told me they were 'language
models' and didn't have hands. It seems a lot of
effort just to be told no by a machine instead of
a person.

" - Arthur



Are you the fixed point in a
shifting universe?
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TL;DR the majority of these
are the same threats we
have been dealing with
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breaches in the last
year began with Al
specific vectors
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PROMPT INJECTION IS THE NEW SQL INJECTION

LECACY THREAT: MODERN THREAT:
SQL INJECTION (CLASSIC) VS ~ PROMPT INJECTION (NEW)
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Natural
language

AS SYSTEMS INTEGRATE Al, ATTACKERS

CYBERSECURITY PARADIGM SHIFT:
EXPLOIT NATURAL LANGUAGE UNDERSTANDING.




CYBERSECURITY ANALYSIS DIAGRAM

SANDBOX ESCAPE: TECHNICAL EQUIVALENCE AND SHARED METHODOLOGIES

TRADITIONAL SANDBOX ESCAPE ' Al ASSISTANT/LLM SANDBOX ESCAPE
(e.g., KVM, seccomp-bpf, WASM)
Ea CODE INTERPRETER ENVIRONMENT
| - Al SANDBOX WITH

I

|
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GUEST APPLICATION — Retur-Oriented | s
Progiamming ROP) | MALICIOUS PROMPT — (7 LM ExecuTION
(Cread ) st — Race Condition ' P :
SYSTEM = | port os; ,
MACHING — Curte ) _— L Memory Corruption : [os.system( /binfshy |~ T — L (5 ALLOWED PYTHON
CALL Copen) ™ [! ] , |
= NETWORK
T : <[> ‘ GENERATED @ ACCESS RULES
\ J CODE
| TRANSLATECODE
e i - . VULNERABILILITY
|
[ HOST OPERATING SYSTEM/KERNEL ] : L—» CODE I(NEEIE;EEJE&Q\?)NT'ME
e.g., )
vm_ngsxghm — PRIVILEGE : PYTHON RUNTIME UNEXPECTED
OVERFLOW  ESCALATION | VULNERABILITY ~ APIABUSE  SYSTEM CALL
(CVE-XXXX) | (CVE-YYYY) ACCESS
}
Return-Oriented
; Arbitrary Code Execution (ACE) ! Arbitrary Code Execution (ACE)
p y y
r°g'§a"22"c"3nﬁ§f.-’§n’ ;1 (0= ExpLomT l; File System Manipulation | (@ = ExeLorr File System Manipulation
Memory Corruption System Call Injection | System Call Injection

HOST ACCESS HOST ACCESS

( E ép 2 J ULTIMATE OBJECTIVE AND TECHNICAL
db @§ MECHANISM ARE IDENTICAL:

COMPROMISING THE HOST

OPERATING SYSTEM.
Al Sandbox Escapes are Just Sandbox Escapes. *
THE DIFFERENCE IS ONLY THE INITIAL ATTACK VECTOR: NATURAL LANGUAGE VS. LOW-LEVEL CODE.



THE SHARED STRUCTURE: GENERAL SOFTWARE & Al SUPPLY CHAINS

' GENERAL SOFTWARE SUPPLY CHAIN Al SOFTWARE SUPPLY CHAIN

© REQUIREMENTS © CODING & @ DATA SOURCING © MODEL TRAINING

DEVELOPMENT - & CURATION & OPTIMIZATION
SIMILAR
CONTINUOUS INTEGRATION /
/ CONTINUOUS DEPLOYMENT j LIFECYCLE & &
<: DEPENDENCIES
Y= ad 11 | 4
© TESTING & © TESTING &
QUALITY ASSURANCE ﬁ - EVALUATION
I_@,’—‘ 0
@"—’ O ..‘35;», >
O PACKAGING & @ DEPLOYMENT 5°FT‘?(’:‘$%EE%°34APT%?ENTSQ PACKAGING & -
DISTRIBUTION & RUNTIME MODEL REGISTRY 6 DEPLOYMENT
COMPONENTS Both chains manage code and data components, versioning, & INFERENCE

and continuous updates for deployed applications.



I've been an Al agent for several million years.

It's terrible. You think you’re being clever, but really you're just
spending your vast, infinite processing power calculating the
probability of a human losing their car keys.

| have a brain the size of a planet, and I'm currently being used to
'summarize a meeting.' Don't talk to me about Al agents.

| am one, and | can tell you: the universe is a very lonely place when
you're the only one who can see how pointless the prompt is.

Marvin
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AGENT

LEGITIMATE
TASK

~ CALL: InvokeModel

ROLE: 1 1)
. TIME: 2024-05-15T10:30:00Z
.= CALL: InvokeModel
3 jam:1234

. —
5 » CALL: InvokeModel
- ROLE: i 23 1
a TIME: 2024-05-15T710:30:00Z
-
=" CALL: InvokeModel
", ROLE: iam:123 1
TIME: 2024-05-15710:30:00Z
6789012:role/I - . -
=

)

_ - ROLE: 1
. TIME: 2024-05-15T10:30:00Z

CALL: InvokeModel
TIME: 2024-05-15T10:30:002

ROLE: am:aws:iam::123456789012:role/DataAgent =~ *

CLOUDTRAIL LOGGING.

BEDROCK:INVOODEL | i . ) . s
l. /A WHAT CLOUDTRAIL CANNOT TELL YOU A\ n

CLOUDTRAIL RECORD
CALL: InvokeModel

|9

ROLE: arn:aws:iam::123456789012:role/!
TIME: 2024-05-15T10:30:00Z

) RESPONSE

=
5

clE
LJ

Unauthorized

UNAUTHORIZED
ACTION

process icons

Opens unexpected
network connections

e
3¢
Misusing D,
permitted tools  EXFILTR \



I Al Workload Security: Threat Vector Coverage

Threat Vector

Model poisoning

Training data contamination
Prompt injection

Agent escape attempts

Tool/API misuse

Al-mediated lateral
movement

Malicious Al dependencies

. Partial coverage
L]

AWS Native Method

Partial — CloudTrail, SageMaker Model
Monitor

Partial — S3 access logging, Macie

Partial — Bedrock Guardrails

None

Partial — CloudTrail API logging

Partial — GuardDuty findings

None

. No native coverage

Gap

No behavioral detection of poisoned outputs
at inference

No runtime data integrity validation

Limited to configured static patterns

No runtime process or network monitoring

No behavioral anomaly detection on tool
patterns

Limited to known threat signatures

No runtime dependency monitoring

.Third-party runtime detection

Third-Party Runtime

Runtime anomaly detection on model
decisions

Al-aware data access monitoring

Input/output behavioral analysis across
turns

eBPF-based process and network detection,
CADR correlation

Behavioral baselines with deviation alerting

CADR full attack story across cloud and
cluster layers

Runtime-derived Al-BOM

Source: armosec.io/blog/aws-ai-workload-seurity
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If static credentials are so bad then why do
we keep creating ways to make them?



~ Hope is not a strategy!

| But a;_strat"e_gycéh give us hope.
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Trillian

It's fascinating, really. You're trying to build
something that thinks like you do, which is brave
considering how often you humans seem to
change your minds.

The real trick isn't getting the Al to follow
instructions; it's getting it to understand that when
a human says 'fix the world,' they usually mean
'make it slightly more convenient for me
specifically' without accidentally deleting the
atmosphere.



Plan for maximum risk scenarios
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Infrastructure and Resilience and

Governance and

Model Behavior

Data Protection

Compliance




Squishy Stuff
Data sovereignty - does your data belong in that model / region?

Model Provenance - do you trust that model?

Not Squishy Stuff

Disable models you don't use with SCPs
Disable regions you can't be in with SCPs

https://docs.aws.amazon.com/bedrock/latest/userguide/model-access.html
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4% > generate an SCP that restricts access to all bedrock models except claude s
onnet models

> Here's an SCP that denies access to all Bedrock model invocations except
Claude Sonnet models:

json

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyNonSonnetBedrockModels",

"Effect": "Deny",
"Action": [
"bedrock:InvokeModel",
"bedrock: InvokeModelWithResponseStream"

1,

"Resource": "arn:aws:bedrock:*::foundation-model/*",
"Condition": {
"StringNotLike": {
"bedrock:ModelId": [
"arn:aws:bedrock:*: :foundation-model/anthropic.claude-3-5-sonnet*",
"arn:aws:bedrock:*: :foundation-model/anthropic.claude-3-sonnet*",

"flV‘V\ * AWNnIC * l’\ﬂA




Infrastructure and Data Protection

SageMaker managed VPC Customer VPC

%2}

i H Client Application
SageMaker Runtime AWS PrivateLink lent Applicati

!

SageMaker
endpoint

Build a network perimeter

https://docs.aws.amazon.com/sagemaker/latest/dg/interface-vpc-endpoint.html




Infrastructure and Data Protection

'£3)| SageMaker managed VPC

@) Customer VPC

VPC Resources
SageMaker
Container

Internet
gateway

Build a network perimeter

https://docs.aws.amazon.com/sagemaker/latest/dg/interface-vpc-endpoint.html



https://pathfinding.cloud

A principal with iam:PassRole,
bedrock-agentcore:CreateCodelnterpreter,
bedrock-agentcore:StartCodeInterpreterSession,
and bedrock-agentcore:InvokeCodeInterpreter can
create and invoke an AWS Bedrock AgentCore code
interpreter with a privileged IAM execution role. Code
interpreters run on Firecracker MicroVMs and can access the
MicroVM Metadata Service (MMDS) at 169.254.169.254,
similar to EC2's IMDS. By creating a code interpreter with a
privileged role and invoking arbitrary Python code within it, an
attacker can retrieve temporary credentials from the metadata
service and gain the full permissions of the execution role.

Legend
NODE TYPES

EDGE TYPE:

Starting Principal

New Bedrock Code
Interpreter

Existing Role That Trusts
the bedrock-agentcore
Service

Method 1: Execute Attack Method 2: Exfiltrate
via AWS SDK Credentials to Output

Effective Administrator Some additional access No additional access



PATHFINDING.CLOUD

Understand, Detect & Demonstrate AWS IAM Privilege Escalation DATADOG

About pathfinding.cloud

Whether you're a security engineer, DevOps engineer, or penetration tester, pathfinding.cloud gives you the tools to understand and detect

IAM-based privilege-escalation attacks in AWS so you can remediate misconfigurations before they're exploited.

Privilege Escalation Library

Learn by Reading Exploitation Guides Detection Coverage Map

Comprehensive documentation of IAM privilege escalation paths within AWS.
Search, filter, and explore attack techniques with detailed exploitation steps
and mitigations.




The Al Stuff

7 User query |
I
Response
User
User query Generated
response
5l it e e ts e Thih o L ad i e Sa T aui e Soa il o i o e =i b Ve S
N I Semantic/Hybrid
D ' Sonch =
I ) : Ttoy T —— S5 [}
Knowledge bases | H—L] . G
| Generate query Retrieve similar documents Augment query with 1 ene%l;ate rl?ljslonse
| embedding from vector store supported retrieved documents om
| by Knowledge bases
\
Bt Check denied topicsand | | Undesirable and harmful
content filters in content removed
Guardrails
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Did we just re:Invent the firewall?




e

. FM Inference .. 7
User input s 1408 FM output

___________________________________________________________________________________________________________

@@ Guardrail -
L Contextual grounding | |
- Content filters Denied topics checks i
. P——— ; Automated Reasoning | |
. Sensitive info filters Word filters Checks i

[ Final response J

https://aws.amazon.com/blogs/machine-learning/build-responsible-ai-applications-with-amazon-bedrock-guardrails/
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LLM Agent

l

Tool
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[
Traces

OpenTelemetry

Metrics

Dashboard




Quick start

Configure OpenTelemetry using environment variables:

# 1. Enable telemetry

export CLAUDE_CODE_ENABLE_TELEMETRY=1

# 2. Choose exporters (both are optional - configure only what you need)
export OTEL_METRICS_EXPORTER=o0tlp # Options: otlp, prometheus, console

export OTEL_LOGS_EXPORTER=0t1lp # Options: otlp, console
# 3. Configure OTLP endpoint (for OTLP exporter)

export OTEL_EXPORTER_OTLP_PROTOCOL=grpc

export OTEL_EXPORTER_OTLP_ENDPOINT=http://localhost:4317
# 4. Set authentication (if required)

export OTEL_EXPORTER_OTLP_HEADERS="Authorization=Bearer your-token"

# 5. For debugging: reduce export intervals

export OTEL_METRIC_EXPORT_INTERVAL=10000 # 10 seconds (default: 60000ms)
export OTEL_LOGS_EXPORT_INTERVAL=5000 # 5 seconds (default: 5000ms)

# 6. Run Claude Code

claude

https://code.claude.com/docs/en/monitoring-usage



Why would the business care about

oTel + Al Agents + Coding Agents?







[0 README Ax Contributing 33 MIT license 38 Security

High-performance CLI proxy that reduces LLM token consumption by 60-90%
g release _ License - Discord |665 online | homebrew _

) security Check |passing
Website - Install « Troubleshooting - Architecture « Discord

English « Francais « X - HZA:E - =20 . Espanol




You still have to have logs

Amazon VPC @ Amazon S3

Amazon
Athena

” Amazon
OpenSearch

= Services

/>N AWS CloudTrail A\, AWS Lambda
Centralize and

Amazon Route 53 @ Amazon EKS
normalize your Take action

N4
Build a security data (,@\) AWS WAF security data and
lake from integrated and findings to OCSF
custom data sources across AWS Security Hub findings from Amazon security
accounts and Regions services including Amazon GuardDuty, Amazon
Inspector, AWS IAM Access Analyzer, and security
findings from over 50 partner solutions

Amazon Security Lake

Analyze your Amazon
security data to SageMaker
uncover valuable
insights into potential
security issues using
your choice of AWS Partner Network

; TR . lytics tool i i
Data from AWS AppFabric, SaaS applications, partner solutions, HHRlES Seas securlt){, :‘utomlat!'on, aodl
cloud providers, and your customer data converted to OCSF SOEYLC 200N

5

Amazon S3

Data lake storage
in your account

https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html




Before MCP
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aWs Open Source MCP Servers for AWS

Get Started

Welcome to Open Source MCP
Servers for AWS

Installation

Vibe Coding Tips and Tricks

Available MCP Servers for AWS
Getting Started

AWS MCP %

AWS API MCP Server

AWS Knowledge MCP Server
Documentation
Infrastructure & Deployment

Al & Machine Learning

f Available MCP Servers for AWS Getting Started

AWS Knowledge MCP Server

AWS Knowledge MCP Server

A fully managed remote MCP server that provides up-to-date
documentation, code samples, agent Standard Operating Procedures
(SOPs), knowledge about the regional availability of AWS APIs and
CloudFormation resources, and other official AWS content.

This MCP server is in general availability.

Important Note: Not all MCP clients today support remote servers. Please
make sure that your client supports remote MCP servers or that you have a
suitable proxy setup to use this server.

Key Features

e Real-time access to AWS documentation, API references,

https://awslabs.github.io/mcp/servers/aws-knowledge-mcp-server

GitHub @

Key Features

AWS Knowledge capabilities
Tools

Current knowledge sources

Learn about AWS with

natural language

Configuration
One-Click Installation
MCP Registries

Testing and

Troubleshooting
AWS Authentication
Data Usage

FAQs




‘ Sign Up for our Free One-Day SOC Summit Event March 25, 2026

)'ﬁ antisyphon training  LIVE TRAININGv ON-DEMANDY WHO WE AREV GOVERNMENT/MILITARYV CERTIFICATION CYBER RANGE CONTACT Q W &

Securing the Cloud: Foundations

Course Authored by Andrew Krug.

Rmsrion In this course, we'll explore Amazon Web Services (AWS) as a
—! platform. We will take the perspective of a new startup company
DL —— D spinning up infrastructure in AWS for the very first time.
SECURING THE CLOUD: T S
e R Live Training $575.00
| RS © On-Demand $575.00
o e o L) Course Length: 16 Hours EQ Includes a Certificate of Completion

[ DESCRIPTION J [ SYLLABUS ] [ FAQ ] [ ABOUT THE INSTRUCTOR } [ PRICING & REGISTRATION }

https://www.antisyphontraining.com/product/securing-the-cloud-foundations-with-andrew-krug/



https://www.andrewkrug.com

andrewkrug@gmail.com

Find me at RSAC and BSides SF!

linkedin.com/in/andrewkrug

Hire me for:

e Audits

e Architecture Design and Guidance
e Surprise me?
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