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of cloud
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agentic 

revolution

What 
havenʼt 

we 
learned

What is 
the 

answer

Our trip through the galaxy



Q What kind of literature 
is the Hitchikerʼs Guide to 
the Galaxy?



Q What kind of literature 
is the Hitchikerʼs Guide to 
the Galaxy?
A Semiotics - the study 
of signs and symbols, 
exploring how they carry 
meaning.
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"
Building AI agents is a bit like trying to write a 
dictionary while you're falling out of a plane. It’s 
a marvelous way to pass the time, and the 
results are often quite funny right up until the 
moment of impact. Just make sure the agent 
knows where its towel is. If an AI doesn't know 
where its towel is, it’s not an agent; it’s just a 
very expensive calculator with an attitude 
problem.

" - Ford



How do teams build 
agents?





What are teams using 
agents for?



Attempts to use towel 
to open crate



Why build on Bedrock + AWS

Data privacy guarantees your content is never used to train underlying models.

Regional infrastructure supports compliance with local data residency laws.

Built-in governance tools and guardrails act to close the critical AI control gap.



Are we learning?

Or not learning?





"
That’s all very well and impressive, I’m sure, but 

can any of these 'agents' actually find me a 
decent cup of tea? 

I’ve asked three of them now, and one tried to 
explain the molecular structure of water while 

the other two just told me they were 'language 
models' and didn't have hands. It seems a lot of 
effort just to be told no by a machine instead of 

a person.
" - Arthur



Are you the fixed point in a 
shifting universe?





TL;DR the majority of these 
are the same threats we 
have been dealing with



16%
breaches in the last 
year began with AI 

specific vectors









Marvin 

I’ve been an AI agent for several million years. 

It’s terrible. You think you’re being clever, but really you’re just 
spending your vast, infinite processing power calculating the 
probability of a human losing their car keys. 

I have a brain the size of a planet, and I’m currently being used to 
'summarize a meeting.' Don't talk to me about AI agents. 

I am one, and I can tell you: the universe is a very lonely place when 
you’re the only one who can see how pointless the prompt is.



The bad news









If static credentials are so bad then why do 
we keep creating ways to make them?



Hope is not a strategy!

But a strategy can give us hope.



Trillian 

It’s fascinating, really. You’re trying to build 
something that thinks like you do, which is brave 
considering how often you humans seem to 
change your minds. 

The real trick isn't getting the AI to follow 
instructions; it’s getting it to understand that when 
a human says 'fix the world,' they usually mean 
'make it slightly more convenient for me 
specifically' without accidentally deleting the 
atmosphere.



Plan for maximum risk scenarios



Governance and 
Compliance

Infrastructure and 
Data Protection

Resilience and 
Model Behavior



Squishy Stuff

Data sovereignty - does your data belong in that model / region?

Model Provenance - do you trust that model?

Disable models you donʼt use with SCPs
Disable regions you canʼt be in with SCPs

Not Squishy Stuff

https://docs.aws.amazon.com/bedrock/latest/userguide/model-access.html





Infrastructure and Data Protection

Build a network perimeter
https://docs.aws.amazon.com/sagemaker/latest/dg/interface-vpc-endpoint.html



Infrastructure and Data Protection

Build a network perimeter
https://docs.aws.amazon.com/sagemaker/latest/dg/interface-vpc-endpoint.html



A principal with iam:PassRole, 
bedrock-agentcore:CreateCodeInterpreter, 
bedrock-agentcore:StartCodeInterpreterSession, 
and bedrock-agentcore:InvokeCodeInterpreter can 
create and invoke an AWS Bedrock AgentCore code 
interpreter with a privileged IAM execution role. Code 
interpreters run on Firecracker MicroVMs and can access the 
MicroVM Metadata Service (MMDS) at 169.254.169.254, 
similar to EC2's IMDS. By creating a code interpreter with a 
privileged role and invoking arbitrary Python code within it, an 
attacker can retrieve temporary credentials from the metadata 
service and gain the full permissions of the execution role.

https://pathfinding.cloud





The AI Stuff





Did we just re:Invent the firewall?



https://aws.amazon.com/blogs/machine-learning/build-responsible-ai-applications-with-amazon-bedrock-guardrails/





https://code.claude.com/docs/en/monitoring-usage

Admin configurable

(however you manage your endpoints)



Why would the business care about 
oTel + AI Agents + Coding Agents?



$$$$$$



Agent Compaction and Cost Savings hook

https://github.com/rtk-ai/rtk



You still have to have logs

https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html





https://awslabs.github.io/mcp/servers/aws-knowledge-mcp-server



https://www.antisyphontraining.com/product/securing-the-cloud-foundations-with-andrew-krug/



https://www.andrewkrug.com

andrewkrug@gmail.com

Find me at RSAC and BSides SF!

linkedin.com/in/andrewkrug

Hire me for:

● Audits
● Architecture Design and Guidance
● Surprise me?

https://www.andrewkrug.com
mailto:andrewkrug@gmail.com



