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disclaimer

Nothing in the following presentation
represents my employer.

Any technical mistakes or misstatements
in this presentation are attributed to me
alone.
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enior computer science student s one of six LSUS

student analysts that protect the university’s network in the

Security Operations Center. Student analysts gain valuable

LSUS students developing essential cybersecurity skills protecting S S e e
University's network k™ s T

positions are rare
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expectation management

why do we still use email?
business risk and email
analyzing samples'#

email attack/defense future
wrap up

Q&A (time permitting)
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Email is a rather dry topic, but we must
endure to fortify our client, the SMB,
against email as an Initial Access vector.
(you may discover that some roles & skills
In infosec are not as glamorous as exploit
dev but are nevertheless important to
operations)



'GLASSDOOR’ eTough!

34 Red team operator jobs in United St..

Red Team, US, 34x

Red Team Operator

Atlanta, GA
$99K - $124K ([Employer provided)

111 Penetration tester jobs in United Stat...

o1 CACl International 3.8%
Pentester, US, 111x Penetration Testr
’ ’ Chantilly, VA
$113K - $238K [Employer provided)]

‘' Best Places to Work

Most relevant v

A

20d

773 Soc analyst jobs in United States
g City of Seattle 3.8%

Cybersecurity Analyst

Seattle, WA
$62.26 - $93.90 Per Hour [Employer provided)

Thank you AttacklQ for the original image.



0x01- why do we still
lse email?
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\ls' “We Ef alway
is wa

- =
- Rear Admiral Grace Hopper
ioneering Computer Scientist
1906-1992

https://nationalcioreview. com/artlcles insights/leadership/weve-always-done-it-this-way/



why? hecause...

"According to the Project Management
Institute (PMI) Pulse of the Profession®
(2013a) poor communication is the leading
reason for project failure, citing poor
communications as a contributing factor
In 56% of the projects that failed.”

https://www.pmi.org/learning/library/communication-method-content-in-project-9937
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favorite tool (pt. 1) Rt

me studying all these
man-made horrors so
they are no longer beyond

my comprehension
1960s
1971 70s & 80s 1990s
O o o
1969
Electronic Ray Tomlinson sent  university, gov Free services
messaging begins first email across agency, and defense Hotmail & Yahoo,
with Compatible =~ ARPANET using contractor and paid service
Time-Sharing name@host adoption. 1987 AOL bring

System (CTSS) “Cuckoo’sEgg”  widespread email

use to many homes

can we go back somehow?



0x01 a brief history noone’s favorite tool (pt. 2)

2003 2004 2003-2014 2012-2024
O ® ® =
Congress passed Google launchesthe Sender Policy Domain-based
the “CAN-SPAM” free “GMail” service, Framework, b.2003, Message
act. youneededacode getsRFC7208in  Authentication,
from a friend (Igot 2014. DomainKeys  Reporting, and
clearly ineffective! one) |dentified Mail gets Conformance, RFC

RFC 6376 in 2011. 7489, adoption
grows 2010s-2024.



0X02 - business risk
and email 7 ™
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https://www.flickr.com/photos/65367656 @N08/5964832054




H
Anecdotes

CISO at Georgetown: "50% of my SOC
Analyst’s time is spent on emails.”

Colleague at TekStream Solutions: “Yes, |
also spent 50% of my SOC time on email, so |
would say that is accurate.”




A

CIS Control 9 - Email and Web Browser Protections =

Safeguard 9.1: Ensure Use of Only Fully Supported Browsers and Email Clients

Safeguard 9.2: Use DNS Filtering Services

Safeguard 9.3: Maintain and Enforce Network-Based URL Filters

Safeguard 9.4: Restrict Unnecessary or Unauthorized Browser and Email Client Extensions
Safeguard 9.5: Implement DMARC

Safeguard 9.6: Block Unnecessary File Types

Safeguard 9.7: Deploy and Maintain Email Server Anti-Malware Protections
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THEGEORGETOWN ENVIRONMENTAL

LAW REVIEW

Cybersecurity Policy Responses to the Colonial
Pipeline Ransomware Attack

March 7, 2023 by Kimberly Wood

I
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w.law.georgetown.edu/environmental-law-review/blog cybér§écufity—po icy-responses-to-the-colonial-pipeline-ransomware-attack/

The Colonial Pipeline transports refined oil products to the East Coast.



account?

Chain.

Reconnaissance Resource
Development

8 techniques

Initial Access Execution Persistence

11 techniques 11 techniques 17 techniques 23 techniques

What is the potential business impact to

ATT&CK Matrix for Enterprise

layout: side ~ show sub-techniques  hide sub-techniques
Privilege Defense Evasion Credential Discovery Lateral
Escalation Access Movement

14 techniques 47 techniques 17 techniques 34 techniques 9 techniques

even one compromised business emall

Hint: it's the beginning of the Cyber Kill

Collection Command and
Control

18 techniques

Exfiltration Impact

17 techniques

9 techniques 15 techniques




sparkleyz100
heya cutie

doomsdaysoothsay
just give me the virus link




scenario 1

Situation: alocal business owner
reached out to us, due to our reputation
as the discoverable "good at computers”
person, to assist with email troubles.

“My assistant is getting these annoying
emails constantly!”



Cloud CLOUD SERVICES

Payment failed for your Cloud storage
renewal @

We couldn’'t renew your Cloud storage subscription because your
payment method needs to be updated. ==

Your payment method has expired.

Please update your payment details to avoid service interruption.

Subscription ID: CLDSTRG-23454530

Product: Cloud Storage

Without enough Cloud space, you may not be able to store all your data and files in
the Cloud service. This service allows you to store photos, videos, documents, and
more securely and access them from any device. g

Update payment method #




Who (what) sent this? Why?

I. WARNING: Failure Notice 1 spam-pract

<2 lert-7836@vtgdl.mail.one.ass0036.softmeld.biz.ua>
fome »

I -This message was sent from a trusted sender.




petermination

At this point, | have enough indicators to
consider the email suspicious at a
minimum. Then we can delete it or
perform other mitigations.

Let’s gather more information. For
science.



URL analysis

Question: what does the button in the
email do? It probably has a URL behind it...
Behind the button:

hxxps|:// |storage|.|googleapis|.]com/str
ow/strw_v2.html#?act=cl&pid=16740_m
dSuid=4&vid=4446488&0fid=387&lid=338
&cid=850574




URLanalysis.  use your tools to dig/\

= (1) 8/94 security vendors flagged this domain as malicious C Reanalyze More VvV
94

X Registra Creation Date Last Analysis Date
hybridglobalnet.com i ' Q
NameCheap, Inc. 9 months ago 1dayago 20)

Phishing (alphaMountain.ai) Phishing and Other Frauds ~ phishing and other frauds

Community

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (O Do you want to automate checks?
alphaMountain.ai Phishing Chong Lua Dao

CRDF (D Malicious CyRadar

Forcepoint ThreatSeeker 7 hishing Lionic

Seclookup () Malicious Webroot

Gridinsoft () Suspicious Abusix (©) Clean




other tooIS

https://www.abuseipdb.com/
https://urlscan.io/
https://hybrid-analysis.com/



dig sately

The goal is to conduct an investigation to
gather evidence and make a determination
safely:

e Use adifferent web browser.

e Use a virtual machine.

e Use third party tools.

e Use a sandbox, like Any Run.




further digging ideas’\

Analysis
header analysis:

O

O O O O

O

Sender (what is shown by default)
From vs Return-to comparison

SPF, DKIM, DMARC, ARC

domain analysis: age, reputation,etc
email message body (lures, URLSs)
attachments, other indicators

Who (what) sent this? Why?



scenario 2

Situation: a local SMB owner reached out
to us stating they believe some money
was tricked out of them. Their lawyer
asked for evidence. We must find it.

“Please help us get our money back!”



We recently spotted activity on your PayPal account that may not be yours. If this
isn't recognized, please contact us by phone. Otherwise, $1025.44 will be
charged today.

Your request is already under processing. Reach out for any queries.

Order Summary

Purchase: Doge

Quantity: 0002065

Wallet Address: 5c¢f281e6-52e4-4d13-b499-b3195e8f06a6
Amount: $1025.44

Order concerns?
Call to raise an immediate complaint.

PayPal actively prevents scam-related emails. Please avoid replying here and
use the provided number.

Warmest regards
PayPal Business
+1 (828) 259-2373
+1 (803) 223-8429

Copyrights (c) 2026 PayPal, LLC. All Rights Reserved.



Your Order #72783169 was processed D spam-practice x

= @

I < bo- 2opipparas@gmail.com> Mar5,2026,850AM v ® €

tome -~

This message might be dangerous
Messages like this one were used to steal personal information. Don't click links, download attachments, or reply with

personal information.

Logo

Date: Thursday, March 05, 2026
Order No: #72783169
Payment Id: 203D37BAPLBZ68

Confirmation We have received your order.

We recently spotted activity on your PayPal account that may not be yours. If this




Message 1D

Created at:
From:

To:
Subject:
SPF:
DKIM:

DMARC:

<69a99829.630a0220.23703a.3378@mx.google.com>

Thu, Mar 5, 2026 at 8:50 AM (Delivered after 2 seconds)

_subbaraopipparaS@gmail.com>

Your Order #72783169 was processed
PASS with IP 209.85.220.41 Learn more
'PASS' with domain gmail.com Learn more

'PASS' Learn more
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0x04 - the future of
email attack & defense
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ges: Chronicle of Higher Education,
s://lwww.chronicle.com/article/is-ai-making-us-stupid-cal-newport-is-worried

Brent Fuchs. Images in this presentation adhere to Fair Use and are transformative.






wrap up

Business Risk Analysis: email will persist
into the near future due to its familiarity. It
will remain a favored Initial Access vector
used by a panoply of Threat Actors to
surveil, steal from, degrade, or even
destroy your Small to Medium Business.
Action: implement controls now.







0X07 - secret slides of
Resources, References,
and future schemes plans




This is not intended to be presented,
rather to be referenced.

https://attack.mitre.org
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://imgflip.com/




