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How UI/UX Impact SOC
Performance

Bruce Potter - CEO, Turngate
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#whoami

1

[ |

Don't believe anything [ say

e College dropout
e Can't code
e Nocerts

30 years of cybersecurity experience
Run some companies, was a CISO a few times
Serve as Riker to ShmooCon'’s Picard (Heidi)

Currently CEO of Turngate, a SaaS and Al security operations
product company




Why is Ul/UX important?

/I\ EMERGENCY ALERTS

Emergency Alert

BALLISTIC MISSILE THREAT INBOUND TO
HAWAII. SEEK IMMEDIATE SHELTER. THIS
IS NOT A DRILL.




The Offending Menu

the option that was
reportedly selected

the option that should
have been selected




Put On Your Designer Hat and Dig In... @

Categories of information represented:

Plain Language Alert Name (Amber, Tsunami,
Thermonuclear War, etc)

Type of Alert (Civil Defense, Child Abduction Emg.,
Civil Emergency Message)

Who will get the alert (the whole state, Just a county,
etc)

Status (Real, Drill, “Oops, our bad”)




Put On Your Designer Hat and Dig In... @

How the information is represented:

- ALL CAPS
- Title Caps
- A single numbered bullet for some reason
- With the alert type and without the alert type
- Drills may be labeled as DRILL, DEMO TEST, TEST
- All fields are optional
- SPlainName
- SPlainName DEMO TEST
- DRILL - SAlertType - SWhoGetslt
- 1. TEST Message




Fixing the Hawaii Emergency Alert System @)

First, build a simple Ontology of all alerts

Plain English Alert Alert Type Status Recipient

Name




Fixing the Hawaii Emergency Alert System @)

Next, build your list of alerts

Plain English Alert Alert Type Recipient
Name

Amber Alert CAE Live Statewide
Amber Alert CAE Live Kauai County
Amber Alert CAE Demo Statewide
Amber Alert CAE Demo Kauai County
False Alarm BMD Live Statewide
High Surf Warning CEM Live North Shores
And soon...




Fixing the Hawaii Emergency Alert System @)

Now, decide on how to display the

alerts
Plain English Alert Type Recipient
. Alert Name
- Two menus Demoend Lve) il

- All alerts have the same Amber Alert Live Statewide
SyntaCtiC StrUCture Amber Alert CAE Live Kauai County
SPlainName (SType) - SRecipien |ty pemo Statevide

All alerts requests generate an Amber Mlert | CAE Demo Kauai County
example alert with the exact wording. | racaam | awo Live Statewide

Alerts require positive affirmationof ~ - — N
the user to be sent. Warning

And soon...



New and Improved Hawaii EAS Interface

Demo Live
Select alert to send v m Select alert to send v m
System Test - Statewide False Alarm (BMD) - Statewide
Amber Alert (CAE) - Statewide Amber Alert (CAE) - Statewide
Amber Alert (CAE) - Kauai Amber Alert (CAE) - Kauai
County County
High Surf Warning (CEM) - North High Surf Warning (CEM) - North
Shores Shores
Landslide Hana Road (CEM) - Landslide Hana Road (CEM) -
Kauai County Kauai County
Thermonuclear War (CEM) - Thermonuclear War (CEM) -
Statewide Statewide
Tsunami Warning (CEM) - Tsunami Warning (CEM) -

Statewide Statewide



Name this movie ap

Kujan:

It was Keaton's idea to rob the taxi
service, wasn't it?

Verbal:

[sobbing] Yes, yes, it was all Keaton!
We followed him from the beginning!
[ didn’'t know!




Anchoring and Confirmation Bias O

Anchoring - Prioritizing
your first impression
Confirmation bias - Focusing

on data that confirms your e
belief -

Cybersecurity tools are
AWTFUL at both of these. ‘



Framing effect O

How information is presented can impact decision making.

Vader betrayed and murdered your father
Vs
Vader is your father but wasa REALLY different person before

You have 50 vulnerable hosts
Vs

You have no vulnerable hosts with external reachability and 50 out
of 10,000 internal hosts are vulnerable

This applies to visual representation of data as well.



Goals of Good UI/UX (in Cybersecurity) 0

Maximize velocity to the objective
Maximize likelihood of correct outcome

Minimize bias through proper presentation of data and user
elements

Minimize need for tool-specific training



Which way is this pointing?




Should you stop or not stop? N

Or am I not allowed to
doa Heisman pose
here?




How do | wash this?

! I'IIII/ '
o' ad y

(N
X colres
% Jo -

4

f

g
‘




Speaking of condensing a lot of a
information into a small space... what does
this mean?

CVSS v3.1 Severity and Metrics:

Base Score: 9.0 CRITICAL

Vector: AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
Impact Score: 6.0

Exploitability Score: 2.2



teNightSeth




Thinking about cybersecurity UX



Email Security Gateways ap

What’s the most common thing an administrator needs to do to their
ESG?

Block an email address or domain!



Sender Lists

J There are two

Holy shit don't
forget to click
((Save”

lists here.
“Blocked” and
“Safe” are now
antonyms?

“Blocked”
actually means
“‘quarantined” I

guess?

Py



Block an email address or domain!

Oh, you wanted to see a list of
already Blocked senders?
HAHAHA. That’s somewhere
else completely? Why would
it be here?

T



Bonus points if your RUM

H ow a b O Ut th i s ? tooling identifies common

behaviors and updates
this automatically

__\ [/
\/

Block Senders Here! [
30 Day Email Dashboard for Bob's Toy BEarn

1,295
L]
MOET ATTACKED DOAAR i i ATTALE TPt o W AT T
Bt phaim. com Saam Epam

Thewai Teal




BTW, blocking an email address in postfix @

$ sudo vi /etc/postfix/blocked senders
$ sudo postmap blocked senders

Like, there’s a top level file of “don’t accept emails” that you
just edit and then run a simple command to make it active

And if you're good you can do it in one command



Let's administer Falcon...



E=H Endpoint security | Policles * Windows * Default (Windows) [

BoGkmarks Endpoint security

WTF do Yellow and Blue
dots mean

Recantly visited

Endnaics sy

¢ Counter Adversary Operations

What's the difference
between a “Policy” and “Rule
_ Group” in a firewall? Why is
e it meaningful at this level?

Foundry

Dashboards and reports USB device control -~

ity
Host setup and management

R e Why is this section labeled
olcies ‘configure”? Don't most of

ot - these options allow me to

configure something?

Audit bogs

Data connectors




E=E Endpoint security = Firewall

Bookmarks

Recantly visited

Endpaoint security

o> Countar Adversary Oparat jons

Foundry

Assat inventory

Dashboards and reports

Host setup a nd managamant

s  CrowdStrike Store

Audit logs

Support and resc

Data connectors

Bolicles * Windows > Default (Windo

Endpoint security

Monitor -~

The top nav bar allows me to
navigate to the top.. almost

Firewall ~

Activity

[ have to click on the hamburger to to
get back to here to select “Activity”...
USE device control ~ shouldn’t the “Firewall” nav bar
allowed me todo that too?




In fairness, this isn’t much better ‘N

$ sudo iptables -A INPUT -s 192.168.1.10 -3j DROP
$ sudo sudo iptables -A INPUT -s 192.168.1.10 -j DROP



Thinking about whitespace and
information density...



Secunty Hubd Finding

Findings

A finding Is a security ¢

Q' AWS account ID

Severity

B CRITICAL

All this information
could be displayed in Y
the space...

Resource type /s AwsEc2SecurityGroup X

Wor Record
status State

NEW ACTIVE
NEW ACTIVE
NEW ACTIVE

Region

us-east-1

us-east-1

us-east-1

Workflow status

Company

AWS

AWS

AWS

NEW

Product

Security
Hub

Security
Huh

Securty
Hub

...so that thisisn’t 5 lines

tall

flow status /s NOTIFIED X

Resource

13 minutes ago

Account Name

sirajama+devacct3 C

Det

Title:Account

Lwner

MiLWorkloads Securit

is: NameJohn D

Emalljdoe@example

2hone +1 555 555 555

Compliance
Status

X

Security Hub - Enrichment Automation

U Name
y Contact
oe |

&

55

Also, is Amazon'’s
numbering convention
for findings actually
important?

Updatedat Vv

13 minutes ago

8

13 minutes ago

=)

13 minutes ago

8



Security Hub Findings

Findings

A finding Is a security issue or a falled security check.

Q' AWS account ID

Severity

W HIGH

B CRITICAL

W HIGH

X

Workflow
status

NEW

NEW

NEW

Resource type /s« AwsEc2SecurityGroup X Workflow status '« NEW X Workflow status /s« NOTIFIED X | Add filte

Record
State

ACTIVE

ACTIVE

ACTIVE

Regilon

us-east-1

us-east-1

us-east-1

Company

AWS

AWS

AWS

Product

Security
Hub

Security
Hub

Security
Hub

Compliance
Title v Resource P
Status v
EC2.18 Security groups
should only allow Security
unrestricted In
X

traffic for autr 13 minutes ago

ports Security Hub - Enrichment Automation

EC2.19 Securht
should not alls

Account Name
sirajama+devacctd OU Name:
MLWorkloads Security Contact
Detalls: Name:zJohn Doe |
Title:Account Owner |
Email:jdoe@example.com |
Phone +1 555 555 5555

unrestricted M
ports with hig

4.1 Ensure no
groups allow |
from 0.0.0.0/C

22

Updatedat v

13 minutes ago

0o

13 minutes ago

2

13 minutes ago

)



- Tl
Q:
O .
(o]
Is Carbon Black
paying for
fonts by the
point size?
—
49

APPUICATION ALERTS

26

Isalert volume
going down a good
or bad thing?

0—”/\0

Cool stat. What
about malware that
wasn't prevented?

And apparently
blocking malware

) @ 0 @ NonMak 6 d%sn,t generate an

alert? I'd love to
g know HOW iteven
landed on an

A endpoint, shit.




Apache - Web Server Operations 1 - ’

Histogr.ams are ’ { Client Locations - 4x Gonna d_o Server Errors Over Time
meaningless A anything about ]
Sl . this?
velocity info ‘ @

© mapbox

Non 200 Response Status Codes ) { Top 5 Clients Causing 4xx Errors

Histograms are
meaningless
without
velocity info

Error Responses by Server ) Top 5 URIs causing 404 Responses Error Log Levels




Memorize IP’s and

Account ID’s. You
are your own
o Benchmark | Comparative metrics resolver

Entity Information
aws/dynamodb has 5 deviations,

5 Error G G

Error | accountid: 123456789033 errorcode: InternalServerError eventname: query awsregion: us-east-1 K
Error  accountid: 111111111111 errorcode: InternalServerError eventname: guery awsregion: us-east-1 o K o

Error  accountid: 951234567898 errorcode: InternalServerError eventname: query awsregion: us-east-1

=

Error  accountid: 111111111111 errorcode: SomeLimitExceeded eventname: SomeDynamoDBEvent awsregion: ...

[ s }

Error  accountid: 123456789033 errorcode: SomeLimitExceeded eventname: SomeDynamoDBEvent awsregi...

[t ]

o Current score Benchmark score



Why is this important? P

Poorly designed products require far more training and
specialized knowledge to use than products that think of the
UX first.

Poor Ul leads to poor outcomes. If you're screwing around in
Photoshop it’s frustrating. If you're screwing around in your
EDR you may apply the wrong policy and leave your
enterprise vulnerable.

Seconds matter in security incidents. Don’t make me click or
think more than I need to.



Questions?

Assuredly I'm out of time by now...

@gdead |


mailto:gdead@turngate.io
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